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Abstract
We live in on-demand, on-command digital universe with 
data rapid reproducing by Institutions, Individuals and tools at 
very high rate. This data is categorized as “Big Data” due to 
its absolute Volume, Variety, Velocity and Veracity. Most of the 
data is partly structured, unstructured or semi structured and it is 
heterogeneous in nature. Due to its specific nature, Big Data is 
stored in distributed file system architectures. Hadoop and HDFS 
by Apache are widely used for storing and managing Big Data. 
Analyzing it, is a challenging task as it involves large distributed 
file systems which should be fault tolerant, flexible and scalable. 
Cloud computing plays a very vital role in protecting the data, 
applications and the related infrastructure with the help of policies,  
new technologies, controls, and big data tools. Moreover, cloud 
computing, applications of Big data, and its advantages are likely 
to represent the most promising new frontiers in science. The 
technology issues, like Storage and data transport are seem to 
be solvable in the near-term, but represent long term challenges 
that require research and new paradigms. Analyzing the issues 
and challenges comes first as we begin a collaborative research 
program into methodologies for big data analysis and design.
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I. Introduction
The term ‘Big Data’ appeared for first time in 1998 in a Silicon 
Graphics (SGI) slide deck by John Mashey with the title of “Big 
Data and the NextWave of Infra Stress”. It is the term for data sets 
so large and complicated that it becomes difficult to process using 
traditional data management tools or processing applications. 
The origin of the term ‘Big Data’ is due to the fact that we are 
creating a huge amount of data every day. At the KDD BigMine 
12 Workshop Usama Fayyad in his invited talk presented amazing 
data numbers about internet usage, among them are the following: 
each day Google has more than 1 billion queries, Twitter has more 
than 250 million tweets per day, Per day Face book has more than 
800 million updates, and YouTube has more than 4 billion views 
per day. Big Data is a heterogeneous mix of data both structured 
(traditional datasets –in rows and columns like DBMS tables, 
CSV’s and XLS’s) and unstructured data like PDF documents, 
e-mail attachments, images, manuals , medical records such as 
x-rays, ECG and MRI images, forms, rich media like graphics, 
video and audio, contacts, forms and documents. Businesses are 
primarily concerned with managing unstructured data, because 
about 80 percent of enterprise data is unstructured [1].
Google has introduced MapReduce [2] framework for processing 
large amounts of data on commodity hardware. Apache’s Hadoop 
distributed file system (HDFS) is evolving as a superior software 
component for cloud computing combined along with integrated 
parts such as MapReduce. Hadoop, which is an open-source 
implementation of Google MapReduce, including a distributed 
file system, provides to the application programmer the abstraction 
of the map and the reduce. Map Reduce by itself is capable for 
analyzing large distributed data sets; but due to the heterogeneity, 

velocity and volume of Big Data, it is a challenge for traditional 
data analysis and management tools [3][4]. For analysis of Big 
Data, database integration and cleaning is much harder than 
the traditional mining approaches [5]. Parallel processing and 
distributed computing is becoming a standard procedure which 
are nearly non-existent in RDBMS. 

A. Importance of Big Data
The government’s emphasis is on how big data creates “value” – 
both within and across disciplines and domains. Value arises from 
the ability to analyze the data to develop actionable information. 
The survey of the technical literature [6] suggests five generic ways 
that big data can support value creation for organizations.

Creating transparency by making big data openly available 1. 
for business and functional analysis (quality, lower costs, 
reduce time to market, etc.)
Supporting experimental analysis in individual locations that 2. 
can test decisions or approaches, such as specific market 
programs.
Assisting, based on customer information, in defining market 3. 
segmentation at more narrow levels.
Supporting Real-time analysis and decisions based on 4. 
sophisticated analytics applied to data sets from customers 
and embedded sensors.
Facilitating computer-assisted innovation in products based on 5. 
embedded product sensors indicating customer responses. 

B. Big Data Characteristics
One view, espoused by Gartner’s Doug Laney describes Big Data 
as having three dimensions: volume, variety, and velocity. Thus, 
IDC defined it: Big data technologies describe a new generation 
of technologies and architectures designed to economically 
extract value from very large volumes of a wide variety of data, 
by enabling high-velocity capture, discovery, and/or analysis.” [7] 
Two other characteristics seem relevant: value and complexity.
We summarize these characteristics as given below.

1. Data Volume
Data volume measures the amount of data available to an 
organization, which does not necessarily have to own all of it 
as long as it can access it. As data volume increases, the value 
of different data records will decrease in proportion to age, type, 
richness, and quantity among other factors.

2. Data Velocity
Data velocity measures the speed of data creation, streaming, 
and aggregation. Ecommerce has rapidly increased the speed 
and richness of data used for different business transactions (for 
example, web-site clicks). Data Variety:  Data variety is a measure 
of the richness of the data representation – text, images video, 
audio, etc. 

3. Data Value
Data value measures the usefulness of data in making decisions. 
It has been noted that “the purpose of computing is insight, not 
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numbers”. Data science is exploratory and useful in getting to 
know the data, but “analytic science” encompasses the predictive 
power of big data.

4. Complexity
Complexity measures the degree of interconnectedness (possibly 
very large) and interdependence in big data structures such that a 
small change (or combination of small changes) in one or a few 
elements can yield very large changes or a small change that ripple 
across or cascade through the system and substantially affect its 
behavior, or no change at all.
In addition to big data challenges induced by traditional data 
generation, consumption, and analytics at a much larger scale, 
newly emerged characteristics of big data has shown important 
trends on mobility of data, faster data access and consumption, 
as well as ecosystem capabilities [8]. 
In this paper, We studied a system that can scale to handle a large 
number of sites and also be able to process large and massive 
amounts of data. However, state of the art systems utilizing 
HDFS and Map Reduce are not quite enough/sufficient because 
of the fact that they do not provide required security measures to 
protect sensitive data. Moreover, Hadoop framework is used to 
solve problems and manage data conveniently by using different 
techniques.

C. Types of Big Data and Sources
There are two types of big data: structured and unstructured. 

1. Structured Data
Structured Data are numbers and words that can be easily 
categorized and analyzed. These data are generated by things like 
network sensors embedded in electronic devices, smart phones, 
and global positioning system (GPS) devices. Structured data also 
include things like sales figures, account balances, and transaction 
data. 

2. Unstructured Data
Unstructured Data include more complex information, such as 
customer reviews from commercial websites, photos and other 
multimedia, and comments on social networking sites. These data 
cannot easily be separated into categories or analyzed numerically. 
The explosive growth of the Internet in recent years means that 
the variety and amount of big data continue to grow. Much of that 
growth comes from unstructured data. 

Fig. 1: Sources of Big Data

II. Security and Challenges
In certain domains, such as social media and health information, 
as more data is accumulated about individuals, there is a fear 
that certain organizations will know too much about individuals. 
Developing algorithms that randomize personal data among a 
large data set enough to ensure privacy is a key research problem. 
Perhaps the biggest threat to personal security is the unregulated 
accumulation of data by numerous social media companies. This 
data represents a severe security concern, especially when many 

individuals so willingly surrender such information. Questions of 
accuracy, dissemination, expiration, and access abound. Clearly, 
some big data must be secured with respect to privacy and security 
laws and regulations. International Data Corporation suggested 
five levels of increasing security [7]: privacy, compliance-driven, 
custodial, confidential, and lockdown. Further research is required 
to clearly define these security levels and map them against both 
current law and current analytics. For example, in Face book, one 
can restrict pages to ‘friends’. But, if Face book runs an analytic 
over its databases to extract all the friend’s linkages in an expanding 
graph, at what security level should that analytic operate? e.g., 
how many of an individual’s friends should be revealed by such an 
analytic at a given level if the individual (has the ability to and) has 
marked those friends at certain security levels? With the increase 
in the use of big data in business, many companies are wrestling 
with privacy issues. Data privacy is a liability, thus companies 
must be on privacy defensive. But unlike security, privacy should 
be considered as an asset; therefore it becomes a selling point 
for both customers and other stakeholders. There should be a 
balance between data privacy and national security. Meeting the 
challenges presented by big data will be difficult. The variety 
of data being generated is also expanding, and organizations 
capability to capture and process this data is limited. Current 
technology, architecture management and analysis approaches 
are unable to cope with the flood of data, and organizations will 
need to change the way they think about, plan, govern, manage, 
process and report on data to realize the potential of big data. In the 
distributed systems world, “Big Data” started to become a major 
issue in the late 1990‟s due to the impact of the world-wide Web 
and a resulting need to index and query its rapidly mushrooming 
content. Database technology (including parallel databases) was 
considered for the task, but was found to be neither well-suited 
nor cost-effective [9] for those purposes.
Google’s technical response to the challenges of Web-scale data 
management and analysis was simple, by database standards, but 
kicked off what has become the modern “Big Data” revolution 
in the systems world [10]. To handle the challenge of Web-scale 
storage, the Google File System (GFS) was created [11]. To handle 
the challenge of processing the data in such large files, Google 
pioneered its Map Reduce programming model and platform [3]
[11]. This model, characterized by some as “parallel programming 
for dummies”, enabled Google developers to process large 
collections of data by writing two user-defined functions, map and 
reduce, that the Map Reduce framework applies to the instances 
(map) and sorted groups of instances that share a common key 
(reduce) similar to the sort of partitioned parallelism utilized in 
shared-nothing parallel query processing. Taking Google’s GFS 
and Map Reduce papers as rough technical specifications, open-
source equivalents were developed, and the Apache Hadoop Map 
Reduce platform and its underlying file system (HDFS, the Hadoop 
Distributed File System) were born [3][12]. Popular languages 
include Pig from Yahoo! [13], Jaql from IBM [14], and Hive 
from Facebook [13]. Microsoft’s technologies include a parallel 
runtime system called Dryad and two higher-level programming 
models, Dryad LINQ and the SQLlike SCOPE language [15], 
which utilizes Dryad under the covers. Interestingly, Microsoft 
has also recently announced that its future “Big Data” strategy 
includes support for Hadoop [16].

The challenges of security in cloud computing environments can 
be categorized into network level, user authentication level, data 
level, and generic issues.
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A. Network level
The challenges that can be categorized under a network level deal 
with network protocols and network security, such as distributed 
nodes, distributed data, Internode communication.

B. Authentication Level
The challenges that can be categorized under user authentication 
level deals with encryption/decryption techniques, authentication 
methods such as administrative rights for nodes authentication of 
applications and nodes, and logging.

C. Data Level
The challenges that can be categorized under data level deals 
with data integrity and availability such as data protection and 
distributed data.

D. Generic Types
The challenges that can be categorized under general level are 
traditional security tools, and use of different technologies.

III. Progress of Bigdata and Forecast to the Future 
Cloud computing as an important application environment for 
big data has attracted tremendous attentions from the research 
community. Remarkable progress of big data networking has also 
been reported in this area. In this section, we studied the following 
topics: cloud resource management of big data and performance 
optimization of big data in Cloud Computing.

A. Overview and Resource Management
Agarwal et al. [17] focused on systems for supporting update 
heavy applications and    ad-hoc analytics and decision support. 
Multi-tenant system model with different level of resource 
sharing is shown in Fig.2.  Figure 2 depict representative forms 
of the challenging multi-tenant model and trade-offs associated 
with different forms of sharing. Since models share resources 
at different levels of abstraction, isolation guarantees can be 
achieved differently accordingly. Resource management plays a 
fundamental role in big data applications in the cloud. We next 
review important progress in this regard. A general introduction 
to resource management and allocation in multi-cluster clouds 
were introduced in [18]. [19] Introduces virtualization planning 
and cloud computing methods in IBM data center networking. Key 
operational challenges such as support cost-saving technologies, 
rapid deployment, support for mobile and pervasive access, 
development of enterprise-grade network design has been 
discussed extensively. Lu, Sifei et al [20] presented their work 
of a framework for cloud-based large-scale data analytics and 
virtualization; a case study on climate data of various scales were 
introduced too.

Specifically for reducing cooling energy cost for big data analytics 
cloud, a data-centric approach was introduced in [21]. Instead of 
relying on thermal-aware computational job placement/migration, 
the method in [21] takes a data-centric approach, which is now 
popular in big data applications. In sum, pervasive computing of 
big data in the cloud, computational resource and data complexity 
management, and energy consumption manipulations for big data 
in the cloud are fundamentally important aspects. The studied 
works have made logical progress in terms of system design and 
implementation, but much remains to be done with consideration 
of system validation in larger, real-world applications.

Fig. 2: Multi-Tenant Model: Left To Right Shared Table, Shared 
Database, Shared OS & Shared Hardware.

B. Performance Optimization 
Performance optimization is yet another classic and important topic 
in cloud computing because appropriate optimization techniques 
will provide better application experiences with comparable or even 
less system resource consumption, compared to non-optimized 
cases. A dataflow-based performance analysis tool for big data 
cloud, i.e., Hitune, was presented in [22]. Hitune is shown to be 
effective in assisting users doing Hadoop performance analysis 
and system parameter tuning. A few interesting case studies on 
big data processing in cloud computing environment was depicted 
in [23]. Efforts of the Fijitsu laboratory are based on data store 
and complex event processing, as well as workflow description 
in distributed data processing. A recent online cost-minimization 
algorithm was depicted in [24]. The two online algorithms have 
achieved competitive cost reduction ratios. The Algorithms need 
to be further evaluated at larger and more competitive scales, 
e.g., data streaming applications with larger topologies. In sum, 
Hitune and the Fijitsu laboratory approaches have been focused 
on promoting user experiences by using fundamental big data 
techniques such as event processing and work flow description. 
Tools and case studies like this are informational and offer more 
choices to users. Moreover, online cost-minimizing as another 
promising direction has been proved to be effective in big data 
applications. We expect a lot more scalable and efficient algorithms 
to be proposed in the near future.

C. Future Challenges
There are many future important challenges in Big Data 
management and analytics that arise from the nature of data: 
large, diverse, and evolving. These are some of the challenges 
that researchers and practitioners will have to deal during the 
next years: 

1. Analytics Architecture
It is not clear yet how an optimal architecture of an analytics system 
should be to deal with historic data and with real-time data at the 
same time. An interesting proposal is the Lambda architecture of 
Nathan Marz. The Lambda Architecture solves the problem of 
computing arbitrary functions on arbitrary data in real time by 
decomposing the problem into three layers: the batch layer, the 
serving layer, and the speed layer. It combines in the same system 
Hadoop for the batch layer, and Storm for the speed layer.
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2. Statistical Significance
It is important to achieve significant statistical results, and not be 
fooled by randomness. AsEfron explains in his book about Large 
Scale Inference it is easy to go wrong with huge data sets and 
thousands of questions to answer at once. 

3. Distributed Mining
Many data mining techniques are not trivial to paralyze. To have 
distributed versions of some methods, a lot of research is needed 
with practical and theoretical analysis to provide new methods. 

IV. Advancements & Conclusion
Streaming algorithms [25] represent an alternative programming 
model for dealing with large volumes of data with limited 
computational and storage resources. Stream processing is very 
attractive for working with time-series data (news feeds, tweets, 
sensor readings, etc.), which is difficult in MapReduce (once again, 
given its batch-oriented design). Another system worth mentioning 
is Pregel [26], which implements a programming model inspired 
by Valiant’s Bulk Synchronous Parallel (BSP) model. Pig [14], 
which is inspired by Google [11], can be described as a data 
analytics platform that provides a lightweight scripting language 
for manipulating large datasets. Similarly, Hive [27], another 
open-source project, provides an abstraction on top of Hadoop 
that allows users to issue SQL queries against large relational 
datasets stored in HDFS. Therefore, the system provides a data 
analysis tool for users who are already comfortable with relational 
databases, while simultaneously taking advantage of Hadoop’s 
data processing capabilities [28]. MapReduce is certainly no 
exception to this generalization, even within the Hadoop/HDFS/
MapReduce ecosystem; it is already observed the development of 
alternative approaches for expressing distributed computations. 
For example, there can be a third merge phase after map and reduce 
to better support relational operations. Join processing mentioned 
n the paper can also tackle the Map Reduce tasks effectively. 
Big data is the “new” business and social science frontier. The 
amount of information and knowledge that can be extracted from 
the digital universe is continuing to expand as users come up 
with new ways to massage and process data. Moreover, it has 
become clear that “more data is not just more data”, but that 
“more data is different”. “Big data” is just the beginning of the 
problem. Technology evolution and placement guarantee that in 
a few years more data will be available in a year than has been 
collected since the dawn of man. If Facebook and Twitter are 
producing, collectively, around 50 gigabytes of data per day, 
and tripling every year, within a few years (perhaps 2-4) we are 
indeed facing the challenge of “big data becoming really big data”.  
In this work, we have done in-depth reviews on recent efforts 
dedicated to big data and big data networking. We have reviewed 
the progresses in fundamental big data technologies, important 
aspects of big data networking, and security in cloud computing 
such as new challenges and opportunities, resource management 
and performance optimizations are also introduced and discussed 
with independent viewpoints.
This paper initiates a collaborative research effort to begin 
examining big data issues and challenges. We identified some of 
the major issues in big data storage, management, and processing. 
We also identified some of the major challenges – going forward 
– that we believe must be addressed within the next decade. Our 
future research will concentrate on developing a more complete 
understanding of the issues associated with big data, and those 
factors that may contribute to a need for a big data analysis 

and design methodology. We will begin to explore solutions to 
some of the issues that we have raised in this paper through our 
collaborative research effort.
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