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Abstract
The security against insider threats is one of the major key issue 
in Wireless Sensor Network. Wormhole attack is one among 
the harmful insider threats that take place within the Wireless 
Sensor Network. Wormhole attack is a type of attack that works 
on established path between sender and destination node. When 
the sender begins data transmission then the wormhole offender 
can produces an instantaneous link with another such offender, 
affirmed as tunnel between them. The energy of nodes is also 
not utilized due to attacker .In this paper we have tendency to 
propose Watchdog based intrusion detection and further prevention 
technique against wormhole attack. For detection the routing entry 
based detection technique is proposed which acquires offender 
node info like node range, attack time etc. Afterwards to stop 
wormhole attack victimization the neighbor trust worthy based 
technique is proposed. The simulation is done through network 
simulator-2 and the network behavior in attack and prevention 
case is analyzed. Then the performance of network on the basis of 
network parameter like output, packet delivery ratio, throughput, 
routing load etc is measured. 
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I. Introduction
Wireless Sensor Network (WSN) provides quick communication 
among nodes to transfer the packets from one node to other. Fig. 
1 shows that WSN nodes communicate directly with each other. 
All the links between nodes are wireless. These networks are 
independent of any fixed infrastructure or central entity like 
cellular networks [2] which requires fixed infrastructure to 
operate. The nodes in WSN may leave or join the network at any 
point of time, thereby considerably affecting the status of trust 
among nodes and complexity of routing. Such mobility implies 
that the topology of the network and connectivity between the 
hosts is unpredictable. Therefore the management of the network 
environment is a function of the participating nodes. Due to 
this absence of authority, conventional techniques of network 
management and security are scarcely necessary for WSN. Any 
attacker or malicious node in the network can disturb the whole 
process or can even stop it. Wormhole insider threat [3] comes into 
the picture under which a genuine node behaves in a malicious 
manner. It is quite difficult to define and detect such behavior of 
a node. Therefore, it becomes compulsory to define the normal 
and malicious behavior of a node. Whenever any node exhibits a 
malicious behavior under any particular attack, it assures the breach 
of security principles like availability, integrity, confidentiality etc 
[4]. An intruder takes advantage of the vulnerabilities (which is 
discussed in next section) present in the Wireless Sensor Network 
and attacks the node which breaches security principles.

WSN also uses routing protocols to route the packets to its 
destination. Wireless network routing protocols are divided into 
two categories: Proactive, Reactive and Hybrid [1, 5].

Fig. 1: A Wireless Sensor Network

Proactive routing protocols are also termed as “table driven” routing 
protocol as the routes are computed prior to the requirement in the 
network. In this, all nodes store the routing information about other 
node present in the network and routing updates are propagated 
in the whole network whenever network topology changes. The 
disadvantage of proactive routing is that these are not scalable 
and maintenance of routing table requires substantial network 
resources. 
In reactive routing protocol, the route is computed only when 
any node desires to have communication with another node. To 
discover the routes they use route discovery procedure which uses 
the flooding technique. In this, initiator forwards the RREQ packet 
to all neighbors. If neighbor has the route for destination they reply 
otherwise forward the RREQ to the next node. In this manner 
RREQ packet reaches to the destination which sends the reply back 
to RREQ. But the method used to facilitate route discovery is used 
by the wormhole or the malicious node to consume the network 
resources which may lead to routing misbehavior attack.  
The hybrid routing protocol is the amalgamation of both the 
proactive and reactive routing protocol. 
In this paper we propose the watchdog security mechanism 
which includes a novel Intrusion detection as well as prevention 
technique against wormhole attack. The Watchdog is a monitoring 
mechanism that continuously keeps eye on the neighbor nodes 
for their malicious activity which in turn helps to both detect and 
prevent the misbehavior in WSN. The AODV on demand routing 
protocol is used to reduce the effect of attack in the networks with 
high node mobility.

II. Related Work
Routing security in ad hoc networks is often equated with strong 
and feasible node authentication and lightweight cryptography 
technique. Unfortunately, the insider threat named as wormhole 
attack can hardly be defeated by crypto graphical measures, since 
wormhole attackers do not create any separate packets. Existing 
works on wormhole detection have often focused on detection 
using different security schemes.

In this paper [6] an improved watchdog monitoring mechanism 
is proposed by using the process of change point detection. By 
implementing this change point detection algorithm in watchdog 
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mechanism, the limitations of the existing watchdog mechanism 
are overcome. From this the exact malicious node can be found 
out and the data will be routed through a secure path bypassing the 
malicious node. Finally to analyze the efficiency of this algorithm, 
the results obtained from the proposed algorithm and the existing 
algorithms are compared.
In this paper [7] has adopted Bio-Inspired approach as clonal 
selection principle to implement Watchdog. Here Watchdog based 
Clonal Selection Algorithm(WCSA) is developed. To monitor the 
intrusion and multiple misbehaved nodes ,this WCSA is used. 
Use of  this algorithm helped in realizing the intruders and in 
reducing the generator value , detector rate and increasing the 
throughput.
In [8] Rule-based intrusion detection schemes is proposed 
for WSN, also called specification based intrusion detection 
schemes. In these schemes, the detection rules are first designed 
by domain expert before the starting the detection process. Most 
of the techniques in these schemes follow three main phases: data 
acquisition phase, rule application phase and intrusion detection 
phase. In the following sub-sections, the key important schemes 
in this category are explored. 
Decentralized IDS in WSN propose the first and the most cited rule-
based intrusion detection scheme for WSN to detect many different 
kinds of attacks in different layers. In this proposal, three main 
phases are involved. First phase named as data acquisition phase 
in which the monitoring nodes have responsibility of promiscuous 
listening of the messages and filtering the vital information for 
analysis. The second phase named as the rule application phase, in 
which the  rules that are pre-defined are applied to the stored data 
from the previous phase, and if the message analysis gets failed 
at any of the rules test, a failure is raised and then the counter is 
increased by one. The third phase is intrusion detection phase, 
in which a comparison takes place between the number of raised 
failures produced from the second phase that is rule application 
phase with a predefined number of occasional failures that may 
occur in the network. If in case the total numbers of the raised 
failures are higher, then the intrusion alarm is produced.
According to [9] this scheme brings a good framework to the 
class of rule-based intrusion detection. But, there is an important 
downside of this scheme, which is the elusiveness in determining 
the number of monitoring nodes dedicated to the detection process, 
the method of choosing them and how to ensure that the way of 
selection will cover the whole network. In addition, this scheme 
is constrained to some types of attacks and the question which 
may rise up is that what if some new types of attacks emerge? 
All these consequences should be considered when designing any 
kind of intrusion detection scheme.
In [10] Malicious node detection in WSN presents a solution to 
identify the possible malicious node based on the received signal 
strength measured in each node. They showed how to detect two 
kinds of attacks called HELLO flood attack and the wormhole 
attack in WSN by building a rule that compare the energy of the 
received signal and the energy of the same observed signal around 
the network. Although, this solution was one of the first solutions 
in the domain, it still restricted to those two types of attacks. In 
addition, sometimes there are other reasons rather than attacks 
that may cause a change in the signal strength which make this 
solution impractical.

A novel intrusion detection scheme [11] that takes the benefits of 
neighboring node information to detect the node impersonation 
and resource depletion attacks has been proposed. In this scheme 

each node can make a statistical profile of its neighbor’s behavior 
based on two features which are the received power rate and the 
arrival packet rate. This technique cannot be generalized for a 
typical wireless sensor network application in which many types of 
attacks evolve continuously. In addition and similar to the scheme 
proposed in [9], the building of the rules based on the received 
power rate is impractical since there are other factors that may 
affect this feature.

III. Proposed Solution
In this proposal, the energy aware base routing is applied and 
identifies the wormhole attacker node and then prevents it. The 
energy based Ad-Hoc On-Demand Distance Vector (EAODV) 
routing protocol is implemented that searches the destination node 
in the network. The energy base approach help’s to strengthen the 
network reliability because higher energy base routing increase 
the network life time. However network is not protected from 
attacker sensor nodes. In our simulation we analyze the behaviour 
of wormhole attacker. Wormhole attack is a type of routing attack 
in which at least two nodes cooperatively coordinate with each 
other and create tunnel between them. Both attacker nodes update 
routing table for misguiding the route discovered for transmission 
from source to destination.  One of the attacker nodes captures the 
incoming packet from one entry and forward to another attacker 
node. The second attacker commences the packet dropping activity.  
Wormhole attack is very harmful for the sensor network and is 
not easily tractable. So our proposed protection scheme provides 
detection as well as prevention for the network and hence our 
proposed module can be divided into two phases detection and 
prevention.
In detection process the network behaviour is analysed and  the 
information about  miss-activity is collected. If any deviation 
is identified by tallying with historic data then we retrieve the 
misleading information like node id, time of attack, type of 
attack, participated node’s and number of captured packet by 
the attackers. Our detection module provides the strength to the 
protection process.
The second phase is wormhole prevention module. In this module 
we prevent the malicious activity in WSN, for which   we deploy the 
preventer node inbuilt with watchdog mechanism. The preventer 
nodes continuously watch all the neighbour nodes and their 
activity in real time. If preventer node detects any misbehaviour 
like data forwarding error, continuous data drop as well as modified 
route, then it identifies their node number and time of attack. 
After identification of attacker node, the preventer node takes the 
decision of blocking the attacker and broadcast the attacker node 
information to all participating nodes. When sender receives this 
message, it stops sending the data by existing path and research 
fresh route with the help of preventer node. This new path is 
reliable as well as more secure for future communication.            

A. Proposed Algorithm:
In this section we describe proposal in formal way, which 
proposed work detect and prevent from wormhole node in real 
time scenario. 
Initialization:
 S: 1 to N set of sensors
 W: 2 wormhole node
 P: 1 to S-W
P contain behaviour table
P sense all neighbour
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B. Working:
While (P behaviour table != neighbour behaviour)
 { 
 Store information of neighbour
 Type of symptoms
 Time of event
 Neighbour predecessor and successor
 If (two adjacent are capture or route updating or drop) 
    {
  Set as wormhole node
  Block the nodes
  }
 Broadcast attacker info to all sensor 
 If (sender == true)
  {
  Destroy existing path
  Call route module
  }
 }
AODV (search new path with P base profile)
 {
  P eliminate wormhole node
  Sense higher energy base route to destination
 }
New path established and send data with reliable 

III. Simulation Environment 
The entire simulations were carried out using NS 2.31[15] network 
simulator which is a discrete event driven simulator developed 
at UC Berkeley as a part of the VINT project. The aim of NS2 
is to support research and education in networking. NS2 is 
designed using object oriented language C++ and OTcl (object 
oriented variant of Tool Command Language). The simulation 
scripts written in OTcl are interpreted by NS2. The user writes 
his simulation as an OTcl script. Some parts of NS2 are written 
in C++ for efficiency reasons.

A. Simulation Parameters
The simulation of normal AODV, Wormhole attack and IPS 
scheme are done the basis of following simulation parameters 
that has shown in Table 1. These simulation parameters are decided 
on the basis of dynamic topology.  In case of normal routing 30 
nodes are considered but in case of wormhole attack consider 2 
nodes as a attacker and remaining 28 are normal nodes and in 
case of IPS one node is IPD node, 2 nodes are attacker and rest 
of them are normal.

Table 1: Simulation Parameters Will Uses for Simulation
Simulator Used NS-2.31 
Number of nodes 50 
IPS node 3
Wormhole Attacker 3
Dimension of simulated area (meters) 800 × 600 
Routing Protocol AODV
Simulation time  100 sec.
Traffic type  (TCP & UDP) FTP & CBR 
Packet size 512 bytes
Number of traffic connections 5 TCP, 2 UDP  
Node movement at maximum Speed random & 20 m/s
Transmission range 250m 

B. Simulation Results
Simulation results are evaluated on the basis of performance 
parameters like overhead, throughput etc. The simulation results 
are measured in case of normal AODV routing, in case of wormhole 
attack and after applying protection IPS scheme. Also measure 
the performance of TCP and UDP protocols.

1. Routing Packets Analysis in case of AODV, Wormhole 
attack and PREVENTION 
The routing load analysis is required to find the number of routing 
packets delivered in the network to establish the connection 
between sender and receiver shown in fig. 2. The routing packets 
finds destination by forwarding routing request to other nodes. In 
this graph, the number of routing packets in case of Prevention 
are about 2700 packets delivered in the  network then next in case 
of normal routing about 5000 routing packets are delivered in 
network but at last the routing load in case of wormhole attack are 
minimum about only 1300 packets are delivered in network. The 
energy consumption in case of attack is more due to that the energy 
of mobile is not utilized for communication. In case of Prevention 
the routing packets are delivered less as compared to normal that 
represents the sign of minimum energy consumption.

Fig. 2: Routing Packets Analysis

2. PDR Analysis in case of AODV, Wormhole attack and 
PREVENTION 
Fig. 3 represents the Packet Delivery Ratio (PDR) analysis in 
case of energy based AODV routing, energy based wormhole 
attack and in case of proposed secure Intrusion Prevention 
System (Prevention) scheme. Here in the case of normal AODV 
routing is only considered to compare the network performance 
after applying proposed protection scheme. Here the proposed 
prevention scheme block the routing misbehaviour of attacker 
and provides about 73% packet delivery is possible in network. At 
initial time stage of simulation of time about 2 seconds the PDR 
is about reaches to 100 % and after that the network performance 
are gradually reaches to zero. The normal PDR is less about 62 % 
up to end of simulation but at time about 1 second to 50 second 
the PDR is more than prevention security scheme. 
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Fig. 3: PDR Analysis

3. Throughput Analysis in case of AODV, Wormhole attack 
and PREVENTION
Throughput depends on the total number of packets received in 
network per unit of time. Fig. 4 shows the throughput analysis 
in case of energy based normal AODV, wormhole attack and 
Watch Dog Prevention scheme. Here we identified that that in 
case of normal AODV routing the throughput is about maximum 
300 packets per second in network. But in case of wormhole 
attack the throughput is negligible in network, means up to end 
of simulation it is negligible about zero packets/seconds but after 
applying Prevention scheme the throughput value is increases up 
to 500 packets/ sec. It means the proposed Prevention security 
scheme are absolutely recovers the network performance and 
providing the secure environment of communication in presence 
of attacker.

Fig. 4: Throughput Analysis

4. Infection in Case of Wormhole Attack
The loss percentage of data packets due to attacker is measured 
through infection percentage. Infection  represents the infection 
percentage w.r.t time. Fig. 5 represents the Infection percentage 
due to wormhole attacker which continuously increases and after 
30 second maintained up to 50% which remains same up to end 
of simulation. At time about 1 second to 10 seconds the infection 
are in lower percentage value but at the time of Prevention the 

infection percentage is zero and not a single packet is affected 
by wormhole attack. Prevention will block the whole activity of 
wormhole attack and remove the infection from network.

Fig. 5: Infection Analysis

5. Remaining Energy Analysis
This graph represents the energy saving of each node in normal 
AODV, Wormhole attack and proposed security scheme. Fig. 
6 graph clearly visualizes the saving energy of each node. In 
proposed security scheme the nodes are prevented from routing 
misbehavior of wormhole attack due to which the nodes energy 
is not utilized for communication in network. The normal energy 
routing has enhanced the problem of immediately link brakeage 
due to which most of the energy is wasted in retransmission. 
But here the nodes are doing routing on the basis of proposed 
scheme and saves lot of energy due to which network performance 
increases. Here the X- axis represents the number of nodes and 
Y-axis is represents the energy in joule.

Fig. 6: Remaining Energy Analysis

6. Energy Utilization Analysis
Fig. 7 represents the total remaining energy percentage in case of 
all the three schemes. Here we clearly visualized that in case of 
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proposed security scheme there is highest percentage of remaining 
energy as compared to normal and threshold. It means in proposed 
work most of the energy is utilized in communication rather than 
retransmission. The attacker  drops the data due to which the TCP 
end protocol do not retransmit packets but UDP do not cease to 
deliver  packets and all packets are dropped at attacker node and 
hence the energy is not utilized in communication.

Fig. 7: Energy Utilization Analysis

IV. Summery
The performance of the network on the whole is summarized 
in case of normal routing, Wormhole, attack and prevention as 
shown in Table 2. The table shows that during prevention there 
is increase in performance when compared to the performance of 
network at the time of attack. This result implies that the proposed 
intrusion detection and prevention scheme is effective against 
wormhole attack.

Table 2: Summery of Performance Metrics
Performance 
parameter

Normal 
AODV

Wormhole 
Attack Case

Prevention 
Case

SEND 3788 2355  4971

RECV 2722 3 3098
ROUTING 
PACKETS 2685 637 1037

PDF 71.86 0.13 62.32
NRL 0.99 212.33 0.33
AVERAGE  
E-E DELAY 678.62 26.50 308.03

DROPPED 
PACKETS 931 2351 1704

VI. Conclusion & Future Work
In this paper, we demonstrated that providing secure routing in 
WSNs may be a complicated and difficult task due to the inherently 
forced capabilities of sensing element nodes. Particularly, we 
have a propensity to target wormhole attack intimately. Wormhole 
attack is very harmful to the network as it tunnels the packets 
with its neighbor. Due to the attack, the energy depletion of 

mobile nodes is not utilized for communication in WSN. We 
proposed the watchdog based intrusion detection and prevention 
scheme against wormhole attack. By using NS-2.31 simulator the 
performance of routing after applying security scheme is measured 
in case of Normal time, attack and prevention. Watchdog security 
theme is additionally simulated. Vital performance parameters 
like throughput, delay, packet delivery ratio, routing load are 
considered. The study aims to analyze that how the performance is 
affected at time of wormhole attack and how it is improved by our 
proposal. In the near future, we will use Global Positioning System 
(GPS) to locate the position of sensor nodes in the network.
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