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Abstract
In this paper we investigate the use of four way dither modulation 
for high capacity watermark embedding and compare it with 
conventional approach of binary dither modulation. The embedding 
is performed in the invariant domain using Zernike moments 
as these moments provide minimum information redundancy, 
excellent resistance to noise and possess good image reconstruction 
capabilities. We have performed detailed experimentation to 
perform exhaustive comparative analysis of the two embedding 
methods in terms of visual imperceptibility and robustness to 
various geometric attacks as well as signal processing attacks.
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I. Introduction                               
The development in the field of internet has led to the increase 
in the frequency of the transmission of the digital data in the 
form of digital images, videos and audios. But in addition to 
this development, the frequency of undesirable copying and 
manipulation of the digital data has also increased, because digital 
data can be easily copied and modified. So there must be some 
way to protect the property rights of the digital data [1]. Several 
techniques have been proposed to ensure such protection which 
are namely authentication, encryption and digital watermarking. 
The technique of encryption may ensure secure transmission of 
data to the valid users, but once the data gets decrypted it becomes 
equivalent to original data, thus illegal copying and manipulation 
cannot be controlled. Digital watermarking is an approach [2] that 
is proposed to deal with such undesirable attempts. 
Digital watermarking is a process of inserting watermark which 
represents the copyright information into the digital media such 
as digital images, videos and audios. The copyright information 
can be extracted later for the purpose of identification of owner 
of the digital media [3]. The media into which watermark is 
embedded can be audio, video and images, out of these image 
watermarking is most popular as methodologies used in image 
watermarking can be easily modified to implement audio and video 
watermarking [4]. The various types of research challenges in the 
field of digital watermarking that needs to be addressed include 
improving embedding capacity, which represents the amount of 
data that can be embedded without affecting quality of watermarked 
image, reducing distortion between host signal and watermarked 
signal, decreasing time required for embedding and extracting 
watermark and maximizing robustness against various forms of 
attacks. But there exist some conflicts between these issues, for 
example improving embedding capacity can be achieved at the cost 
of either robustness or imperceptibility [5]. So efficient tradeoffs 
are required to resolve these conflicts. We have implemented digital 
watermarking by working in invariant domain. Invariant domain 
embedding is an approach which provides effective resistance to 
geometric manipulations. In this approach image moments are used 
to implement watermarking. The moments of the image represents 
useful statistical information that can be used for various purposes. 
We can say that moments of the image are very useful content 

descriptors that can be used to fully reconstruct the initial image 
after insertion of watermark [6]. We have used moment based 
watermarking as the basis function of moments are invariant to 
various forms of geometric and signal processing attacks. Various 
moment based watermarking approaches using various moment 
families such as Zernike moments/Pseudo Zernike moments [7-10], 
radial harmonic fourier moments [11], exponent moments [12] 
and Polar harmonic transforms (PHTs) [13] that are a kind of 
orthogonal moments have been proposed in the literature. We have 
used Zernike moments for implementing watermarking as these 
moments have efficient image reconstruction capabilities, excellent 
resistance to noise and minimum information redundancy [14]. 
The embedding of data bits is performed by using low complexity 
implementation of quantization index modulation which is known 
as Dither modulation as proposed by Chen et. al. [15,16]. In this 
modulation, dither quantizers [17,18] are used which possess the 
property that reconstruction points and quantization cells of any 
dither quantizer in an ensemble are shifted versions of reconstruction 
points and quantization cells of any other quantizer [15,16].
In this paper we have analyzed the use of four way dither 
modulation for multi-bit watermark embedding and compared it 
with traditional approach of binary dither modulation as proposed 
by Xin et.al. [9]. In binary modulation one bit is embedded into 
single magnitude of Zernike moment whereas in case of four way 
dither modulation log24=2 bits are embedded into single magnitude 
of Zernike moment. The embedding of bits is done by quantizing 
the magnitudes of Zernike moments. We have compared the 
two types of modulations in terms of visual imperceptibility and 
robustness to various forms of attacks such as geometric attacks 
which affects the synchronization between the original images and 
watermarked images and signal processing attacks which reduces 
the energy of watermark [4].
 The organization of the rest of the paper is as follows. The Section 
II explains the mathematical description of Zernike moments that 
are used to implement watermarking. Section III discusses about 
the image watermarking using binary dither modulation and four 
way dither modulation. Section IV include the experimental results 
and discussions in the form of graphs that helps to comparatively 
analyze the two forms of modulations. Section V includes the 
concluding remarks.

II. Zernike moments (ZMs)
Zernike moments are orthogonal rotation invariant moments 
defined on the basis of Zernike polynomials. Mathematically, 
Zernike moment of order n and repetition m of an analog image 
function  in polar domain is defined over a unit disk by the following 
equation [4]

                (1)

where V *
nm (r,θ) represents the complex conjugate of complex 

Zernike polynomials, Vnm (r,θ), which is given by following 
equation

          Vnm (r,θ) =Rnm (r) e jqθ
                     (2)   
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where 0 ≤ |m| ≤ n, n - |m| is even, Rnm (r) is the radial polynomial, 
, θ = tan-1 (y/x), j = . The second term in equation 

(2) represents angular component along angular direction. The 
radial polynomial is given by following equation

                     (3)

The Zernike polynomials, V* (r,θ) satisfies the property of 
orthogonality which is described by following equation 

           (4)

where δ is Kronecker delta given by

                          (5)
The equation (1) can be used to compute ZMs in case of analog 
images, but we cannot use this equation directly for digital images. 
Let us consider a digital image function denoted by f(i,j) of size 
N×N, with i =1,2……..N and j =1,2,……….N. To compute ZMs 
we have to map f(i,j) to function f(xi, yj) defined on [-1,1] × [-1,1]  
with  the  help  of following equations

                    (6)

These equations will map centre of the image to the centre of unit 
disk where (xi, yj ) represents the centre of the pixel (i, j). After 
applying these equations the Zernike moments of the digital image 
function f(xi , yj ) are calculated as

                        (7)

where only those pixels are used which satisfies the equation 
x2+y2≤1, and

     (8)

where ∆x and ∆y represents length and width of the pixel given 
by
                                                (9)

There are different ways to compute h(x,y) but we have used 
following formula

                        (10)
Thus equation(1) will now becomes

                     (11)

We have used this equation to compute Zernike moments. This 
method produces two types of errors, one form of error which is 
known as geometric error arises because of the fact that some pixels 
which intersect the circular boundary of the unit disk but whose 
centers are outside the disk are not included in the computation 
of moments. The other form of error called as numerical error 
occurs due to approximation of double integration by double 
summation.

III. Image watermarking
Image watermarking is a technique of inserting watermark 
representing copyright information into the digital images. In order 

to implement image watermarking we have used low complexity 
implementation of quantization index modulation known as dither 
modulation as proposed by Chen et al. [15,16] and used by Xin 
et. al [9], as this scheme is invertible in nature. The watermark to 
be embedded is a sequence of randomly generated bits. The bits 
are embedded by quantizing the magnitudes of Zernike moments. 
The whole procedure that is adopted for watermark embedding 
and extraction is explained as follows

A. Selection of Zernike moments
As discussed in the section II, there are two types of errors namely 
geometric error and numerical error that are encountered during 
the computation of Zernike moments which affects their invariance 
property. Thus only some Zernike moment coefficients can be 
computed with acurracy. So there are some factors on the basis 
of which these coefficients are selected. Firstly all the Zernike 
moments denoted by  Ânm’s with order n and repetition m = 4k 
where k is an integer, are not included for watermarking [9]. 
Secondly there exist certain maximum order say Nmax after which 
Zernike moments cannot be computed precisely, as it leads to 
some rounding errors which increases prominently as the order 
of moment increases. So we choose only those Ânm’s for which 
order is less than Nmax. Experimentally found value of  Nmax upto 
which numerical instability and inaccuracy is not encountered is 
44 in case of Zernike moments. Thirdly as Â*

nm= Ân,-m  represents 
property of conjugate symmetry, so only one half of the moments 
have independent magnitude, so only those Zernike moment 
coefficients are used  for  computation  for  which  their repetition m 
≥ 0. On the basis of these three factors the set of eligible moments 
are denoted by the set S = {Ânm, n ≤ Nmax, m ≥ 0, m ≠ 4k} and  
following formula is used for computing cardinality of S [9].

             (12)

B. Quantization of Zernike moments
Both binary modulation and four way modulation uses same 
embedding and extraction technique as proposed by Xin et.al 
[9], but they differ in some expects in terms of quantization, which 
is explained as follows:

1. Binary modulation
In this type of modulation, log2 2=1 bit is inserted in one 
independent magnitude of selected moment. So in this case L 
bits from watermark bit sequence denoted by B = {bi, i = 1,2,…L} 
are embedded in L moments by quantizing the magnitudes of 
Zernike moments. The equation of quantization that is used  to  
implement this modulation is explained as

                                 (13)

where |Ãnimi| denotes quantized version of |Ânimi|,[ .]  represents 
rounding function, bi∈{0,1},  ∆ denotes step size, di (.) represents 
dither vector for the ith quantizer satisfying the condition di (1) = 
di (0) + ∆/2. In this modulation the interval from 0 to ∆ is divided 
into two halves as depicted by the fig. 1.
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Fig 1: The interval is divided into two halves

So in this modulation there are two dither vectors denoted by di 
(0)  and di (1). The elements of vector di(0) = {d1 (0), d2 (0)…….
dL (0)} are uniformly distributed over the interval [0, ∆] and are 
pseudo randomly generated.   

2. Four way modulation
In this modulation  log2 4 = 2 bits are embedded into single 
magnitude of Zernike moment, so to embed L bits of watermark 
sequence, L/2 moments are quantized. The equation of quantization 
used in this modulation is given by

                            (14)

                          
where |Ãni mi |, [ .], di (.), ∆  has the same meaning as in case of 
binary modulation. Here bi ∈{0,1,2,3}. So accordingly there are 
four dither vectors denoted by the set as {di (0), di (1), di (2), di 
(3)}. In this set the element of  di (0) ={d1 (0), d2 (0)……. dL/2 (0)}  
are pseudo randomly generated and lies within the interval [0, ∆] 
and the other elements of the set possess  following relationship 
to each other
                                   di (1) = di (0) + ∆/4          (15) 
                                  di (2) = di (1) + ∆/4                            (16)
                                  di (3) = di (2) + ∆/4                             (17)

So the interval from 0 to ∆ is divided into four parts which is 
shown as follows

Fig. 2: The interval is divided into four parts    

C. Formation of watermarked image
In case of binary modulation the image w(x,y) obtained after 
insertion of watermark is given by following equation [4]

  i,k=1,2………N            (18)

where ϵ represents the difference between quantized magnitude 
and original magnitude of Zernike moment. Mathematically it 
is given by
                                          (19)
              i=1,2,……L  
In case of four way modulation the watermark image is obtained 
using same equations as used for binary modulation with the 
exception that i=1,2,…,L/2. The final watermarked image in both 
cases is obtained by adding the watermark image with the original 
image and it is given by following equation

                             (20)     
                              i,k=1,2,……N

D. Watermark extraction
The watermarked image fwat (x,y)might undergo different attacks 
after it is sent by sender. So at the receiver side the Zernike 
moments of the received image f 'wat (x,y) are recomputed where
f 'wat (x,y) may be the distorted version of fwat (x,y). In case of 
binary modulation, the magnitudes of the re- computed moments 
denoted by |A'ni,mi| i = 1, 2,…L, are re-quantized with two dither 
vectors namely di (0) and di (1) to get |A'ni mi|0 and |A'ni mi |1. These re-
quantized magnitudes are compared with original magnitude  by a 
minimum distance decoder to estimate the embedded bit sequence 
denoted by the set, . This comparison is 
performed by using the following equation 

                                    (21)

On the other hand in case of four way modulation the magnitudes 
of the recomputed moments denoted by |A'ni, mi|, i=1,2,…L/2, are 
re-quantized with four dither  vectors  as  denoted  by   the  set  
{di (0), di (1), di (2), di (3)} to compute |A'ni mi |0, |A'ni mi |1, |A'ni mi 
|2,  |A'ni mi |3 and these magnitudes are compared with the original 
magnitude to estimate the bit sequence b̂i. Mathematically it is 
given by following equation

                                    (22)

IV. Experimental results and discussion
 In this section we present the experiment results that are obtained 
after implementing binary dither modulation and four way 
dither modulation. The graphs shown in this section will help to 
comparatively analyze the two types of modulation in terms of 
visual imperceptibility and robustness    against various geometric 
and signal processing attacks. To perform the experimentation, 
we have used twelve standard gray scale images shown in fig. 3 
which  are  generally   used   in the image processing applications 
and are given in [19].         

A. Visual imperceptibility
Imperceptibility is one of the important measures to evaluate 
the performance of any watermarking scheme. In order to be 
considered as a good watermarking scheme, the embedded 
watermark should not induce any perceptible marks over the 
original image. In other words, watermarked image must have 
good quality, which can be estimated quantitatively with the 
help of Peak signal to noise ratio (PSNR). Mathematically the 
equation of PSNR is given as follows

                                                      (23)

where MSE is the mean squared ratio, it represents cumulative 
squared error between original image f(x,y) and the watermarked 
image fwat (x,y). The ratio of MSE is given by following 
equation

                        (24)
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Fig. 3: Twelve standard images used in the experiments

Higher is the value of PSNR better would be the quality of 
watermarked image. In general PSNR greater than 42 dB 
represents good quality image. The two watermarked images  
and their PSNR values that are obtained after embedding pseudo 
randomly generated 128 bits into sample image named Barbara 
of size  256×256  pixels using binary dither modulation and four 
way dither modulation with quantization step size ∆ = 1.0 are 
shown in fig. 4.

Fig. 4: Watermarked images of image barbara of dimensions 
256×256, ∆=1.0 and L=128.

Then we show average PSNR values of twelve standard gray scale 
images obtained by using both types of modulation in fig. 5. 

   
Fig. 5: Average PSNR as a function of quantization step size ∆ 

It is clear from the graph that average PSNR obtained using both 
types of modulation increases with the decrease in the quantization 
step size and it is slightly higher in case of four way dither 
modulation as compared to binary dither modulation.



IJCST  Vol. 6, ISSue 2, AprIl - June 2015  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 252   InternatIonal Journal of Computer SCIenCe and teChnology

B. Watermark robustness
Watermark robustness refers to the ability of watermark to resist 
various forms of attacks. The robustness of any watermarking 
scheme is measured in terms of a metric which is known as 
Bit Error Rate (BER). Mathematically it is given by following 
equation

             (25)

In this paper we compare the robustness of the two types of 
modulation against geometric attacks of rotation and scaling and 
signal processing attacks of JPEG compression and addition of 
uniform noise.

1. Robustness to image rotation
We have  performed rotation attack on the watermarked image 
fwat (x,y) by rotating it at various angles from 0o to 50o with 
an interval of 5o. The graph in the fig. 6 shows average BER 
obtained after performing rotation attack on  twelve standard 
images of size 256×256 pixels. From the graph we can say that 
bit error rate of four way dither modulation is higher than that 
of binary dither modulation. Thus watermarking scheme using 
binary modulation is more robust to rotation attack as compared 
to four way modulation.

  
Fig. 6: Robustness again rotation attack

2. Robustness to image scaling
To scale an image means to resize the dimensions of the image. 
We   have  scaled the  twelve  standard images of size 128×128 
at eight scaling levels from 0.25 to 2.0  and  then  computed  the  
bit error rate for binary modulation and four way modulation. It 
is to be  noted  that  before extracting the embedded watermark, 
the images were resized back to size of  128×128. The graph in 
the fig. 7 shows average BER obtained after performing scaling 
attack on twelve standard gray scale images of size 128×128 
pixels. It can be concluded that in both types of modulations 
bit error rate decreases with the increase in the size of scaled 
images and both types of modulations shows similar performance 
against this attack.

    
Fig. 7: Robustness again scaling attack

Fig. 8: Robustness against JPEG compression attack 

3. Robustness to image compression
We have performed compression attack on watermarked image 
fwat (x,y) at various JPEG compression factors ranging from 
10 to 100. The graph in the fig. 8 shows average BER of both 
types of modulations obtained by extracting the watermark from 
watermarked images which are attacked at various compression 
factors. It can be concluded that both types of modulations shows 
similar results for this attack and in both cases average BER 
decreases as the compression factor decreases.

4. Robustness against uniform noise
We have tested both types of modulations against various levels of 
uniform noise ranging from 5% to 45%. Fig. 9 shows average BER 
of both types of modulation obtained by extracting watermark 
from watermarked images in which uniform noise is added at  
various levels. It is clear from the graph that average BER in 
both the cases increases with the increase in the level of noise 
and it is higher in case of four way modulation as compared to 
binary modulation.

Fig. 9: Robustness against uniform noise
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V. Conclusion
In this paper we have analyzed the use of four way dither modulation 
to implement multi-bit image watermarking and compared it with 
traditional approach of  binary dither modulation. In case of binary 
dither modulation single bit is embedded in one independent 
magnitude of Zernike moment but in case of four way dither 
modulation two bits are embedded in one  independent  magnitude. 
From the experimental results, we can conclude that quality of 
watermarked  image obtained by using four way modulation is 
slightly better than that obtained in case of  binary modulation. 
The bit error rate of four way modulation against rotation attack 
and addition  of uniform noise is higher than binary modulation. 
However both types of modulation show similar results against 
scaling as well as compression attack.
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