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Abstract
A wireless ad-hoc network is a collection of mobile host 
association that open a concise circle with no aid of any centralized 
administration. Due to restricted distribution of group of each 
cell host’s in packet transmission, this category of environment is 
cooperative for a single mobile host to connect together and support 
other nodes in forwarding a packet to its destination. Security in 
MANETs plays a vital role in network environment. However there 
are five security parameters due to which various types of attacks 
can be detected. These parameters are Authenticity, Integrity, Non-
repudiation, Availability and Scalability. In this paper a trust based 
AOTDV(Ad-hoc on demand Trust Based distance vector)[5] and 
stable election AOSEDV( Ad-hoc on demand Stability Election 
distance vector) routing protocol have been designed for MANETs 
to inhibit the attacker from copying response through the packet . 
Moreover, a trust prediction model for securable network which 
also increases the network lifetime has been described in the paper. 
This model can evaluate the trust worthiness of nodes, based on 
the generic behaviors of nodes.
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I. Introduction
Mobile ad-hoc networks (MANETs) it is an independent group of 
nodes that interconnect with each other comparatively with forced 
bandwidth wireless associations. In MANET one of the good 
parts in such networks is justified, that it works in a dynamically 
varying topology the nodes are predictable to be power-aware due 
to the bandwidth controlled network. Alternative problem in such 
networks is safety or security, which is main concern in MANET 
security. Application areas where mobile ad-hoc networks can be 
found are in tragedy recovery processes, battle field transportations 
etc. MANETs are the assembly of wireless networks which don’t 
need any secure setup or base stations. They can be naturally 
prepared in places where it is demanding to process any wired 
organization. Mobile nodes which are within wireless range can 
easily connect directly through wireless associates, where as nodes 
which are far away, independently rely on new nodes to transmit 
messages from source to destination and acts as routers. Node 
mobility in ad-hoc network frequently changes with respect to 
network topology. Each node performs as a router which creates 
routing complex when compared to Wireless LANs, where the 
leading entrance fact acts as the router between the nodes.

A. Characteristics of MANETs
MANET is a group of independent and portable basics such as 
processor, smart phone, and tablet PC etc. The portable nodes 
can animatedly self-organize themselves in random provisional 
network topology. There is no present substructure therefore it does 
not have the strong border. Following are the main characteristics 
of MANET are discussed below:

1. Distributed Operation
The network control is distributed among the nodes as there is no 

network in back for central control of network operations to make 
a node in action specific functions such as routing and security 
are used, each node act as a relay when needed. The nodes there 
in MANET should work as hand in hand with each other and 
communicate among themselves.

2. Multi Hop Routing
The packet must be carried through one or more intermediate 
nodes as when a node tries to send data to other nodes when they 
are out of communication range.

3. Autonomous Terminal
In MANET, the mobile nodes are not dependant on each other, 
and they both act as a host and a router.

4. Power Limitation
The mobile multitudes are small and light weight. They are full of 
incomplete power capitals such as small sequences. This control 
causes susceptibility explicitly when attackers may board certain 
node sequences to disconnect them that might principal to network 
partition.

5. Dynamic Topology
The Topology of network changes randomly and at an unpredictable 
time this is due to the fact that the nodes are free to move anywhere 
with different speeds. In case of MANET the nodes dynamically 
make a connection of routing among themselves as they move 
around in their own network.

6. Self-Configuring
MANET has dispersed substructure, with all mobile nodes 
operative as routers and all wireless strategies being consistent 
to one another.

7. Energy Constrained Operation
Certain or all the nodes in a MANET might trust on batteries or 
other exhaustible resources for their energy. For those nodes, the 
maximum significant scheme enterprise standards for optimization 
might be energy conservation.

1.2 Application of MANETs
Application of MANETs reflects everywhere also in the routing 
algorithms which are used in the network layer. Consequently, 
in this work, an advanced application is built successively on 
the Prospeckz IIK, which is used in the routing algorithms are 
characterized as enablers. With the throughput of these applications, 
we are also capable to study the use of wireless sensor networks in 
the grounds of moving object of tracking and universal computing. 
Following applications of MANETs are discussed below:

1. Military Battlefield
In this area it allows the military to take advantage of commonplace 
network technology to keep an account of information network 
between the soldiers, vehicles, and military information head 
quarter.
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2. Collaborative Function
It is said that the need of computing might be significant outside 
the office environments as compared to inside and also where 
users do need to have outside meetings to cooperate and data on 
a given particular project.

3. Local Level
Ad-Hoc networks can automatically connect an instant and 
temporary multimedia network using notebook computers to 
distribute and share information among participants e.g. conference 
or classroom. Another example can be of a home network where 
communication among devices is direct for exchanging data.

4. Personalized area as well as Wireless bluetooth
Can be defined as a short range, localized network where nodes 
are generally connected with a given person. Short-range MANET 
such as Bluetooth can simplify the inter communication between 
various mobile devices such as a laptop, and a mobile phone.

5. Commercial Field
Ad-hoc can be used in emergency/rescue operations for disaster 
relief efforts, e.g. in fire, flood, or earthquake. Emergency relief 
operations need to be held where non-existing or maybe harmed 
communications commercial infrastructures along with fast 
deployment of the connection circle is needed.

The respite of the paper is prepared as follows. Section II discusses 
the related work, Section III describes the proposed work, in 
Section IV simulation results are shown and Section V is followed 
by conclusion and future work.

II. Related Work
Although there have been substantial work done on trust model in 
MANETs. Trust model has been determined in two areas such as 
Trust management in network and Trust nodes routing protocols 
of MANETs. Table driven(Proactive), On demand (Reactive) and 
Hybrid are the three routing protocol in MANETs . Due to the 
limited resources between nodes, On demand (reactive) routing 
protocol have stable nodes in MANETs. Routing mechanism by 
which the AODV protocol transmit there data packets is hop-by-
hop mechanism and linear path. The routing distance vector is 
enhanced with multiple loop free links, link split method and an 
enhanced protocol design which is used to determine multi path 
distance [9].

A. Minimize Energy Consumption Routing Protocols
The research area considers renewable energy from outer energy 
resources. Renewable energy provides low threshold of data 
aggregation from the surrounding of environments by various 
means such as solar, wind, thermal and motion.[10] However 
solar power is well suited to WSNs because not only sunlight is 
easy to access but also solar panels can be made small enough to 
be on wireless sensor nodes.

B. WSN Routing Protocols including Energy gaining with 
Security
Security and energy cannot be considered at a same point whereas 
some researchers have also overcome this problem. Ferng and 
Rachmarini [20] proposed a secure routing protocol which deals 
with security and energy issues, however ETARP [20] is the 
protocol which describes both security and energy issues for 
WSNs.

III. Proposed Work
In mobile Ad- hoc network SEP protocol is an improvement and 
development of LEACH protocol which uses clustering based 
routing method based on the node heterogeneity of the sensor 
node in the networks. In this protocol, the sensor nodes must have 
higher energy at their particular moment as there are chances that 
narrow links behaves as advanced nodes to become CHs. AOSEDV 
approach uses a discrete method to choice a CH in WSNs. It is 
heterogeneity-aware protocol and CH selection probabilities of 
nodes are subjective by opening energy of every node related to 
the other nodes in Wireless sensor network. So fundamentally, 
SEP protocol is founded on two levels of node heterogeneity as 
standard nodes and advanced nodes.

Assuming total number of nodes n, which are prearranged • 
with α times higher energy than the others nodes.
These monitoring nodes are advanced nodes. The remaining • 
(1 − m) × n nodes are normal nodes.
Probability of normal nodes to become CHs is calculated • 
as

 
Probability of progressive nodes to become CHs is calculated • 
as

 
The deduced trust model time is divided into multiple windows, in 
every window the trust will be recalculated by giving less priority 
to the past windows. Each node has specific time period and in that 
time period every sink position behavior will be monitored by a 
thread in simulation, it periodically monitors the nodes behavior 
and update the trust level of the nodes at the execution of the 
time which maintain higher energy node with minimum distance 
vector.
Here in this algorithm a network of 100 nodes with threshold 
=0.5 joule is used, however some selfish nodes ranges from 0% 
to 30% are moving at different speeds is used for latency. Certain 
keywords have been used to determine the security parameters 
in AOSEDV protocol.

AODV [5], AOTDV[5], AOSEDV with different node speed 1. 
and different percentages of selfish nodes in this a Node would 
change route request RREQ when individual Node Energy 
threshold would be minimum from 0.5 Joule.
If Route Reply RREP receive from the network layer then 2. 
link status will update the success route as in confidentiality 
and will show the remaining pending network Nodes.
If normal Node ID is included in network layer then advance 3. 
node would cover for the normal node cluster which would 
be helpful for node stability.
The total number of nodes taken are 100 which have selfish 4. 
nodes of different percentages, which varies from 0% to 
30%, and are moving at different speeds to improve average 
latency.
Some points which are observed, in this case that there are 5. 
no selfish nodes in the mobile ad hoc network, both AOTDV 
[5] and AOSEDV have almost identical network throughput 
values.
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Sd = Distance based node sequence
SRREQ = Source Route Request
SRREP = Source Route Reply
Nprev = Previous Normal Node and
NAprev = Previous of Advance Node
Sn = Sequence node energy
Tmin = Minimum Threshold
Sdst = Reverse route of sorce destination

Step 1: Broadcasts RREQ packet
Step 2: If RREP packet received then
 Sends data packets
 Otherwise
 NI  Link Status for Next Hop Then RREQ=0;
 // where NI =Intermediate Nodes
 End If
 Verify Availability for trust
 Mechanism
Step 3: while (prev is true)
 {
     If (Node_id→NI )
       {
  Prev = Nprev  NAprev ;
  // Where Nprev = Previous Normal Node and  
NAprev = Previous of advanced node .
 Sn = Sd > D (Sequence node energy) }
 Else {
          Prev = Nprev  NAprev ;
 if((newnode→next is equals to
      prev1→next ))
 newnode →next→prev1
 else
     tail = newnode;
     prev→next = newnode ;
     return prev ; }}
Step 4: If RREP packet received from suspected node then
 Initiates a route to next node
Tmin = no of node (node energy in joule)
     // minimum threshold Tmin
 Sdst-- => S // reverse route of source destination
 Nexthop = S,
 Hop count = 1
 Sends FRREQ packet to next node
Step 5: If FRREP packet received then
 Extract FRREP packet information
Step 6: If next node has a route to (destination and weak nodes) 
then
 Discards FRREP packet
 Unicasts RREP to source node
 Otherwise Discards both RREP and FRREP packets
 Broadcasts normal energy nodes
Step 7: while (prev is true)
 {
If(thenNode_id→N_sort<prev→Node_id→N_sort)
{
 Prev = prev→prev; // Go up the queue
}
Else
{
 newnode→prev=prev1 ;
 if((newnode →next is equals prev→next))
 newnode→next →prev=newnode ;

else
{
   tail = newnode ;
prev→next= newnode ;
}}
Return newnode;
}
End if
End if
End if

Fig. 1: AOTDV Route Discovery in Dynamic Sources

Fig. 1, explains that trust based distance vector has higher energy 
route due to which it selects and combine the minimum number 
of nodes and then forwards them to destination point.

Fig. 2: AOSEDV Route Discovery

Fig. 2 explains that node 1 is source node and node8 is destination 
node, hence node 1finds its shortest path to deliver data packets to 
destination node i.e from node1-4-6-8 however in this route node 
4 has normal energy so the data packet is directly transferred to 
node 6 as it has higher energy than node 4, due to route distance 
vector lower energy node is left and only higher energy nodes 
are taken, so the path to transmit data packets from source to 
destination is 1-6-8.

IV. Results
The performance of proposed AOTDV [5] protocol is evaluated 
using imitation tool in MATLAB and is compared with AOSEDV 
routing protocol. The performance appraisal is done on the basis 
of following performance parameters:
1. Average latency
2. Packet Delivery Ratio
3. Path optimality
4. Routing packet overhead
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Table 1: Simulation Parameters

Parameter Values

Simulation Round 100

Sink Location 0.000005

Network Size 100*100

Initial Energy Eo (0.5)

Initial energy of advance 
nodes 3 j

Distance threshold 2 mm

Multi root dist from higher 
e.ad 10 mm

Energy for data aggregation 
EDA 5 nJ/bit/signal

Transmitting and receiving 
energy Eelec 5 nJ/bit

Amplification energy for 
short distance Efs 111 Pj/bit/m2

Amplification energy for long 
distance Eamp 0.014pJ/bit/m4

Probability Popt 0.3

Fig. 3: Comparison on the Basis of Average Latency by Taking 
100 Nodes

The capability to receive a packet during an impact, provides a 
number of significant assistances for wireless networking, with 
higher throughput, lower latency and improved spatial reuse. In 
the first test, we compare AOTDV [5] and AOSEDV protocol 
by varying number of malicious nodes. As shown in Fig.3, the 
graph demonstrates regular latency with the pair of protocols 
i.e AOTDV [5] along with AOSEDV. However average latency 
declines gradually with the increase irrespective of the volume 
of harmful nodes in AOTDV [5] protocol, while in AOSEDV 
the latency decreases, thereby improving the volume of harmful 
nodes. This shows that AOSEDV is usually a far much better 
protocol in comparison with AOTDV [5].

Fig. 4: Analysis of Packet Delivery Ratio and Malicious nodes of 
AOTDV and AOSEDV

The percentage of the amount of inwards packets to the number 
of all packets conveyed by source is comparatively better. The 
greater value of AOSEDV protocol indicates that the more data 
packets are positively delivered to destination. The normal rate 
at which the entire number of statistics packet is transported 
positively from one node to another finishes the approach in the 
communication network. It can be clear as the difference between 
the path really occupied and the best possible path for a packet to 
reach its destination. If the path is accessible, then it communicates 
the packet and also assigns its source address on the packet by 
using that available path. In fig. 4, the graph explains packet 
delivery ratio between AOTDV [5] and AOSEDV protocol on 
the basis of number of malicious nodes. When the number of 
malicious nodes increases the packet delivery ratio in AOSEDV 
protocol slightly increases from source to destination i.e number 
of data packets are more delivered at destination point, whereas in 
AOTDV [5] protocol as the number of malicious nodes increased 
the packet delivery ratio decreases from source to destination i.e 
number of data packets are less delivered at destination point 
as compared to AOSEDV protocol. However this explains that 
AOSEDV protocol gives better packet delivery as compared to 
AOTDV[5] protocol.

Fig. 5: Path optimality of AOTDV and AOSEDV

Initially in this phase the above figure shows that it has main 
influence on the path optimality and general presentation attained 
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by these two reactive routing protocols. To this end we study the 
concept of RREQ waves via simulations in MATLAB using a 
simple unnaturally created scenario with predicted movement 
pattern. This graph explains the relation between AOTDV [5] and 
AOSEDV routing protocols. AOTDV [5] describes the trust based 
distance vector and AOSEDV protocol defines the stability in the 
nodes, in this graph we show the relation between the number of 
malicious node and path optimality in every node .It defines that 
x-axis has number of malicious nodes and y-axis defines the path 
optimality. It means to find the shortest path between the nodes. 
However the graph concluded that AOSEDV protocol gives better 
path optimality than AOTDV [5] protocol.

Fig. 6: Routing Packet Overhead in AOTDV and AOSEDV

In fig. 6, the graph shows the relation between the number of 
malicious node and routing packet overhead between AOTDV [5] 
and AOSEDV protocol. It explains that as the number of malicious 
node increases the routing packet overhead slightly decreases 
in the AOTDV [5] protocol, however in AOSEDV protocol the 
routing packet overhead increases as the number of malicious 
nodes increases which explains that the data packets are delivered 
from source to destination has higher cost and better methods 
applied on it. It concludes that AOTDV [5] is less efficient as 
compared to AOSEDV protocol.

V. Conclusion
The overall idea behind stability election protocol is to deal with 
the problem of unstable route for MANETs and presented a new 
route-stable routing protocol AOSEDV. This research is based 
on many networks which runs considering different performance 
evaluation metrics with varying pause times. The enactment of 
AOTDV[5] and AOSEDV routing protocols has been examined 
on the basis of following metrics which are average latency, 
packet delivery ratio , path optimality and routing packet overhead 
with some security parameters which are authenticity, integrity, 
availability and non repudiation. The simulation runs better results 
for minimize drop packet on the basis of higher energy route and 
collect maximum packet delivered ratio, then control drop packet 
with lower energy nodes in distance vector in favor of AOSEDV 
protocol . This is due to the proposed provisions which not only 
decrease the packet damage rate and the end-to-end delay but also 
improve the operation of the network resources by increasing the 
throughput and average route lifetime. In future the proposed work 
can also be used in DSDV, DSR, OLSR, GPSR etc. The security 
and power attentiveness mechanisms should be built-in features 
for all kinds of applications based on ad hoc network.
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