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Abstract
Wireless communication is defined as a ubiquitous environment 
where millions of people are involved in communication via 
portable devices. In Wireless Sensor Networks (WSNs), nodes 
are dispersed at different locations for various network operations. 
A wireless service imparts much error rates on data transmission 
and takes more time to generate signals when compared to wired 
services. Most importantly, transmission of packets to the target 
node without any collision or damage will be a challenging task 
in WSN. So, here we discuss about time synchronization which 
helps us in attaining the successful data transfer at higher rates and 
imparts higher acknowledgement to the base node using timestamp 
method. Time Synchronization (TS) is a key in achieving the above 
mentioned task which could be applied for real time applications 
in an effective manner. In this paper, we have analyzed few 
techniques, protocols of time synchronization in WSN.
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I. Introduction
Network is an excellent paradigm that serves as an exclusive 
platform for communication, data transfer, resource sharing and 
henceforth. In this modern era, people have a yearning desire 
for portable devices that are embedded with latest technologies, 
most preferably the wireless services. Though wireless imparts 
higher error rates when compared to wired services, they are 
better in terms of other aspects. WSN provides the bridge between 
physical and external world. WSN finds application in a wide 
range of different scenarios and disciplines. Sensor is a hardware 
device that produces a measurable response signal to a change in 
a physical condition such as temperature, pressure and humidity. 
Any device that is a part of the network could be described as 
a node. Sensor nodes are involved for various purposes like 
capturing data, transferring data and so on. The challenges of WSN 
include robustness, responsiveness, energy efficiency, scalability, 
privacy and security.   
Malicious nodes are the intruders commonly described as robber 
nodes which either steal data or attack nodes directly. These may 
be one of the reasons for increasing error rates thereby reducing 
the trustworthiness of nodes. To compute the distance between 
nodes and the actual size of data received at each node, WSN 
makes extensive use of synchronized time. Synchronization allows 
an entire system to cooperate and accomplish a complex task of 
data transfer and relies on data accuracy [5]. 
Time management plays a major role both in connection oriented 
and connectionless services. TS provide reliable and efficient 
communication between adjacent nodes. It is used for different 
purposes including location, proximity, energy efficiency and 
mobility. TS allow nodes to sleep for a given time and then 
awaken periodically to receive a signal [10]. A common time 
will be considered between nodes for determining the speed of 
the node in mobility.

II. Literature Review
The purpose of sensor network is for gathering information 
from different environments such as home, industry, hospital 
or elsewhere. Some applications require distributed networks 
where sensors are deployed and cabling is impractical. Due to 
the distributed environment of wireless sensor networks, TS is 
a prerequisite for inevitability [3]. Sensors can be simple point 
elements or multipoint detection arrays. There are four basic 
components in a sensor network: (i) An assembly of distributed 
or localized sensors (ii) An interconnecting network (wireless - 
based) (iii) A central point of information clustering and (iv) A 
set of computing resources to handle data correlation, status and 
data mining. 
The topology of a sensor network changes very frequently. Sensor 
nodes may not have global identification because of the presence 
of large number of sensors in the network. Sensor networks are 
vulnerable to physical attacks; this is because it is easy access 
the location of their deployment. An adversary could capture a 
sensor node or even introduce his own malicious nodes into the 
network. The sensitive data which are compromised by adversary 
could be used for illegal purposes.
Therefore the challenge involved here is, even if a node is 
compromised, sensitive data stored on the node cannot be taken 
off with ease and transmission of data from one node to another 
should be successful even in adverse situation such as malicious 
node attacks. Several applications depend on network nodes 
having a precisely synchronized time [7]. TS is fundamental for 
communication and it has the ability to detect movement, location 
etc. TS achieve seamless communication and identify the correct 
event time [8]. TS can be used for computing the size of data that 
facilitate the ratings of node.

III. Time Synchronization
In WSN, Synchronization is the coordination of actions or matching 
any sort of network operations between two or more nodes for data 
integrity.  Time Synchronization is important because hardware 
clocks are not reliable.
Fig. 1 shows an example for time synchronization in WSN. The 
network is designed in the form of star topology. Nodes (A, B, C, 
D, E) are placed at different locations with the half duplex mode 
of communication and are associated with a cluster node for the 
purpose of reduction of communication overhead and exploit data 
aggregation in WSN. Two parameters namely distance and time 
may vary for the nodes.
Suppose we assume that node ‘B’ as source and node ‘E’ as 
destination. We know that, source node always seeks for the 
path with the least distance to reach the destination node for any 
network operations. Accordingly, node ‘B’ finds the shortest route 
and transmits the data via node ‘A’. Shortest route is based on 
the distance. The distance between B and A is 100 meters and it 
takes 3ns. Similarly the distance is 200 meters between A and E, 
then obviously it should take 6ns.
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Fig. 1: Time Synchronization for WSN
 
The time has to be synchronized for higher data transfer rate and 
time is based on the distance. If there is no time synchronization 
then there is every possibility of data being lost during data 
transmission. Here, we strongly delineate that the difference 
between original data sent and actual data received gives the 
uncertainty of data. Moreover, there are four types of delays are 
considered while transmitting the packets from node to node.

Send Time: •	 Sender constructs the message to transmit on 
the network. 
Access Time: •	 The waiting time at each node that cause delay 
in accessing the network.
Propagation Time: •	 Time taken to broadcast the message 
between nodes.
Receive Time: •	 Receiver node process the message and 
transfer it to the host.

IV. Synchronization Techniques
In WSN, Synchronization means a coordination or relationship 
between nodes with its local time. If nodes are synchronized, we 
can easily find the locations of nodes and packets also will be 
received in order.
We suggest that if nodes have any security keys then it can be 
predicted from the attack. WSN’s applications always anticipate 
accurate time synchronization. 
Synchronization can be achieved through multiple ways: ordering 
of events, local time and global time synchronization. For the 
accurate synchronization, each node holds the same local time. 
TS is certainly important in WSN for data fusion, scheduling 
and time intervals. Here, we have presented few techniques for 
synchronization.

A. Single Directional Synchronization
This technique allows a packet to travel only in one direction 
and it assures the higher security. For instance, node (N1) sends 
a packet to node (N2) with the time stamp for synchronization. 
Now N2 replies to N1 with its local time.

Any receiver node cannot determine the delay of message and this 
technique sends a single message to random number of nodes. 

B. Two Directional Synchronization
It is slightly different from the previous one. Packet is travelled 
in two directions i.e. N1 propagates a message to N2 and N3 with 
the same time stamp. N1 can measure the time interval between 
sender’s request and receiver’s response. The demerits are, amount 
of messages linearly increases with the number of nodes and 
imparts less security.

Fig. 2: Bi-Directional Synchronization

C. Circular Based Synchronization
It is a continuous process like automatic synchronization and it is 
a seamless synchronization, because synchronization is refreshed 
sporadically. The reason is, local clocks of nodes do not run exactly 
the same speed.

Fig. 3: Round based Synchronization

Each node has a dedicated point-to-point synchronization. A 
packet is passed along the round in one direction from node to 
node until it reaches its destination. Node is linked only to its 
immediate neighbors. The weakness of this technique is, any break 
in the round can disable the entire network.

V. Time Synchronization Protocols
Generally protocol represents an agreement between the 
communicating devices. Devices may be connected without 
a protocol but not communicating. Protocol is to rule data 
communications.
In WSN, local clocks of each sensor node need to be synchronized 
to a general view of time. Time synchronization protocols for 
WSNs have been developed, where most of them are based on 
message exchange concept. We have analyzed few protocols for 
TS.

A. Lightweight Tree-Based Synchronization Protocol 
(LTS)
LTS is a sender – receiver communication approach protocol. 
It is used in both centralized and decentralized multi-hop 
synchronization. 
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In Centralized Approach, a single reference node is considered 
as a root of a spanning tree and minimizes the depth of the tree. 
In Decentralized Approach, there is no reference node but has 
single-hop neighbor node.
LTS protocol has been developed with the help of breadth first 
search algorithm. The basic idea is, it builds a tree structure within 
the network. The root of a tree comprises all of its neighbors and 
it performs pair-wise synchronization. The point to be noted is, 
when number of synchronization request increases, it may affect 
the overall efficiency of the network and waste the resources.  
LTS provides a specified precision and minimizes the complexity 
of synchronization. Node exchanges synchronization information 
with each other. LTS eliminates duplicate requests of neighboring 
nodes and avoids unnecessary synchronization effort of nodes. 
The demerits of this protocols are, does not attempt to maximize 
synchronization accuracy and delays in timestamp operation.

B. Timing – Sync Protocol for Sensor Networks (TPSN)
TPSN is a sender – receiver synchronization approach protocol. 
Like LTS, TPSN also builds a tree to organize a network. It has two 
phases: i) Level Discovery Phase (LDP) and ii) Synchronization 
Phase (SP).
LDP creates a hierarchical topology where each node is assigned 
a level with the root node. Root node contains the unique identity 
of the sender which helps the neighbor identify its own level. If 
a new node joins in the network, it requests to its neighbor and 
responds with its level. SP is two-way communication between 
two nodes. It supports pair-wise synchronization method.
TPSN is a multi-hop protocol and eliminates uncertainty 
of the sender. It relies on time stamping, supports pair-wise 
synchronization and accurately propagates the timing information. 
Both LTS and TPSN assure the propagation delay. The problems 
with this protocol are extends in broadcasting the message, all 
the nodes have to synchronize with the root node and static in 
network topology.

C. Reference Broadcast Synchronization (RBS) 
Protocol
RBS is a receiver – receiver communication protocol. It supports 
both single and multi hop networks. Nodes send reference beacons 
to their neighbors. RBS synchronizes a set of receivers with one 
another. It relies on broadcast messages among set of receivers 
to synchronize and uses two-way message exchanges between 
synchronizing nodes. 
RBS is applicable for both wired and wireless networks. It 
covers wider area and decouples the sender from the receiver. 
RBS has some demerits. They are i) Works only with broadband 
communication. ii) Does not use timestamp method and very 
expensive. iii) Produces phase error and clock skew errors.

D. Flooding Time Synchronization Protocol (FTSP)
FTSP is a sender - receiver synchronization protocol. It constructs 
a spanning tree and supports multi-hop synchronization. Each 
node in the network has a unique ID. It sends a packet to establish 
synchronization between sender and receiver. 
FTSP is similar to TPSN but overcomes the demerits of TPSN. 
FTSP is constructed in star topology and has only one master 
node but many slave nodes.
In FTSP, sender synchronizes one or more receivers and discards 
the errors in microsecond range. It is dynamic in network topology 
and scales large area. But it does not allow any node to elect as 
root node. Moreover node calculates its clocks’ skew and offset 

incorrectly and corrupted nodes can claim to be the root node.

E. Time Diffusion Synchronization Protocol (TDP)
TDP is a receiver - receiver communication protocol. Each node 
has its local time and nodes are classified into master node and 
diffused leader nodes. It propagates the master node’s messages 
and master node calculates the average message delay, standard 
deviation through acknowledgements.TDP nodes dynamically 
structure themselves, achieve equilibrium time across all the nodes 
and do not rely on static level transmission. But its convergence time 
is high; clocks may run backward and leads to high complexity.

F. Mini-Sync and Tiny-Sync Protocol
It is a sender - receiver synchronization approach protocol. Both 
the protocols support pair-wise synchronization and use two-way 
messaging scheme. Mini-Sync is an extension of Tiny-Sync and it 
does not follow data point whereas Mini-Sync does. If data point 
is discarded means it produces optimal solution. These protocols 
are used to estimate the relative drift and offset between clocks 
of two nodes.
Protocols give better precision and perform multiple round-trip 
measurements. The demerits are, has less storage, data points are 
useless and not applicable to mobile sensor networks.

Table 1: Time Synchronization Metrics Comparison between 
Protocols

          Phenomena

Protocols

Synchronization 
Approach Timestamp Accuracy Error 

Correction

LTS Sender-Receiver Applicable Average Yes

TPSN Sender-Receiver Applicable High Yes

RBS Receiver-Sender NA High No

FTSP Sender-Receiver Applicable High Yes

TDP Receiver-Sender Applicable High Yes

Mini – Tiny Sender-Receiver Applicable High Yes

Table 1 compares the various properties or characteristics of 
protocols. Generally synchronization error depends on the 
structure of the network and latencies experienced by messages. 
We suggest that sender-receiver synchronization approach is better 
when comparing to receiver-receiver. Because sender-receiver is 
a conventional approach and gives less complexity. Time Stamp 
is a method which deals with minimizing latencies and errors in 
synchronization. In WSN, if packets are arrived in an order at 
every node then the entire network’s precision will be better or 
high.  In another way, precision or accuracy is based on the depth 
of the synchronization tree.

VI. Proposed Methods

A. Time Stamp
Generally messages are broken into packets and each packet 
follows different paths in wireless network. Whenever packet is 
sent from source, the local time of a device will be stamped for 
the purpose of calculating the time taken to reach destination.
Packets may not be delivered in an order because packets route 
are different as we said earlier. But if we use timestamp method, it 
assigns sequence order for every packet. The start frame delimiter 
(SFD) is a frame flag which indicates the start of a transmission 
frame.
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Fig. 4: Packet Transmission with Timestamp

The retransmission timer is used when a packet is lost during 
transmission and it can be sent again to the same node after 
some times. The idea is, when a packet is sent, a retransmission 
timer is started. Suppose data is acknowledged before the time 
expires then the timer is stopped and if timer goes off before the 
acknowledgement comes in then the packet is retransmitted. 
Timestamp specifies the local time of device and used to achieve 
synchronization. For every packet transmission, it has a unique 
timestamp value that must be reserved and it can be referred to 
determine the exact time. Timestamp is considered as accurate, so it 
can be used as an acknowledgement for every packet delivery.
To calculate minimal distance between any two nodes without 
time synchronization is,
               d(ninj) = d(ni) + d(ni) - d(ni,nj)
    Where d(ninj) is a distance between two nodes.
The distance of nodes will be computed using time synchronization 
is,
            Sync = Nx(L

x) + Ny(L
y) + ………..+Nn(L

n)
    Where Nx (L

x) represents a node and its local time.            

The following algorithm finds an undirected spanning tree for 
which total distance of the nodes in the tree is as small as possible. 
Let R be a symmetric and connected relation with n nodes.

Step 1: 
 Choose a node n1 of R.
            Let N = {n1} and C = { } where C connected to two 
nodes.

Step 2: 
 Choose a nearest neighbor ni of N, that is adjacent to 
ni,nj in N which does not form a cycle with neighbor of C.

 Add ni to N and add(ni,nj) to C.

Step 3: 
 Repeat step 2 until distance of C = n-1. Then N contains n 
nodes of R and C contains the pairing nodes of a minimal spanning 
tree for R.
      
Based on this algorithm, a network model is designed to find the 
distance of two nodes and time is given in seconds randomly. 
Once the distance is found then it would be match up with the 

time that achieves time synchronization.  Actual time that nodes 
should take to reach the neighbor or the destination node could 
be calculated by this example.

 
Fig. 5: Node Dispersion With Time Riders

B.  Automatic Synchronization with Timestamp 
Synchronization can be done automatically without requesting 
or sending messages to any nodes. We strongly say that, this 
technique is completely different from the last two. In fact, it is 
indeed possible because sensor nodes have its own clock or local 
time. So, nodes can send packets automatically for every 5ns or 
10ns like that. The advantage is, it can send abundant number of 
packets, but it cause the demerits like giving room for collision, 
nodes become restless, packets crashing and more. 

C. Ratings based Synchronization with Timestamp
WSN nodes must know each other about whether they are trusted 
or un-trusted. It can be evaluated using any authentication keys or 
based on successful transmission of packets. With the help of this, 
every node will be having ratings. For example, node N2 wanted 
to send packets to node N6. Now N2 must know the ratings of N6 
before requesting for synchronization. If N6 have poor ratings 
then N2 will simply ignore this node and can try for any other node 
which has higher ratings. This technique will be more reliable, 
gives accurate synchronization and more security.

VII. Conclusion & Future Enhancement
Sensor nodes communicate not only with one another but also with 
a base station using their wireless radios. Short of synchronization 
between sender’s clock and receiver’s clock deforms timing of the 
signal. The value of timestamp can be considered as a reference 
and it helps in determining the exact time. Here, we are pointing 
that if a message is not received at the destination in time, it does 
not means that delivery of message is unsuccessful as nodes’ clocks 
are not perfect. In this paper, we have presented a few techniques 
for synchronization and in future we may propose a protocol for 
ratings based synchronization, because it may achieve higher 
security and enhance synchronization precision. We have also 
noted that if protocols have been designed with sender-receiver 
synchronization approach, it reduces the complexity. However, TS 
protocols for sensor networks must consider an array of additional 
challenges and constraints. In future, some of new synchronization 
methods may be incorporated with the analyzed protocols for 
increasing the better accuracy in synchronization.

References
[1] Waltenegus Dargie and Christian Poellabauer “Fundamentals 

of Wireless Sensor Networks” – Wiley Edition, 2010.
[2] Baljinder Kaur, Amandeep Kaur,“A survey of Time 

Synchronization Protocols for Wireless Sensor Networks”, 
IJCSMS, Vol. 2, Issue 9, pp. 100-106, 2013.

[3] Shujan Chen, Adam Dunkels, Fedrik Osterlind,“Time 
Synchronization for predictable and Secure Data Collection 



IJCST  Vol. 6, ISSue 3, July - SepT 2015  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 60   InternatIonal Journal of Computer SCIenCe and teChnology

in Wireless Sensor Networks”.
[4] M.L.Sichitiu, C.Veerarittiphan,“Simple, Accurate time 

synchronization for Wireless Sensor Networks”, Vol. 2, pp. 
1266-1273, 2003.

[5] Salim Khediri, Nejah Nasri, Mounir Samet,“Analysis study 
of Time Synchronization Protocols in Wireless Sensor 
Networks”.

[6] Jeremy Eric Elson,“Time Synchronization in Wireless Sensor 
Networks”, Ph.D Thesis, 2003.

[7] M Christoph Lenzen, Philip Sommer, Roger Wattenhofer,  
“Optimal Clock Synchronization in Networks”.

[8] A.P.Zuarani, B.N.Mahajan,“Clustered Time Synchronization 
Algorithm for Wireless Sensor Networks”,  Vol. 1, Issue 2, 
2012.

[9] Qian, Muller, Chen,“Security in Wireless Sensor Networks 
and Systems”, 2011.

[10] Michael Roche,“Time Synchronization in Wireless Sensor 
Networks”.

[11] P.Sommer, R.Wattenhofer,"Symmetric Clock Synchronization 
in Sensor Networks", In ACM Workshop on Real-World 
Wireless Sensor Networks (REALWSN), 2008.

[12] Fikret Sivrikaya, Bulent Yener,"Time Synchronization in 
Sensor Networks: A Survey", IEEE Network, 18(4): pp. 45-
50, August 2004.

[13] K.Rhee, J.Lee, J.Kim, E.Serpedin, Y.Wu,“Clock 
Synchronization in Wireless Sensor Networks: An Overview”, 
Open Access sensors, 2009.

[14] K.Romer, F.Mattern,‘‘The Design Space of Wireless Sensor 
Networks’’, IEEE Wireless Communications, Dec. 2004.

S. Karthik received his B.Sc degree 
in Computer Science from V.L.B. 
Janakiammal College, Coimbatore, 
India in 2007, the M.Sc degree 
in Information Technology from 
Ramakrishna Mission Vivekananda 
College, Chennai, India in 2009 and 
the M.Phil degree in Computer Science 
from Dr.G.R.D College, Coimbatore, 
India in 2011. At presesnt he is 
working as an Assistant Professor in 

the Department of Computer Science, 
Ramakrishna Mission Vivekananda College, Chennai, India 
and pursuing his Ph.D as part time in Bharathiar University, 
Coimbatore, India. His area of interest includes Network Security, 
WSN, Software Engineering and more. He has more than 5 years 
of experience in teaching. 

Dr. A. Ashok Kumar is working as an 
Assistant Professor in the Department 
of Computer Science, Alagappa Govt. 
Arts College, Kararikudi, India. 
He has received his Ph.D. degree 
from Manonmaniam Sundaranar 
University, Tirunelveli, India. He has 
been recognized as a research guide 
and guiding the research scholars to 
find the research problems on various 
platforms. He has more than 18 years 

of experience in teaching.  His area of interest includes Advanced 
Networking, Data Mining, Algorithms and more. He has published 
various books and articles on different subjects.


