
IJCST  Vol. 6, ISSue 3, July - SepT 2015  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 66   InternatIonal Journal of Computer SCIenCe and teChnology

Visual Cryptography Schemes for Secret Images 
Encryption and Decryption

1Vandana Shastri, 2R.S.Shekhawat
1,2Dept. of CSE, Shridhar University, Pilani, Rajasthan, India

Abstract
Visual cryptography is one of the techniques used to encrypt 
the images by dividing the original image into transparencies. 
The transparencies can be sent to the intended person, and at 
the other end the transparencies received person can decrypt the 
transparencies using the tool, thus gets the original image. The 
proposed Visual cryptography provides the demonstration to the 
users to show how encryption and decryption can be done to 
the images. In this technology, the end user identifies an image, 
which is not the correct image. The basic principle of the Visual 
Cryptography Scheme (VCS) was first introduced by Naor and 
Shamir. VCS is a type of clandestine distribution scheme that 
focuses on sharing clandestine imagery. The idea of the chart 
cryptography model proposed in is to split a secret image into 
two random shares (printed on transparencies) which separately 
reveals no information about the secret image other than the size 
of the clandestine picture. The secret picture can be reconstructed 
by stacking the two share. The fundamental process of this scheme 
is logical operation OR.
In this paper, we call a VCS with random shares the traditional 
VCS or simply the VCS. In general, a traditional VCS takes a secret 
image as input, and outputs shares that satisfy two conditions: (1) 
any qualified subset of shares can recover the secret image, (2) 
any forbidden subset of shares cannot obtain any information of 
the secret image other than the size of the secret image.
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I. Introduction
Visual cryptography technique, the end user identifies an image, 
which is going to act as the carrier of data. The data file is also 
selected and then to achieve greater speed of transmission the 
data file and image file are compressed and sent. Prior to this 
the data is embedded into the image and then sent. The image if 
hacked or interpreted by a third party user will open up in any 
image previewed but not displaying the data. This protects the data 
from being invisible and hence is secure during transmission. The 
user in the receiving end uses another piece of code to retrieve 
the data from the image.

II. Motivation 
VCS has many special applications, for example, transmitting 
military orders to soldiers who may have no cryptographic 
knowledge or computation devices in the battle field. Many other 
applications of VCS, other than its original objective (i.e., sharing 
secret image), have been found, for example, authentication and 
identification, watermarking and transmitting passwords etc.
Visual Cryptography is the scheme which can decode concealed 
image without any cryptographic computations. This scheme is 
very secure and easy to implement. The basic model consists of 
a printed page of encrypted image (which can be sent by mail 
or faxed) and a printed transparency (which serves as a secret 
key).The original image is revealed by placing the transparency 
with the key over the page with the cipher text, even though 

each one of them is indistinguishable from each other. The 
system is similar to a one time pad in the sense that each page 
of encrypted image is decrypted with a different transparency. 
Due to its simplicity, the system can be used by anyone without 
any knowledge of cryptography and without performing any 
cryptographic computations. This basic model can be extended 
into a visual variant of the k out of n secret sharing problem: Given 
an image, we would like to generate n transparencies so that the 
original image is visible if any k (or more) of them are stacked 
together, but totally invisible if fewer than k transparencies are 
stacked together (or analyzed by any other method). The original 
encryption problem can be considered as a 2 out of 2 secret sharing 
problem.

III. Fundamentals

A. K out of N Visual Secret Sharing
A solution to the k out of n visual secret sharing scheme consists 
of two collections of n*m Boolean matrices C0 and C1. To share 
a white pixel, the dealer randomly chooses one of the matrices in 
C0, and to share a black pixel, the dealer randomly chooses one 
of the matrices in C1. The chosen matrix defines the color of the 
m sub pixels in each one of the n transparencies. The solution is 
considered valid if the following three conditions are met:

For any S in C0, the “or” V of any k of the n rows satisfies • 
H(V) <= d – am.
For any S in C1, the “or” V of any k of the n rows satisfies • 
H(V ) >= d.
For any subset {i1,i2,…in} of {1,2,…..n} with q<K, the • 
two collections of q*m matrices Dt for t(0 or 1) obtained 
by restricting each n*m matrix in Ct (where t = 0 or 1) to 
rows {i1,i2,…in} are indistinguishable in the sense that they 
contain the same matrices with the same frequencies.

Condition 3 implies that by inspecting fewer than k shares, even 
an infinitely powerful cryptanalyst cannot gain any advantage in 
deciding whether the shared pixel was white or black. In most 
of our constructions, there is a function f such that the combined 
shares from q < k transparencies consist of all the V ‘s with H(V) 
= f(q) with uniform probability distribution, regardless of whether 
the matrices were taken from C0 or C1. Such a scheme is called 
uniform. The first two conditions are called contrast and the third 
condition is called security. The important parameters of a scheme 
are: 
m: the number of pixels in a share. This represents the loss in 
resolution from the original picture to the shared one. We would 
like m to be as small as possible. 
a: the relative difference in weight between combined shares that 
come from a white pixel and a black pixel in the original picture. 
This represents the loss in contrast. We would like to be as large 
as possible.
r: the size of the collections C0 and C1 (they need not be the same 
size, but in all of our constructions they are). log r represents the 
number of random bits needed to generate the shares and does 
not affect the quality of the picture.
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B. Shamir Threshold Scheme 
Let x1,x2,……xw, be w distinct non-zero elements of Fq.• 
Given a secret k ϵ Fq. w share are generated as follows.• 
Let a1,a2,………..at-1 be chosen independently at random • 
from Fq.
Let• 

                   (1)

For 1 <  i < w, let the share si = (xi, yi) where yi =a(xi)• 
Given t shares, k can be computed by using an interpolation • 
formula.

IV. Process of LZW Algorithm 
The proposed systems use the LZW (Lempel-Ziv-Welch) 
Algorithm. The method used to implement in the following 
process. 

Select the gray scale image. • 
Apply the LZW compression technique for the gray scale • 
image. 
Preparing the dictionary for the gray scale images.• 
In dictionary replaces strings of characters with Single • 
codes.
Calculations are done by dynamic Huffman coding.• 
In compression of grey scale image select the secret • 
Information pixels
Filter process is applied for the output gray scale images.• 

Filters are used to improve the quality of reconstructed image to 
minimize the noises for sharpening the input secret image.

A. Existing System 
Visual cryptography [1] is the art and science of encrypting 
the image in such a way that no-one apart from the sender and 
intended recipient even realizes the original image, a form of 
security through obscurity. By contrast, cryptography obscures 
the original image, but it does not conceal the fact that it is not the 
actual image. After generating the covering shares, the embedding 
process can be realized by the following algorithm.

The embedding process:
 
Input:  The corresponding VCS (c0, c1) with pixel expansion 
and the secret image . 
Output:  The n embedded shares e0,e1,....en-1. 

Step1:  Dividing the covering shares into blocks that contain (t 
≥ m) sub pixels each. 

Step2:  Choose m embedding positions in each block in the n 
covering shares. 

Step3:  For each black (respectively, white) pixel in I, randomly 
choose a share matrix M C1. ∈

Step4:  Embed the m sub pixel of each row of the share matrix 
M into the m embedding positions chosen in Step 2. 

V. Results
We used LZW Data Compression algorithm. The LZW data 
compression algorithm is applied for the gray scale image here. 
As a pre-processing step, a dictionary is prepared for the gray scale 
image. In this dictionary, the string replaces characters with single 

quotes. Calculations are done using dynamic Huffman coding. In 
compression of grey scale image select the information pixels. 
Then generate halftone shares using error diffusion method. At last 
filter process is applied for the output gray scale images. Filters are 
used to improve the quality of reconstructed image to minimize 
the noises for sharpening the input secret image.

Fig. 1: VCS Help Information Cryptographic System Encoding

Fig. 2: Encryption

Fig. 3: Shade Image  
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Fig. 4: Loading Uploading 

A high level view of the encoding algorithm is shown here:
Initialize the dictionary to contain all strings of length one.• 
Find the longest string W in the dictionary that matches the • 
current input.
Emit the dictionary index for W to output and remove W • 
from the input.
Add W followed by the next symbol in the input to the • 
dictionary.
Go to Step 2.• 

VI. Conclusion
In this paper, The Embedded visual cryptographic system tool 
is simple and easy to use. Various visual cryptography schemes 
are studied and their performance is evaluated on four criteria: 
number of secret images, pixel expansion, image format and type 
of share generated. Security is the primary concern of today’s 
communication world, is successfully implemented using the K 
H Rosen algorithm. It provides a safe and secure transmission 
as it involves multiple manipulations for encryption and so is it 
with decryption. This System provides a friendly environment 
to deal with images. Generally tools supports only one kind of 
image formats.
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