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Abstract
Security of the confidential information has almost become 
a challenge now-a-days because of large amount data being 
exchanged on the internet. For the protection of these data from 
unauthorized access various methods have been developed and 
are in practice today. This paper discusses one of the techniques 
named Steganography, which is a tool for hiding information 
inside an image. For hiding secret data in digital images, large 
varieties of steganographic techniques are available, some are 
more complex than others, and all of them have their respective 
pros and cons. This paper tries to give thorough understanding 
of some recently developed image steganography algorithms. 
The study shows that steganography has played a very beneficial 
role in various applications. It would be very useful and will 
provide a better platform for the beginners who want to work in 
steganography.
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I. Introduction
Steganography is the art and science of communicating in such 
a way that the presence of a message cannot be detected [1].  
Many simple steganographic techniques are being used from 
hundreds of years, but the increasing use of data and information 
in an electronic format calls up for some new technique to be 
developed which can make it possible to hide information while 
communicating electronically. Steganography based on images 
is one such technique which can facilitate the secure exchange of 
data electronically. Basically there are two important principles 
over which the computer steganography works: the first principle 
is that the digitized images or sound can be altered to a certain 
extent without causing any noticeable effect on them so as to hide 
the data in them; second principle deals with the human inability 
to distinguish minor changes in image color or sound quality, 
with which one can easily hide the data, be it 16 bit sound, 8 bit 
or even better 24-bit image. Speaking of image, changing the 
value of first component of pixel of an image wouldn’t result in 
any detectable change of that color.
Steganography has been used throughout history and now-
a-days with the advancement in technology it is being used 
widely. Throughout history, people have hidden information by 
a multitude of various methods and variations [2]. e.g. around 
440 B.C. Histiaeus shaved the head of his most trusted slave 
and tattooed it with a message, which disappeared after the hair 
had regrown. The purpose of this message was to instigate a 
revolt against the Persians. Another slave could be used to send 
a reply. During the revolution in America both the British and 
Americans used invisible ink which would glow over a flame to 
communicate secretly. Steganography was also used in both World 
Wars. In First World War, prisoners of war would hide Morse 
code messages in letters home by using the dots and dashes on i, 
j, t and f. During Second World War, Germans would hide data 

as microdots. This involved photographing the message to be 
hidden and reducing the size so that it could be used as a period 
within another document. The director of FBI J. Edgar Hoover 
described the use of microdots as “the enemy’s masterpiece of 
espionage”. A message sent by a German spy during World War II 
read: “Apparently neutral’s protest is thoroughly discounted and 
ignored is man hard hit blockade issue affects for pretext embargo 
on by-products, ejecting suits and vegetable oils.” By taking the 
second letter of every word the hidden message “Pershing sails 
for NY June 1” can be retrieved.
Document layout can also be used to reveal information. They can 
be marked and identified by modulating the positions of lines and 
words. With very discovery of a message hidden with an existing 
application, a new steganographic application is being devised. 
Old methods are given new twists. While drawings have often been 
used to conceal or reveal information, computer technology has 
sparked a revolution in such methods for hiding information.
Now-a-days steganography is based on the idea of hiding 
information and as computers are modern information machines, 
modern steganography is largely based on computer software 
techniques. Today, digital images as well as audio and video files 
offer a rich environment for hiding virtually unlimited types of 
data. Modern Steganographic tools are software programs with 
varying levels of sophistication that allow one to hide information 
in variety of places, including filenames, unused disk space, 
network transmissions and executable code etc. 
The basics of data hiding are based on three different facts 
namely capacity, security, and robustness. Capacity means the 
media on which the data is to be hidden should hold the data, so 
that the complexity of the medium should not be disturbed [3]. 
Security means the embedding algorithm is said to be secure if 
the embedded information cannot be removed beyond reliable 
detection by targeted attacks [4]. Finally, robustness means the 
amount of manipulation a cover image (original image) can 
handle without drawing any attention that a change has taken 
place. Steganography and cryptography have to guarantee any 
of the requirements.

II. Types of Steganography Techniques
The steganographic techniques are classified based on the types 
of cover files as shown in fig. 1.
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Fig. 1: Classification of Steganographic Techniques
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In this paper we will focus only on the Image based steganographic 
techniques.

III. Steganography Techniques Based on Images
Image based steganographic techniques are classified into three 
main parts as shown in fig. 2.
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Fig. 2: Classification of Image Based Steganographic 
Techniques

In this paper we will consider only spatial and frequency 
domain.

IV. Spatial Domain Based Techniques
Spatial domain based techniques basically uses color values of 
gray pixel levels directly for encoding the message bits. It is the 
simplest technique in both in terms of the embedding complexity 
and the extraction complexity. But, there is a disadvantage that 
the amount of noise affects the PSNR and the other statistical 
properties of the image. These techniques are mainly applicable 
to lossless images i.e. TIFF images. There are various categories 
of spatial domain based techniques.

A. LSB Based Technique
Least significant bit (LSB) is the most commonly used type of 
insertion scheme used currently in digital steganography [5]. It is 
simple. Its concept is based on the fact that the level of precision in 
many image formats is far greater than that perceivable by average 
human vision. Therefore, an altered image with slight variations in 
its colors will be indistinguishable from the original by a human 
being, just by looking at it. In an image if we change the MSBs, 
it will have a noticeable impact on the colour, however, changing 
the LSBs will not be noticeable to the human eye [6]. The image 
formats typically used in the LSB substitution are lossless and the 
data can be directly manipulated and recovered [7].

B. RGB Color Based Technique
Digital images are typically stored in either 24-bit (RGB) or 8- bit 
(Grayscale) files. The RGB color model is an additive color model. 
The main purpose of the RGB color model is for the sensing, 
representation, and display of images in electronic systems. In 
this technique, variable numbers of bits are stored in each channel 
of pixel. The sequence of the channel is based on random order. 
Here, one channel is used as a pixel indicator, that decides the state 
whether data is present or not in other two respective channels. 
Suppose if R channel acts as an indicator then G and B channels 
will be used to hide the data [8].

C. PVD Based Technique
In PVD method [9], gray scale image is used as a cover image 
with a long bit-stream as the secret data. At first the cover image is 
partitioned into non-overlapping blocks of two consecutive pixels. 
From each block the difference value is calculated by subtracting 
the consecutive pixels. The blocks with small difference value 
represents smooth area where as block with large difference value 
represents the sharp edged area. According to the properties of 
human vision, eyes can tolerate more changes in sharp edge area 
than smooth area. So, more data can be embedded into edge area 
than smooth areas.

D. Palette Based Technique
A convention scheme for hiding data in palette-based images is 
called the EZ Stego method [10], in which the colors in the palette 
are first sorted by luminance, which is a linear combination of 
three colors R, G, B in the palette, such as is given by R + G + B. 
In the reordered palette, most neighboring palette entries are close 
to each other in the color space. The method embeds the messages 
in a binary form into the LSB of indices (pixels) pointing to the 
palette colors.

E. Spread Spectrum Based Technique
This system hides and recovers a message of substantial length 
within digital imagery while maintaining the original image size 
and dynamic range. The hidden message can be recovered using 
appropriate keys without any knowledge of the original image. 
A message embedded by this method can be in the form of text, 
imagery, or any other digital signal. Applications for such a data-
hiding scheme include in-band captioning, covert communication, 
image tamper proofing, authentication, embedded control, and 
revision tracking [11].
Note: Hiding the secret message/image in the spatial domain can 
easily be extracted by unauthorized user [12].

V. Frequency Domain Based Techniques
Steganography in the frequency domain involves the manipulation 
of algorithms and image transforms. These methods hide messages 
in more significant areas of the cover image, making it more 
robust. Many frequency domain methods are independent of the 
image format and the embedded message may survive conversion 
between lossy and lossless compression.

A. Z-transform Based Technique
Z-Transform is applied on 2×2 masks of the source image in row 
major order to transform original sub image (cover image) block to 
its corresponding frequency domain. One bit of the hidden image 
is embedded in each mask of the source image onto the fourth 
LSB of transformed coefficient based on median value of the 
mask. During the process of embedding, dimension of the hidden 
image followed by the content of the message/hidden image are 
embedded. Reverse process is followed during decoding [13].

B. Discrete Cosine Transform (DCT) Based Technique
It transforms the image from spatial domain to frequency domain. 
It separates the image into spectral sub-bands with respect to its 
visual quality, i.e. high, middle and low frequency components. 
In DCT based techniques, DCT coefficients are obtained for the 
given carrier image. The secret data is embedded in the carrier 
image for DCT coefficients lower than the threshold value. To 
avoid visual distortion, embedding of secret information is avoided 
for DCT coefficient value 0 [14].
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C. Discrete Fourier Transform (DFT) Based Technique
DFT helps to get the frequency component for each pixel value. 
The Discrete Fourier Transform (DFT) produces a complex 
number valued output image which can be displayed with two 
images, either with the real and imaginary part or with magnitude 
and phase. DFT is applied on source image to convert from 
spatial domain to frequency domain. Each pixel (8 bits) in spatial 
domain is transformed into two parts one part is real and another 
is imaginary part. The authenticating bits are inserted in real part 
(excluding 1st pixel) of frequency domain .The process is repeated 
for whole image matrix in the same manner [15].

D. Discrete Wavelet Transform (DWT) Based Technique
The image is converted into frequency domain after applying 
wavelet transform. The cover image is converted from RGB to 
Grey scale which is more suitable format for data hiding. The 
secret message or image which is to hide is then processed to 
know the size of that secret message or image. A key is used to 
provide secrecy which generates the PN sequence for hiding secret 
message in cover image [16].

VI. Conclusion
This paper covered the spatial domain and frequency domain 
image based steganographic techniques. In the study it is found 
that most of the papers have used the LSB technique for image 
steganography. This paper tries to provide some prior knowledge 
to the beginners who want to work in the field of steganography. 
Beginners will surely get some ideas for the future research in 
steganography. It is evident that steganography has numerous 
useful applications and will remain the point of attraction for 
researchers in future as well.
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