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Abstract
Malware attacks are more often made in cellular networks 
such as viruses, worms and other malicious software. Spyware 
which disrupts the functionality of the computer to the network, 
hypersensitive piracy information and access to their private 
systems. It’s just a program that is specifically designed to be 
able to corrupt the computer can be either virus or worm can be. 
The mobile malware can spread through two different approaches 
these are usually powerful MMS and Bluetooth. To prevent the 
spread of malware and help infected nodes to extract better or 
dispersed optimal method signature. But this kind of ignores the 
hybrid viruses that spread through both BT and MMS routes. 
Therefore, to increase the efficiency of spreading malware restrict 
your cell phone, we have proposed a new approach called any 
model hybrid virus detection. The hybrid malware could spread 
therefore end to end messaging services through personal and 
social SRDs communication services Wi-Fi. In this method, a new 
process -based differential equation is proposed to examine the 
behavior of delocalized mixed infection and the spread of ripple 
for hybrid malware based on widespread Internet sites including 
individual sociable and spatial relationships. An experimental result 
means that the proposed technique is computationallyefficient to 
differentiate the hybrid malware.
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I. Introduction
In the mobile computing, mobile phone security is an important 
research topic. It is of particular concern as it associates to the 
security of personal information now pilled up on the Smart 
phone. Today most of the users and businesses use smart phones 
[1-2] as communication tools but also as a means of planning 
and managing their work and private life. In the companies, these 
technologies cancause the extreme changes in the Organization 
of the information systems and as a result they have become the 
source of new risks. Definitely, smart phones gather and pile up a 
growing amount of react or quick to respond information to which 
access must be inhibited to defend the isolation of the user and 
the full ofknowledge property of the company.

The damage of mobile viruses on smartphones are a major problem. 
Among many possible damage, mobile viruses can cause leakage 
of sensitive data and disrupt the discussion by remote control. 
Mobile virus sends thousands of spam messages. Because of this 
and jams wireless communication quality is reduced. Therefore, it 
is necessary for users and service providers are learning about the 
methods of dissemination of mobile viruses and create awareness 
among users. To examine and predict the particular virus damage, 
some methods are used to investigate the dynamic process of 
the spread of virus. Valid propagation methods can be used as 
benchmarks to: (1) calculate the scale of a virus outbreak before 
it happens in reality and (2) calculate new and / or improved 
countermeasures to limit virus. Dissemination [3].

A. Existing System
In the existing method, cell phone viruses can multiply as a result 
of two different dominant approaches. Through MMS, any viruses 
can perhaps duplicate post any respect for her each gadgets whose 
volumes are simply white e-book on the infected phone. This type 
of virus is spread in the interpersonal chart from the books of 
destination, and is rapidly distributed without boundaries. Another 
tactic is to use your short-range Wi-Fi mass communication media 
such as wireless Bluetooth to help infect your gadgets with the 
proximity to see that “the virus of proximity.” We were the first 
to deal with their problems regarding development any protected 
system like MMS and Bluetooth. All we expose a great ideal for 
effectively prevent virus propagation and also support distributed 
solution to recover infected nodes. However, using this method 
does not take into account the combination of both viruses.

B. Proposed System 
So, in the proposed research an innovative technique used to 
examine effectively the speed and thoroughness to distribute 
malware as hybrid communication services that BT is going and 
multimedia messaging service (MMS). This method can calculate 
the quiet injury caused by the hybrid virus and the goal is to 
develop detection and containment process.

II. Related Work
With the growth of SMS / MMS, mobile games, mobile 
commerce and mobile file sharing peer-to-peer, several studies 
have demonstrated the threat of the spread of malware on mobile 
phones. They can be generally classified into two main types. A 
class of works is to analyze the proximity malware spreading. 
Yan et al. [4-5] the development of a simulation model for worms 
and analytical Bluetooth, and show that mobility has a significant 
impact on the dynamics of propagation. The other class focuses 
on the spread of malware via SMS / MMS. Fleizach et al. [6] 
assessing the speed and severity of the spread of malware for cell 
phone address books. Zhu et al. [7] studied the characteristics of 
slow start and exponential spread malware exhibited by MMS.

In addition, a small number of works are also seen in both MMS 
and malware proximity. For example, Bose and Shin [8] consider 
that the spread of mobile malware and worms using data from a 
client network SMS in real life, and they reveal that hybrid worms 
using both MMS and exploration of proximity can spread quickly 
in cellular networks. Wang et al. [9] model the mobility of mobile 
phone users by analyzing a trace of 6.2 million mobile subscribers 
of a service provider. They study the fundamental propagation 
patterns that characterize a mobile virus outbreak and found that 
the greatest danger is posed by hybrid viruses that exploit both 
proximity and MMS. Obtaining knowledge of these two works, 
our model considers both MMS and the spread of proximity in 
the design of our defense system.

For performance evaluation and modeling of the spread of 
mobile malware epidemic model, based on the classic Kermack-
McKendrick model [10] traditionally used in cable networks, has 
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been widely used in [9], and so on. In fact, system performance 
epidemic model can be approximated by ordinary differential 
equations switch a well-known model called fluid [11] technique, 
which is widely used to model epidemic forwarding DTN [11]. 
In the fluid model, the ODE solution converges in probability to 
sample paths of the system. These studies show that when the 
number of nodes in a network is large epidemic deterministic 
models can successfully represent the dynamic propagation of 
malware, which is demonstrated by simulations and coincident 
with the actual data. ODE used a model to analyze and design the 
distribution problem of the firm in the defense system of malware. 
Therefore, our model in this paper is reasonable.

III. Modelto Identify Malware
Previously, the mobile malware can spread through two different 
dominant approaches. Through MMS, malware can possibly send 
a backup copy of itself to all devices whose numbers are only in 
the address book of the infected phone. This type of malware is 
propagated within social graph consists of address books, allowing 
it to spread very rapidly without geographical boundaries. Another 
method is to use the means of short-range wireless communication, 
for example to infect Bluetooth devices within the vicinity as 
“malware proximity”. We are the first to face the challenges in 
relation to the design of a support system for malware like MMS 
and proximity. 
We introduce a distributed optimal strategy to prevent the spread 
of malware efficiently in order to help them recover infected 
nodes.

We propose a great presentation firm optimal scheme taking 
into account the following assumptions realistic modeling: (1) 
multilevel contains heterogeneous units as nodes, (2) different 
types of malware that can infect more accurate systems, and 3) the 
storage resource Device for the immune system is limited. These 
assumptions tend to be not treated in previous analytical done for 
simplicity [12]. Our contributions are summarized as follows

Formulate the problem adequate signature distribution with • 
full consideration of the heterogeneity of mobile phones and 
malware, and the limited resources of the defense system. In 
addition, our model would work formulated for both MMS 
and the proximity of spreading malware.
Provide a centralized greedy algorithm with the dilemma of • 
distribution of the firm. We show that the proposed greedy 
algorithm obtains the right solution for the system, which 
provides the reference solution for distributed algorithm 
pattern.
Propose criteria distributed based big meetings to spread the • 
malware signatures requesting Metropolis sampler. Only it 
based on local information and opportunistic contacts. Through 
a theoretical test and actual extensive and synthetic trace 
driven simulations, we show that our distributed algorithm 
approaches the optimum system performance.

IV. Methodto Identify Hybrid Virus
In this paper, a new analysis model is proposed to examine the 
speed and toughness to broadcast the hybrid malware that MMS / 
SMS and BT is directed efficiently. This analytical model based on 
differential equations and intact work more effectively as a quick 
reference for collecting the knowledge expected rate of spread 
and severity of hybrid malware with a variety of settings infection 
rates and average grades lymph social networks incomprehensible. 

Based on the evaluation of the safety of this method could take 
the results to develop detection and containment methods and 
processes in order to avoid vital outbreak.

In this section, the extent of spread of infection is considered 
within the population at risk. Cooperated communication between 
a handset and not cooperated it appears as a contact between a 
contaminated and vulnerable individual, in which a node reaches 
vulnerable infection and never again becomes vulnerable. This 
is due to the lack of anxiety about the threat of malware and 
inadequate capacity of current antivirus software user. The 
population in this model is not more than the total number of nodes 
in the network that is assumed to be stationary and distributed in 
a manner consistent with the density of nodes. Assume that

All the nodes are MMS and BT to assume that all nodes are 
MMS and BT facilitated to preserve the property of harmonized 
mixture. Denote sub population function, I (t) = IBT (t) + IMMS 
(t) represents the total number of telephones cooperation in time t, 
where IBT (T) and IMMS (t) are those that have been contaminated 
through MMS and BT at time t, correspondingly. The same mode 
S (t) represents the set of nodes vulnerable at time t. Obviously, 
we have, I (t) + S (t) = IBT (t) + IMMS (t) + S (t) = N, anddI (t) 
/ dt = DIBt (t) / dt + DIMM (t) / dt

Suppose that only one handset is contaminated in
From stage, ie I (0) = IMMS (0) = 1 andIBT (0) = 0. malware 
infection rates correspondingly βBT and βMMS

Denoting the probabilistic rates in which a node communicates 
with infectious and affects an vulnerable node via MMS and 
BT

Fig. 1: Hybrid Virus Detection Method.

The average degrees of a node connecting through BT and MMS 
are denoted as by and ηMMS.

V. Results
In this section numerous experiments aimed to present some of 
the key factors affecting the spread of the virus are explained. 
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Originally, the two phones is arbitrarily selected as the contaminated 
network in order to replicate a multiple attack seed that is likely 
to happen in the real world.

A. Delivery Ratio of MMS
Fig. 2 shows that the distribution ratio of MMS. In the existing 
system, to simulate the spread of viruses through Bluetooth and 
MMS is presented by a network of two layers. In the proposed 
system, to increase the effectiveness of inhibition of virus spread 
of mobile phones, a model hybrid virus detection is proposed. 
When compared with the existing system, there is a high ratio of 
distribution of MMS in the proposed system.

Fig. 2: Delivery Ratio of MMS

B. Battery Consumption

Fig. 3: Battery Consumption

Fig. 3 shows that the battery consumption. In the current system, 
to simulate the spread of viruses through both MMS / Bluetooth 
Arena is filed by a two-layer model. Ianthe proposed system, 
to increase the effectiveness of inhibition of virus spread of 
mobile phones, a model hybrid virus detection is proposed. 
When compared with the existing system, there is less battery 
consumption in the proposed system.

C. Relationship Package Delivery
Fig. 4 shows the packet delivery ratio. In the existing system, to 
simulate the spread of viruses through Bluetooth and SMS / MMS 
is presented by a network of two layers. 

In the proposed system, to increase the effectiveness of inhibition 
of virus spread of mobile phones, a model hybrid virus detection 
is proposed. When compared with the existing system, there is 
no packet delivery ratio high in the proposed system.

Fig. 4: Packet Delivery Ratio

VI. Conclusion
Mobile malware can multiply by two dominant approaches 
MMS various people are also Bluetooth. To prevent the spread 
of malware and also to help the infected nodes to recover optimal 
method signature spread. But this process does not consider the 
hybrid virus that is spread through both channels equally BT and 
MMS. Therefore, to increase efficiency of restricting the spread 
of mobile phone virus is introduced an innovative devices and 
wireless communications services short range.
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