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Abstract
A mobile ad-hoc network (MANET) is a collection of wireless 
mobile nodes that can dynamically be setup anywhere and 
anytime forming a temporary network without the assistance 
of any stand-alone infrastructure or centralized administration. 
Due to openness, dynamic topology, infrastructure-less nature, 
MANETs are vulnerable to various kinds of attacks. Ad-hoc On-
demand Distance Vector (AODV) is one of the popular protocols 
used for routing in MANET. But the security of AODV protocol 
can be wrecked by Black Hole attack.  A Black Hole attack can 
ruin routing in mobile ad-hoc network. In a black hole attack, 
a malicious node impersonates a destination node by sending 
a spoofed route reply packet to a source node that initiates a 
route discovery. By doing this, the malicious node can deprive 
the traffic from the source node. In this research paper, we have 
presented a new solution to detect and avoid the Black hole 
by using Diffie-Hellman Algorithm which does increases the 
performance metrics like throughput, packetloss by a large extent. 
Also the false detection ratio is negligible in this approach.
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I. Introduction
Mobile Ad-hoc network (MANET) is a self-configuring network 
that is formed automatically via wireless links by a collection of 
mobile nodes without the help of a fixed infrastructure or centralized 
management [1]. The mobile nodes allow communication among 
the nodes outside the wireless transmission range by hop to hop 
and the forward packets to each other [1,2]. In MANET the nodes 
enter the network or fade away from the network at any point 
of time. Each node in the network acts as a router, forwarding 
data packets to other nodes [2]. MANET has many potential 
applications such as military services in battlefield, disaster relief 
operations and in commercial environments [7]. However, due 
to their inherent characteristics of dynamic topology and lack 
of centralized management security, MANET is vulnerable to 
various kinds of attacks. These include passive eavesdropping, 
active interfering, impersonation, and denial-of-service Black 
hole attack is one of many possible attacks in MANET. In this 
attack, a malicious node sends a forged Route REPLY (RREP) 
packet to a source node that initiates the route discovery in order 
to pretend to be a destination node. By comparing the destination 
sequence number contained in RREP packets when a source 
node received multiple RREP, it judges the greatest one as the 
most recent routing information and selects the route contained 
in that RREP packet [5]. In case the sequence numbers are equal 
it selects the route with the smallest hop count. If the attacker 
spoofed the identity to be the destination node and sends RREP 
with destination sequence number higher than the real destination 
node to the source node, the data traffic will flow toward the 
attacker. Therefore, source and destination nodes became unable 
to communicate with each other [1, 5]. 

II. Routing in MANET
An ad-hoc routing protocol is a convention or standard that controls 
how nodes decide which way to route the packets between the 
computing devices. Mobile ad-hoc networks consist of mobile 
nodes, which can communicate with each other and nodes can 
enter and leave the network anytime due to the short transmission 
range of MANETs, routes between nodes may consist of one or 
more hops. Thus each node may either work as a router or depend 
on some other node for routing [7]. Fig. 1 shows a simple ad-hoc 
network with three mobile hosts using wireless interfaces. Host 
A and C are out of range from each other’s wireless transmitter 
[8]. When exchanging packets, they may use the routing services 
of host B to forward packets since B is within the transmission 
range of both of them.

Fig. 1: MANET with 3 Mobile Nodes

The nodes in MANET are not familiar with the topology of their 
networks. Instead, they have to discover it; typically a new node 
announces its presence and listens for an announcements broadcast 
by its neighbors. Each node learns about others nearby and how to 
reach them, and may publicize that it too can reach them [9]. To 
reach to the destination all the nodes has to follow this basic routing 
logic which is a major challenge as nodes frequently change their 
positions. Due to these various factors and changing topology, 
routing associated with MANET is more challenging as compared 
to any other networks [2].

Routing consists of two basic exercises:
Routing i.e. determining the optimal route from source 1. 
to destination. It has two major functions as Route 
Discovery where accurate route is discovered and Route 
Maintenance where the session is maintained till end of the 
communication.
Packet forwarding i.e. carrying the data from the source to 2. 
the destination or via the intermediate nodes to the desired 
destination.

Basically MANET has three types of routing protocols as shown 
in Table 1.
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Table 1: Routing Protocols

Type Characteristics Examples 

Proactive

Routes are discovered and stored 1. 
before the actual requirement.
Timely correction and 2. 
distribution of routing 
information

DSDV,
CGSR,
OLSR

Reactive 
Routes are discovered as when 1. 
required
No distribution of information2. 

AODV,
DSR

Hybrid Combination of both proactive 1. 
and reactive protocols

ZRP,
OORP,
CGSR

III. Ad-hoc On-demand Distance Vector (AODV) Routing 
Protocol
AODV is a reactive protocol that reacts on demand. It is probably 
the most well-known protocol in MANET. It is a confluence of 
DSDV and DSR. The route is calculated On-demand, just as it 
is in DSR via route discovery process. The demand on available 
bandwidth is significantly less than other proactive protocols as 
AODV doesn’t require global periodic advertisements. It enables 
multi-hop, self-starting and dynamic routing in MANETs [1]. 
In networks with large number of mobile nodes AODV is very 
efficient as it relies on dynamically establishing route table entries 
at intermediate nodes. AODV never produces loops as there 
cannot be any loop in the routing table of any node because of 
the concept of sequence number counter borrowed from DSDV. 
Sequence numbers serve as time stamps and allow nodes to 
compare how fresh information they have for other nodes in the 
network [9]. The main advantage of AODV is its least congested 
route instead of the shortest path and it is best suitable for high 
mobility network. In an Ad-hoc network each node maintains 
routing information in a table. This information contains the path 
to a specific destination. When the packet is to be sent for the 
very first time, the sending node checks the route in the routing 
table. If it is available then same route is used for sending the 
packets to the intended destination. If the route is not available 
then the node starts discovery of route by transmitting Route 
Request (RREQ). All the nodes on receiving RREQ will verify 
whether they are the required destination node, if so then it sends 
the Route Reply (RREP) message to the source else the node 
will check the routing table to determine if it has the active route 
to the destination node. If the active route is not available then 
the intermediate node will broadcast the RREQ packet in search 
of the destination node on behalf of the original source node. If 
active route is available i.e. on receiving RREP packets from its 
adjacent nodes, the intermediate node will compare the Destination 
Sequence Number (DSN) from the routing table to the one present 
in RREQ packet. DSN is nothing but the sequence number of 
last packet which destination sends to the source. If this DSN is 
equal to or less than the sequence number of RREQ packet then 
further RREQ is broadcasted to its neighbours. If the DSN from 
the routing table of one of the neighbours is greater than the 
sequence number in the packet then the path/route is accepted 
as it contains the ‘fresh route’ and the data will be sent through 
this route to the destination. During this process if link failure is 
detected by any of the nodes then Route Error (RREP) message 
is sent to all of its neighbours who are using this link.

IV. Black hole Attack
A black hole is a node that always responds positively with a 
RREP message to every RREQ, even though it does not really 
have a valid route to the destination node [8]. Since a black hole 
node does not have to check its routing table, it is the first to 
respond to the RREQ in most cases. Then the source routes data 
through the black hole node, which will drop all the data packets 
it received rather than forwarding them to the destination. In this 
way the malicious node can easily misroute lot of network traffic 
to itself and could cause an attack to the network with very little 
effort on it. Sometimes a chain of black nodes perform this attack 
cooperatively, known as co-operative black hole attack [7]. A 
Gray hole attack is a variation of the black hole attack, where 
the malicious node is not initially malicious, it turns malicious 
sometime later [10]. Fig.2 demonstrate Black Hole Attack in 
AODV protocol, here M is taken as a malicious node and when 
source node S broadcasts its RREQs to connect with destination 
D; all intermediate nodes check their routing table whether there 
is a path to the destination D. Here Node M as malicious does 
not check its routing table and send false route reply packet to the 
source S with greater forged sequence number than expected that 
it is having a path to destination D. As malicious node M does not 
check its route table, this reply reach the source node faster than 
the normal nodes source node select this path and send all of its 
data to the node M. The node M receives this data packets and 
deprive from the destination node. As this packets never reach to 
the destination node D the attack is called as a black hole attack 
[8] [11].

Fig. 2: Black Hole Attack on AODV

V. Diffie-Hellman Algorithm 
The Diffie-Hellman key agreement protocol (1976) was the first 
practical method for establishing a shared secret over an unsecured 
communication channel in real time. The point is to agree on a 
key that two parties can use for a symmetric encryption, in such 
a way that an eavesdropper cannot obtain the key. Today, D-H 
algorithms are used by protocols such as Internet Protocol Security 
(IPSec), Secure Shell (SSH), and Secure Sockets Layer. Diffie-
Hellman key exchange is the cryptographic protocol that allows 
two parties that have no prior knowledge of each other to jointly 
establish a shared secret key over an insecure communications 
channel. Diffie-Hellman is basically not an encryption algorithm 
it’s a key-exchange algorithm.
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Steps in the algorithm:
Sender and Receiver agree on a prime number ‘p’ and a base • 
‘g’ which is public.
Sender chooses a secret number ‘a’, and sends Receiver the • 
value of ‘A’ by computing A= (g^a mod p).
Receiver chooses a secret number b, and sends Sender the • 
value of ‘B’ by computing B= (g^b mod p).
Sender computes K= (B^a mod p).• 
Receiver computes K= (A^b mod p).• 

Both Sender and Receiver can use the K-value as their key.
Example:

Swati and Salman agree on a prime number ‘p’ = 23 and a • 
base value ‘g’ = 5.
Swati chooses a secret no. , ‘a’  = 6 and sends Salman A=g^a • 
mod p 

 A=5^6 mod 23 
 A= 8.

Salman chooses a secret no. , ‘b' = 15 and sends Swati B=g^b • 
mod p 

	 	 B=5^15 mod 23 
	 	 B= 19.

Then exchange the A=8 and B=19 between Swati and • 
Salman 
Swati computes s=B^a mod p ; s=19^6 mod 23; s= 2.• 
Salman computes  s=A^b mod p ; s= 8^15 mod 23 ; s= 2.• 

Then s=2 is the shared secret.

Clearly, much larger values of a, b, and p are required. An 
eavesdropper (Sheela) cannot discover this value even if she 
knows p , g , A & B and can also prevent the data from man-in-
the -middle attack. 

VI. Related Work
Amol A.Bhosle et.al. [1] proposed an efficient solution for the 
detection of the Black hole nodes in the Mobile Ad hoc networks 
based on the AODV routing protocol. In this algorithm, known as 
Modified AODV mechanism a Watchdog mechanism is used. In 
this mechanism each and every node maintains two extra tables. 
First one is called the pending packet table and another one is called 
the node rating table. Pending Packet Table contains Packet ID, 
Next Hop, Expiry Time and Packet Destination while the Node 
Rating Table contains Node Address, Packet drops, Packet forwards 
and Misbehave of the node . For the communication every node 
listens to those packets that are within the communication range 
of that particular node a threshold value is used for the detection 
of whether a node is malicious or not and also a node can repair 
all the nodes locally which contain the malicious node.
Anand A. Aware et.al. [2] Proposed an efficient solution for 
prevention of black attack in the MANETs implemented on AODV. 
Data integrity is also maintained using hash function. A source 
node will broadcast Route Request (RREQ) message in search 
of its intended destination to all its neighbors. After receiving 
the RREQ from the source, the destination node or intermediate 
nodes will send the Route Reply (RREP) from the same route 
by which they received the RREQ. The black hole advertises 
that it has the shortest route to destination with the intention of 
becoming part of the route, so its RREP will be the first to arrive 
at the source. Hence the source node will reject the first RREP 
from its neighbor and will select the second optimal path/route 
to intended destination and will begin to send the data packets 
through the second shortest route.

Gayatri Wahane et. al. [4] proposed a research work that suggests 
the modification of AODV Routing Protocol.In this paper, routing 
security issues in MANETs are discussed in general, and in 
particular the cooperative black hole attack has been described 
in detail. A security protocol has been proposed that can be utilized 
to identify multiple black hole nodes in a MANET and thereby 
identify a secure routing path from a source node to a destination 
node avoiding the black hole nodes. 
Neetika Bhardwaj  et. al. [6] presented a new solution to detect 
and prevent the Black hole which does not increase routing or 
computation overhead and increases the performance metrics like 
packet delivery ratio, throughput by a huge margin. Also the false 
detection ratio of the approach is negligible. Black hole Attack is 
one of the most severe attacks because the attacker embeds itself 
into the route from source to destination by sending false RREP 
messages giving an impression that it has the freshest route to 
destination. Seeing its severity many researchers have addressed 
the problem of detecting and defending against black hole attack 
but the solutions presented so far suffered from one problem or 
the other.
Nitesh Funde et. al. [7] in this paper, they attempt to provide 
a solution to detect the multiple black hole nodes present and 
prevent them from the network. In particular , they are focusing 
on AODV protocol in MANET .The  solution are not only 
provide protection mechanism against black hole attack but also 
consequently improve the performance of the network comparing 
with the existing approaches after detection and prevention of 
attack. The analysis shows that how severe the attack is and its 
effects on MANET. 
Pooja Jaiswal et.al. [8] proposed a method for finding the secure 
routes and prevent the black hole nodes in the MANET by checking 
whether there is large difference between the sequence number 
of source node or intermediate node who has sent back RREP or 
not. Generally the first route reply will be from the malicious node 
with high destination sequence number, which is stored as the 
first entry in the Route Request Table (RRT). Then compare the 
first destination sequence number with the source node sequence 
number, if there exists much more differences between them, 
surely that node is the malicious node, immediately remove that 
entry from the RRT. 
Sapna Gambhir  et.al. [10] proposed Prime Product Number (PPN) 
scheme which is based on AODV and it can efficiently avoid 
malicious node attacks during path setup between source and 
destination. PPN scheme uses AODV to form path during path 
discovery. In PPN scheme, every Cluster head node maintains 
the neighbor table which is used to keep information about all 
the nodes In the path discovery of PPN scheme, an intermediate 
node will attempt to create a route that does not go through a 
node whose replied information is wrong and PPN is not fully 
divisible. Therefore, malicious nodes will be gradually avoided 
by other non-malicious nodes in the network.

VII. Proposed Solution
The proposed solution can be used to detect and prevent the passive 
as well as active attacks in MANETs. The major active attacks 
which is very dangerous that MANET is facing today is the Black 
hole attack along with its variants co-operative black and Gray 
hole attack. Node/ Data authentication is maintained by assigning 
each & every node in the network (MANET) with a value which 
is calculated by Exclusive ORing (EX-OR). .i.e. unique prime no. 
XOR with IP address then the resultant value which is different 
and unique for each node in the network is called as Z-value. With 
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the help of this Z-value route setup i.e. determining the optimal 
route from source to destination is done and the route must be 
needed to maintain till the end of the communication session. So 
after the route setup, before the DATA transmission form source to 
destination a secure channel is to be made confirmed by applying 
Diffie-Hellman algorithm. Hence by using the D-H algorithm 
the possibility of insecure channel is made into absolute secured 
channel and also maintained data confidentiality & integrity 
throughout the communication session. So it can prevent/block the 
major passive attack like Man-in-the-middle attack, eavesdropper 
attack etc. 
The solution first step is to setup a MANET of “n” number of 
nodes with a Z-value assigned to each node. Every node must 
maintain the information of all the nodes except itself on its own 
array table. In second step the source node S will broadcast Route 
Request (RREQ) to all its neighboring nodes to find out the desired 
destination node D. Accordingly the RREQ form the source node 
is received by the destination node or intermediate nodes which in 
turn gives a multiple back Route Reply (RREP) by choosing the 
same route that they received the RREQ. At the same instant the 
black node/malicious node ‘M’ which also received the RREQ 
does not check its routing table; instead it instantly announces that 
it has the shortest path to destination with the aim of becoming 
part of the route. So, its RREP will be the first one to arrive at 
the source. In third step, 
Case 1: With the help of an array table source node will check 
for a Z-value in the first RREP node whether it is matched or not. 
If it is matched then no black hole attack and go to the fourth step 
else black hole attack/node is detected. Source node will discard 
that first route immediately and further proceed with the case 2.
Case 2: Now taking NEXT RREP i.e. 2nd RREP the source node 
will again check for matching of Z-value. If it is matched then no 
black hole/node and jump to fourth step else Black hole is detected 
and discard the route.
Similarly with 3rd RREP same checking procedure is done and so 
on until satisfied, up to corresponding number of RREPs. There 
might be a case that, there are several malicious nodes in the 
network. Sometimes the malicious nodes may be part of the second 
optimal route. We assign each node with Z-value for authentication 
if the malicious is the part of second optimal route.In fourth step, as 
in all the cases that only after the Z-value is matched a secure route 
is setup by applying Diffie-Hellman algorithm. Thus acquiring 
the better throughput and negligible packetloss by securing the 
channel between source to destination and also prevent from 
various data confidentiality & Integrity attacks.

Fig. 3: Black/Gray Hole Attack Detection and Avoidance on 
AODV

In fig. 3 Node ‘S’ is the source node that desires to forward data 
packets to node ’D’ which is destination. The source node ‘S’ 
broadcasts RREQ messages to its neighboring nodes in search of 
the destination node ‘D’. When the malicious node ‘M’ receives 
RREQ message it sends RREP message to the source node ’S’ 
claiming it has the fresh and shortest path to the destination. But 
the source node ‘S’ after receiving the first RREP definitely will 
not matched the Z-value. So it will discard the first route and 
waits for the second RREP packet (i.e. from node ‘N1’) which is 
the second shortest route/ path to the required destination. Source 
node  again matched the Z-value with second RREP then , applied 
Diffie-Hellman for secured channel and begin to send the data 
packets through the second shortest route, in this case route‘S-
N1-D’. Most probably we need to check the Z-value of the 1st 
RREP node which shows the shortest optimal route to the source 
node and choose the 2nd RREP path. Because for a malicious node 
it is difficult to become the part of the second shortest route as it 
has to continuously monitor the entire network which is not easy 
in MANET. The proposed solution also avoids co-operative black 
/ gray hole attack. Co-operative black hole attack is one where 
multiple black nodes work in co-operation with each other to attack 
victim. The proposed method has the capability to detect and avoid 
black hole attack and its consequences, which is synopsized as 
flow chart in fig. 4.

 STEP 1: SET UP A MANET OF “n” NO. OF 
NODE WITH A Z-VALUE (IP XOR UNIQUE 
NO.) ASSIGNED TO EACH NODE 
 

STEP 3: SOURCE NODE BROADCAST RREQ 
TO ALL ITS NEIGHBOURING NODES 
   

STEP 4: MULTIPLE BACK RREP BY THE 
DESIRED DESTINATION NODE TO THE 
SOURCE NODE 
 

STEP 5: CHECK THE Z-VALUE OF THE 1ST 
RREP NODE (i.e. SHORTEST PATH) IN THE 
ARRAY TABLE OF THE SOURCE NODE 

STEP 9: APPLYING DIFFIE-HELLMAN 
ALGORITHM FOR SECURED ROUTE SETUP 
BETWEEN SOURCE AND DESTINATION  

STEP 10: SENDING DATA PACKET FROM 
SOURCE TO DESTNATION NODE 

STEP 11: DATA DELIVERED        
ACKNOWLEDGEMENT 

STEP 2: EVERY NODE MAINTAINS 
INFORMATION OF ALL THE NODES 
EXCEPT ITSELF ON ITS OWN ARRAY 
TABLE 

STEP 6: IF IT MATCHES THEN NO BLACK 
HOLE NODE AND JUMP TO STEP 9, 
PROCEED TILL END ELSE BLACK NODE 
DETECTED AND AVOID THAT ROUTE 
 
STEP 7: CHECK THE Z-VALUE OF THE 2ND 
RREP NODE IN THE ARRAY TABLE OF THE 
SOURCE NODE AND REPEAT STEP 6 (But if 
else condition happened then jump to STEP 8) 

 STEP 8: REPEAT STEP 5 & 6 WITH THE 
CORESSPONDING RREP UNTIL SATISFIED 
STATE 

Fig. 4: Flow Chart
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VIII. Simulation Results
The network simulation is accomplished using NS-2(ver.-2.35) 
simulator on Linux (ubuntu 14.04 LTS) operating system. The 
MANET behavior performances are calculated by varying 
the mobility of nodes. The simulation result involves network 
topology with 30 mobile nodes with the speed of nodes between 0 
and 20m/s. The simulation is carried out in two cases i.e. with and 
without applying the solution technique under black hole attack. 
The simulation results are illustrated in fig. 5,6,7 & 8 respectively 
and Table 2 shows the  simulation constraints.

Table 2: Simulation Parameters
Parameters Values
Simulator NS-2(ver.-2.35)

Simulation time 1200 seconds
No. of nodes 30

Routing protocol AODV
Traffic Model CBR

Topology space 900m X 800m
Mobility Model Random waypoint

Transmission Range 250 m
Placement of nodes Random

Case 1: Fig. 5 shows the scenarios of black hole attack without 
applying the solution techniques, the red color node (0) is work 
as black hole/node which gives fake RREP to the blue color node 
(12) i.e. source node and deprive the traffic to make unable to 
connect with another blue node (25) i.e. destination node and 
whole data packet is dropped with zero throughput.

Fig. 5: Simulation Without Applying Solution

Case 2: Fig. 6 shows MANET with applying the solution technique 
under black hole attack. In this case the nodes are worked similarly 
as in the case 1 but using the proposed solution we can detect and 
avoid the black hole attack along with its variants. And finally 
acquired the maximum throughput and negligible packetloss.

Fig. 6: Simulation Using Solution.

A. Metrics

1. Throughput
An average packets sent successfully over a communication 
channel is throughput. The graph for throughput is shown in Fig.7. 
It shows that the throughput with Black hole attack detection is 
more as compared to throughput without black hole detection.

Fig. 7: Throughput

2. Packetloss
The ratio of the data packets originated by the sources failure to 
deliver to the destination. The comparison graph for packetloss 
is shown in fig. 8 and shows no packetloss.

Fig. 8: Packetloss

IX. Security Analysis
The black hole announces it as having the shortest path to the 
destination. In our proposed solution identification of each node 
in the network is done using Z-value. So it is very difficult for a 
black/Co-operative/Gray hole node to be the part of network or 
join the network. With the help of this authentication method we 
can detect and prevent any unauthorized external nodes to co-
operate with virtuous nodes. Another appreciative positive aspect 
of our method is maintaining of data confidentiality & integrity 
by using Diffie-Hellman algorithm. This D-H key exchange helps 
to encrypt the data before communication from S to D that makes 
a strong secure channel which is very much essential to get the 
better outstanding throughput without any loss of data packet. 
And lastly we can also prevent our data from passive attackers 
like eavesdroppers, man-in-the-middle attack etc.

X. Conclusion and Future Scope
In our study, we have analyzed the effect of the black hole attack 
in MANET using one of the best routing protocol called AODV. 
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The NS-2 simulator is simulated under two different scenarios first 
is when the black hole attack is attacking the network and whole 
data packet is dropped with zero throughput. Second is using our 
proposed techniques under black hole attack. In contrast to first, 
the second scenarios perform very effectively with zero packetloss 
and maximum throughput. The said solution effectively detect and 
avoid the Black / Gray hole attack in MANET.
In the future work the proposed technique will be enhanced 
by evaluating more complex Z-value to build a very strong 
authentication with more creative way to learn the processing time 
the nodes takes, to scrutinize their efficiency further. So that the 
processing time gets reduced and system can be further improved 
with minimum delay. Hence the system will become better with 
less energy consumption which is an ultimate goal for MANET.
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