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Abstract
Cloud computing is a method of computing which is designed 
from the development of technologies for distributed computing, 
parallel computing and service-oriented architecture. And its aim 
is to provide communication and storage resources in a protected 
environment to deliver the services as fast as possible, which 
is provided via Internet platform. The provided Services in 
e-government are available through Internet, thus cloud computing 
can be used in the implementation of e-government architecture 
and provide better service with the lowest cost using its benefits. 
In this study, the cloud computing in e-government has been 
explained and it’s been attempted to identify the challenges and 
benefits of the cloud to get a better environment to implement 
new technology.
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I. Introduction
Computer scientists have been attempting and innovating a new 
technology that efficiently & effectively utilizes the contemporary 
underlying hardware resources for the benefit of the science and 
business community. From mainframes to recent virtual machines 
on "Clouds", computational history experienced a trend of 
alternatively convergent and divergent patterns for the use of 
computing resources. Mainframe/Mini Computers processed users 
programs centrally on time sharing concept. The deep penetration 
of cheap Personal Computers affected almost every corner of 
computing thus diverging the resources.

A. Initiative of E-Governance
Governments have launched various e-Governance project at all 
levels to provide services and information to the citizens and 
businesses. ICT (Information and Communication Technologies) 
has been used in various level of Government for enhancing 
e-Governance level. E-Governance delivers various web-services 
irrespective of the geographical and language barriers. 
E-Governance covers various relationships as follows:

1. Government to Citizen (G2C) 1. 
2. Citizen to Government (C2G) 2. 
3. Government to Government (G2G) 3. 
4. Government to Business (G2B) 4. 

Delivering services to the citizen is the main concern for all the 
government around the world.In India this challenge is very 
big because of its diversity and population. Citizen Charter 
provides the basic duties and commitment of any organization 
(Government) towards its citizen. But there are lots of issues 
that affect successful implementation of E-Governance projects. 
Now-a-days Governments are providing citizen services via 
e-Government, it is a must that there is opportunity for all 
citizens all over the country to have some form of access to these 
e-Government services. 

III. Cloud Based Architecture of E-governance
Cloud computing model can offer an easy means of achieving the 

unified application model across all local government entities with 
multi-tenancy. To achieve an optimal or suboptimalallocation for 
immediate cloud services, the cloudenvironment with security is 
the best option. Cloud computing is cheaper than other computing 
models; zero maintenance cost is involved since the service provider 
is responsible for the availability of services and clients are free 
from maintenance and management problems of the resource 
machines, so organizations do not need to pay for and look after 
their internal IT solutions. Moreover,it is characterized by:

 A distributed system where applications are stored ina cloud 1. 
of decentralized servers that can be reachedthrough an Internet 
connection and a Web browser.
A strong extensibility at the applications, platformsand 2. 
infrastructures levels.
The resources offered by the cloud can bedynamically 3. 
assigned according to the need.
A strong tolerance when one or several resources 4. 
breakdown.
A business models where customers pay according tothe 5. 
resources used.

A. Types of Cloud Computing
Cloud computing can be classified into four types based on the 
location where the cloud is hosted. These four types have common 
traits, but they also have different key features. 
The four types of clouds are:

1. Public Cloud
Cloud provider dynamically allocates resources on a per-user basis 
through web application. This type, public cloud, allows unlimited 
access and unlimited data capacity for the consumers. 

2. Private Cloud
The private cloud is known as an internal cloud. The private cloud 
computing is the next generation of virtualization. This type allows 
increased data security and customized IT network control. 

3. Hybrid Cloud
Usage of both public and private cloud together. 

4. Community Cloud
Organizations of the same community share computing 
infrastructure. This cloud may be managed by the organization 
or by a third-party. 

B. Services of Cloud Computing
The three types of services are commonly provided in cloud based 
architecture:

1. Software as a Service (SaaS)
The services that provided by this layer, using applicationsthat 
are running on a cloud infrastructure, and it is available through 
an interface such as a web browser. SaaS is a fully operational 
environment for program managementand an interface. 
In this section, the client, does not control or manage any 
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cloudinfrastructure including network, servers, operating systems, 
storage, and application. Theexception of it is just limited setting 
in user-level.

2. Platform as a Service (PaaS)
In these kinds of services, client is possible to putapplication or 
purchased programs on the cloud infrastructure set. In this case 
thecustomer does not control or manage any cloud infrastructure, 
network, servers, andstorage space underneath. But the application 
is placed on self-control.

3. Infrastructure as a Service (IaaS)
This form of service delivery has provided anopportunity for 
customers, such as processing power, storage, networks and 
otherfundamental computing resources, and even the operating 
system and applications.
The customer does not manage or control the underlying 
infrastructure, the operatingsystem, programs and data storage 
are controlled by her. In this type of service, a virtualserver on 
the cloud is completely in the service of the customer.

C. Benefits of Cloud Computing 

1. Service Demand on Self
Using this feature when needed the customer can easily 
andautomatically access to computing facilities like server, net, 
storage and soon from anyprovider.

2. Ubiquitous Network Access
It implies that the facilities are accessible on the net andthey can 
be used following standard methods. The methods which support 
weak andstrong clients like laptop and mobile phones.

3. Location-independent Resource Pooling
This features pools different customers neededresources in the 
same place dynamically by the providers. These resources can 
includethe storage, memory, the bandwidth of net and virtual 
machines.

4. Rapid Elasticity
Using this feature, the facilities can be provided rapidly and with 
highelasticity and can be expanded or release fast. In other words 
the services can always beupdated and improved and accessible 
for the users.

5. Measured Service
This feature enables monitoring, control and reporting of 
theresources, and can apparently control and report the amount 
and quantity of resourceusing for both customer and the provider 
of the infrastructure. In other words all thesefeatures cover the 
coherence and appearance of the clouds.

D. Challenges of Cloud Computing

1. Data Scaling
As we know the e-Governance projects deals with the huge amount 
of data (of citizens), so, the option of scaling of databases according 
to the data should be there. Cloud databases support high-end 
scalability and also distributed scalability. These databases can be 
used for on-demand scalability of e-Governance applications. 

2. Auditing and Logging
In e-Governance services tracing is required at periodic interval. 
Information Technology Services can be used for controlling 
corruption in Government Departments. Regular Audits (process 
as well as security audits) must be done to ensure high security of 
the system. Cloud can make audit process easier by analyzing huge 
amount of data and detecting any fraud. With the help of cloud a 
defense mechanism can be developed to enhance the security. 

3. Rolling Out New Instances, Replication and 
Migration
Government works at different levels to provide services to its 
citizens. Therefore e-Governance applications should be present 
at different levels of Government (departments, states, cities, 
districts and municipalities etc.). A project in a district can be 
applied for other district also by creating its replication. So, all 
e-Governance application should have this option available. Cloud 
offers excellent architecture to support the feature of Replication, 
new Instances and Migration. 

4. Disaster Recovery
Natural disasters like floods, earthquakes, wars and internal 
disturbances could cause the E-Governance applications not only 
loose data, but also make services unavailable Cloud virtualization 
technologies give the facilities of backups and restoring. It also 
gives such application and facilities by which migration and 
disaster recovery becomes possible. 

5. Performance and Scalability
Commonly e-Governance technologies are required to meet 
the growing numbers and demand of citizens. If implemented, 
the E-Governance portals could become the biggest users and 
beneficiaries of Information Technology. Scalability is inbuilt in 
Cloud Architecture. E-Governance applications can be scaled to 
larger extent with the help of Cloud. 

6. Reporting and Intelligence
Various factors like data center usage; peakload hours, 
consumption level, power usage etc. are to be monitored for the 
better utilization of resources. Different services provided by the 
Government can become better and citizen friendly if they can 
be visualized properly. Different frameworks like MapReduce 
(Apache Hadoop) can process large dataset available on clusters 
of computers. Cloud computing offers easy integration with these 
types of frameworks.

7. Policy Management
Government has certain policies in terms of dealing with citizens. 
E-Governance also adheres to these policies. Along with the 
infrastructure and data center, policies have to be enforced for 
day to day operations. Cloud helps in implementing these policies 
in data centers. Policies like securities, application deployment 
etc. are too applied on data centers seamlessly.

8. Systems Integration and Legacy Software
The main advantage of e-Governance can be the data sharing 
between different applications. This shared data can be used for 
different purposes in the Government. The information technology 
empowers e-Governance in co-relating data across application 
and share messages across different systems for the betterment 
of the end user (citizen). Service Oriented Architecture (SOA) 
of Cloud provides awesome solution for integration of various 
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applications. Also, the applications which are already built can 
be easily moved onto cloud. 

9. Obsolete Technologies and Migration to New 
Technologies
Software and platforms becomes obsolete on the arrival of 
their newer versions. Moving to newer version of software is 
never an easy task, lots of security patches exist in between the 
shifting, which must be dealt with great care. Cloud deal with this 
requirement very effectively. The different versions of software 
exist in parallel at the same time. Firstly, the versions are tested 
and then the application can be migrated into the newer one.

IV. Conclusion
This study concludes that the Cloud provides an effective solution 
to almost every problem faced to implement the E-Governance 
successfully. The Cloud offers seamless integration with all the 
technologies present today. The projects of E-Governance can be 
heavily benefited with the introduction of Cloud Framework. Lots 
of research has to be conducted before implementing Cloud in 
E-Governance. Before, moving to the cloud computing, one should 
have the security issues in mind. Security of any cloud-based 
services must be closely reviewed to understand the protection 
of information.
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