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Abstract
Cloud computing is a new computing technique whose aim is to 
convert computing into utility. In this software or infrastructure 
is provided by various utility providers and user need not to 
purchase their own software and hardware. Here the customer 
will lease computing resources as a service, and take advantage 
of processing power and storage capabilities of a big centralized 
infrastructures rather using small client infrastructure. This is a 
great advantage for small organization and individuals who need 
to use computer services temporarily and don’t want to invest in 
dedicated infrastructure.Clouds can be Public, Private, Hybrid 
and Community depending on their location. Clouds can also be 
classified on the bases of services provided by them as IaaS, PaaS 
and SaaS. Beside this,there are various challenges like security, 
compliance, standards etc in cloud environment.
The goal of this paper is to provide overview of cloud computing 
environment. This paper provides a snapshot of what the cloud 
computing means and what are its various classifications. Also the 
benefits and challenges of cloud computing are discussed.
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I. Introduction
Cloud computing is an emerging area of information technology.
It is enabling the use of storage,processing, software applications, 
or operating systems, not by buying them perpetually 
andinstallingthem on personal computersrather these resources 
are used as a service provided by a cloud service provider. 
In a  cloud computing, all the data, software and hardware are 
put on a server or a group of servers, and that can be accessed  
through the internet without the need for local installation of these 
resources, This allows the end user to use small computing devices 
and still manage to do huge tasks on cloud. In many cases client 
require computer with minimal Operating System and capable of 
running web browser.

A. Cloud Computing
Cloud Computing is the delivery of computing as a service 
rather than a product, whereby shared resources, software, and 
information are provided to computers and other devices as a 
utility (like the electricity grid) over a network (typically the 
Internet). [Def. Wikipedia]
On basis of location where a cloud is hosted it can be classified 
into fourtypes [1]:

1. Public Cloud
In this type of a cloudinfrastructure is hosted at the cloud 
provider’s premises. The end user has no information about the 
physical location of the cloud hosting infrastructure. The cloud 
infrastructure is shared among various end users.

2. Private Cloud
In this type of cloud physical architecture is dedicated to the one 
end user and is not shared with other people. Thesetype of clouds 
expensive but are more secure than Public Clouds. These clouds 

may be hosted externally or on the customer’s premises but the 
customer has complete information regarding the same. 

Fig. 1:

3. Hybrid Cloud
This type of a cloud is a combination of private and public cloud, 
a user of hybrid cloud would use mission critical application on 
a private cloud but less critical application on the public cloud 
which is comparatively less expensive. 
Cloud Burstingand associated term used for a system where 
anorganization uses private cloud for normal usage, but public 
cloud is temporarily used for peak loads.

4. Community Cloud
These type of clouds are basically extension of public clouds in 
which the service is provided to only a particular type of businesses, 
for example there might be cloud for government organizations, 
educational institutes or IT companies.

B. Classification of Cloud on the Basis of Service 
Provided
Private as well as public cloud computing networks can be 
categorised into the following three important components:

1. Infrastructure as a Service
Normally an organization will keep the computing resources, 
storage etc.on one server at some location and hence the 
computational infrastructure is fixed. By usingcloud computing, 
the infrastructure i.e. hardware, such as processor, memory and 
space are provided to the end user ondemand basis, hence the 
term ‘Infrastructure as a Service’ (IaaS) is used to describe such 
an arrangement.

2. Platform as a Service
It require first to provide central infrastructure (i.e. resources) with 
an added facility that allows users to develop and build their own 
applications as per requirement. 

3. Software as a Service
Software as a Service (SaaS) is terminology used when a user 
doinstead of purchasingthe software uses it via cloud computing 
as and when required. Cloud service provider remains the owner 
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of the software and the user only uses it on rental basis. In this 
way business applications are no longer a capital expenditure item 
but instead are an operational expenditure cost.

Now a days all big IT companies are delivering cloud services. 
Examples include the following:
Google — Google probably is the first and the biggest provider of 
cloud services such as email access, google docs, text translations, 
google maps, web analytics, and many more.
Microsoft — Microsoft has a service called MicrosoftSharepoint 
that allows for content and business analytics tools to be used on 
cloud, Microsoft has also launched Office 365 which includes all 
MS office applications available through cloud.
Infosys Technologies- Bangalore based company offering  its 
cloud  computing services 
Reliance Data Centre- based on Microsoft platform for 
Enterprises is offering its Reliance Cloud computing Services 
under its division Reliance Communications
Wipro Technologies –The company is offering its services as 
Wipro w-SaaS
TCS – This Company is offering end to end IT solution to any 
problem we have, for example, we can have business software, 
bandwidth, network and different types of hardware. It is offering 
IaaS+SaaS

Characteristics
The following are general characteristics of Cloud computing:

Shared Infrastructure: Cloud uses a virtualized software 
model, through which it enables sharing of physical devices, 
storage capacity, and networkinginfrastructure. The cloud 
infrastructure, in all its models, shares most of the available 
technical infrastructureacross various users.

Dynamic Provisioning: It means that services are provided 
based on current demand and requirements. This is usually 
automaticallydone using some automation technique, enabling the 
expansion and contraction of resources, as needed. This dynamic 
provisioning has to be done with the same level of reliability and 
security.

Introduction to Cloud Computing White Paper
Network Access: The cloud services are accessed across the 
internet using various devices such as PCs, laptops, and smart 
phones, using standards-based application interfaces. Deployments 
of cloud based services involveseverythingfrom using cloud 
applications to the introduction latest application on the latest 
mobile devices.

Managed Metering: It means that the usage of cloud services 
has to be managed and optimized to provide correct reporting 
and billing information.In this approach, consumers are billed 
for resources according to the actual use and consumption of 
resources during the billing period.

In short, cloud computing allows for the sharing and scalable 
deployment of services, as needed, from almost any location, 
andfor which the customer can be billed based on actual usage.

Benefits
The benefits of using and providing cloud computing-based 
application and services are as follows:

Cost Savings: Users can reduce their initial start-up cost by using 
cloud service and thus can start a business with the reduced risk 
of blocking the capital investment.

Scalability/Flexibility: The company can start by paying for 
minimal amount of resources required for the job and the resources 
can be easily scaled up as and when required by the increase in 
demand from the customer, also more resources can be leased for 
peak hours of the business.

Reliability: Resources provided by the cloud provider are 
very reliable as e redundant sites are provided to support 
business continuity in times of catastrophic failures and disaster 
recovery.
Maintenance: Cloud service providers maintain their system, and 
access is provided through APIs that do not require installations 
on personal devices, thus maintenance required is minimal.

Mobile Accessible: The cold application and services can be 
used from any location, the user just needs to have access to the 
internet and computing device.

II. Review of Literature
The definition of cloud computing is not consistent across the 
industries and computer expert and there are multiple prevalent 
definitions for the same. We have examined the possible definition to 
evolve the understanding and precise description of cloud services. 
The following are the four definitions for cloudcomputing:

“Cloud computing is a model for enabling convenient, on-demand 
network accessto a shared pool of configurable computing resources 
(e.g., networks, servers,storage, applications, and services) that 
can be rapidly provisioned and releasedwith minimal management 
effort or service provider interaction.” - U.S. NationalInstitute of 
Standards and Technology (NIST) [2]

“A pool of abstracted, highly scalable, and managed compute 
infrastructurecapable of hosting end-customer applications and 
billed by consumption” -
Forrester Research, Inc. [3]

“A style of computing where massively scalable IT-enabled 
capabilities are deliveredas a service to external customers using 
Internet technologies.” - Gartner,Inc. [4]

“A Cloud is a type of parallel and distributed system consisting 
of a collectionof interconnected and virtualized computers that 
are dynamically provisionedand presented as one or more unified 
computing resources based on service-levelagreements established 
through negotiation between the service provider andconsumers” 
- R. Buyya, C.S Yeo, and S.Venugopal [5]
There are many definitions of cloud computing [e.g. 2, 3, 4,5]. A 
working definition has been published by the US NIST [6] that 
capturesmost of the commonspects of cloud computing. According 
to this definition cloud computing has: 

Five characteristics: self-service and on-demand, broad access, • 
pooling of resource, scalability, and service measurment. 
Four deployment models: private, public, community, and • 
hybrid clouds. 
Three service models: (SaaS) Software as a Service, • 
(PaaS) Platform as a Service, and (IaaS) Infrastructure as 
a Service. 
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Benefits and Risks
Motahari-Nezhadet al. [9] has demonstrated the risk and benefits of 
using cloud computing in business scenario. They have shown the 
lack of environmental provisions for helping businessesmigrate 
from theconventional applications to the cloud environment.

Yanosky [10] demonstrated that how a trainerin company who 
needs to run a week long training can totally bypass the IT security 
policies of the company by running the training on the cloud 
based servers.

According to Armbrustet al. [11] scalabitiyi.e. the ability to quickly 
scale down or up one’s resource usage,is very economic decision 
as the resources would never be under or over provisioned as 
compared to actual needs. A verygood real-world example of 
scalability is Animoto.com whose active users increased from 
25,000 to 250,000 for their facebook application, in three days 
and they increased the resources quickly to adapt to the growing 
needs of resources by using cloud infrastructure.

Klemset al. [13] has done extensive research regarding 
deploymentof systems in the clouds and its economic feasibility. 
They highlighted some technical and economic issues that need 
should be considered while evaluating cloud adoption. The 
considerations have been developed as a framework that can be 
used to evaluate the costs of using cloud computing as compared 
to the legacy approaches, such as using in-house computing 
infrastructure.

Liet al. [14] has evaluated the costs of cloud computing from the 
provider’s perspective. They developed a model to calculate the 
Total Cost of Ownership of implementing and maintaining a cloud 
by considering the costs of software, hardware, electricity, real-
estate and staff. The tool would be useful for all cloud providers 
as the cost factors are same for all companies.

Security, Legal and Privacy Issues
Privacy, security and legal issues are very important in cloud 
computing. Most of the privacy and security issues in cloud 
computing are caused due to lack of control of the physical 
infrastructure by the end user. This leads to legal issues which 
are based on the cloud’s physical location, and determines its 
jurisdiction. Also as resources are shared and lead to the need for 
new solutions for privacy and security.

Jensen et al. [15] has studied the security issues in cloud computing. 
Most of the issues are generic and apply to cloud computing as 
well as the underlying security problems of web browsers and web 
services. However, the security challenges become more important 
in cloud computing as it makes heavy use of these services and 
users relies on web browsers to accesscloud services.

For example, denial of service attacks were very common even 
before cloud computing became popular, but when an cloud 
application is targeted by a DoS, the user could actually end-up 
paying for the attackeras the resource usage will increase. This 
could be significantly increasethe peak usage of that application as 
compared to in-house resources usage. In fact, Jesper [16] reported 
such case with their application running which was being run 
on Amazon’s cloud but it was not clear that themalicious usage 
generated by the was charged or exempted by Amazon. 

In response to such security concerns and incidents Cloud Security 
Alliance has been established, which is abusiness group with 
members from companies such as HP and Microsoft. They have 
published a set of guidelines and best practices for organizations 
migrating to cloud computing. They cover a wide range of areas 
such as portability and interoperability, encryption and key 
management, and risk management [17].

Armbrustet al. [11] discussed the security of systems deployed 
in in-house data centres and compared them with the security of 
a cloud based solution. They found that systems deployed in the 
cloud could have same level of security as systems deployed in in-
house data centres. They supported their hypothesis by mentioning 
the appropriate use of techniques such as encrypted storage to 
securethe system deployed on the cloud.

Pearson [18] has researched the privacy risks in cloud environment. 
She has studied these risks from the individual and organizational 
perspective of use cloud computing. In case of an individual, 
cloud computing exposes him to the risk of lack of knowledge 
regarding the location and jurisdiction data storage, personal data 
exposure to unknown people. In case of an organization, migration 
and data leak on cloud computing may lead to loss of reputation, 
data loss which might lead to legal liability andloss of user-trust. 
Pearson has given guidelines regarding privacy requirements that 
should be considered when designing and implementing cloud 
based applications and services. For example disclaimers must 
be given regarding the collection and possible use of data being 
collected from the end user and letting the user decide if they 
want to share the data or not. Theseguidelines have been used to 
develop a number of guidelines being used by software engineers 
developing cloud applications, these guidelines suggest that the 
data transferred through cloud should be minimal, and should get 
complete control and choice about their data.

Cloud Computing Challenges
The cloud computing environment today is faced with multiple 
challenges some of these challenges will automatically reduce 
as the cloud computing will mature further most some of the 
challenges will actually pave the way for new opportunities in 
cloud computing , if they are noticed and resolved in the planning 
stages. Some of the most commonly stated challenges of cloud 
computing are as follows:

Security and Privacy — two of the most important issue hindering 
the exponential growth of cloud computing security and privacy 
of data, and monitoring the use of end users data by the service 
providers. If these two issues can be addressed satisfactorily the 
growth of cloud would be much faster. The security and privacy 
of a cloud environment can be enabled by using a hybrid cloud 
approach in which the confidential and critical data might be kept 
on the private cloud and large but lesscritical data can be accessed 
through the public cloud.
Lack of Standards —The cloud computing is an innovative 
technology and there are no established standard which all cloud 
providers are following, because of which it is very unlikely that 
the solution are interoperable. Lately some effort has been made to 
standardize the cloud services the Open Grid Forum is in process 
of developing Open Cloud Computing Interface to standardize the 
services and interfaces to be used in cloud computing.
Continuously Evolving —Typically a cloud especially a public 
cloud would evolve continuously as the requirement of the user for 
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networking, storage and interfaces will change continuously. This 
means that the cloud infrastructure will also change continuously 
and evolve over period of time.
Compliance – Many countries’ data protection laws restrict the 
way in which data can be stored and mandate the way in which 
it must be protected. Cloud computing usage, especially where 
it utilizes the public cloud, may place the organization in non-
compliance with data protection laws. It is, therefore, important 
that this is considered both prior to and during cloud computing 
implementation.
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