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Abstract
Currently the enterprises are moving towards less cost, more 
availability, agility, managed risk, all of that is accelerated 
towards Cloud Computing. Cloud is not a specific product, but 
a simplest way of delivering IT services that are serviced on 
demand, elastic to rescale as needed, and follow a pay-for-usage 
model. Out of the three common kinds of cloud computing service 
models, Infrastructure as a Service (IaaS) is a service model that 
provides servers, computing power, network bandwidth and 
Storage capacity, as a service to their subscribers. Cloud will 
relate to many things but without the basic storage items, that is 
provided as a service particularly Cloud Storage, none of the other 
applications is feasible. But there are many security issues in cloud 
storage. The solution for that is to work on encrypted data i.e. store 
the data into the cloud database in encrypted format and operate 
on that encrypted data and directly connect distributed client to 
encrypted cloud database i.e. without intermediate proxies  We 
propose an innovative architecture that guarantees confidentiality 
of data stored in public cloud databases. Unlike state-of-the-art 
approaches A large part of the research includes solutions to support 
concurrent SQL operations It is worth observing that experimental 
results based on the TPC-C standard benchmark show that the 
performance impact of data encryption on response time becomes 
negligible because it is masked by network latencies that are 
typical of cloud scenarios concurrent read and write operations 
that do not modify the structure of the encrypted database 
cause negligible overhead. Dynamic scenarios characterized by 
concurrent modifications of the database structure are supported, 
but at the price of high computational costs These performance 
results open the space to future improvements Column (COL) is 
the default confidentiality level that should be used when SQL 
statements operate on one column; the values of this column are 
encrypted through a randomly generated encryption key that is 
not used by any other column Multicolumn (MCOL) should be 
used for columns referenced by join operators, foreign keys, and 
other operations involving two columns; the two columns are 
encrypted through the same key  Database (DBC) is recommended 
when operations involve multiple columns; in this instance, it is 
convenient to use the special encryption key that is generated 
and implicitly shared among all the columns of the database 
characterized by the same secure type.
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I. Introduction
Cloud Databases provides a complete solution for customers 
demanding a high-performance, purpose-built infrastructure 
designed for relational databases backed and supported by engineers 
who specialize in MySQL workloads. A DBaaS promises to move 
much of the operational burden of provisioning, configuration, 
scaling, performance tuning, backup, privacy, and access control 

from the database users to the service operator, offering lower 
overall costs to users. Database-as-a-service (DBaaS) is attractive 
for two reasons. First, due to economies of scale, the hardware 
and energy costs incurred by users are likely to be much lower 
when they are paying for a share of a service rather than running 
everything themselves. Second, the costs incurred in a well-
designed DBaaS will be proportional to actual usage -this applies 
to both software licensing and administrative costs. The latter are 
often a significant expense because of the specialized expertise 
required to extract good performance from commodity DBMSs. 
By centralizing and automating many database management 
tasks, a DBaaS can substantially reduce operational costs and 
perform well. In this paper we define a new scheme named Latent 
Semantic Analysis (LSA)-based multi-keyword ranked search 
which supports multi-keyword latent semantic ranked search. 
By using LSA, the proposed scheme could return not only the 
exact matching files, but also the files including the terms latent 
semantically associated to the query keyword 

Fig. 1:

II. Related Work
Cryptographic file systems and secure storage will guarantee 
confidentiality of the data and the integrity of data which will 
be stored on untrusted cloud. DBMS engines offers encryption 
of data using Transparent Data Encryption (TDE) [3].It possible 
to build a trusted DBMS over untrusted storage by using this 
technique. But, in the DBaaS context the DBMS engine is not 
trusted because it is controlled by the cloud provider, hence the 
TDE approach is not suitable for the cloud database services. 
An approach to preserve data confidentiality in scenarios where 
the DBMS is not trusted. However it requires a modified DBMS 
engine that is not compatible with commercial and open source 
DBMS software adopted by cloud providers. On the other hand, 
the we proposed architecture is compatible with standard DBMS 
engines, and allows customers to make a secure cloud database 
by leveraging cloud DBaaS readily available. The proposal in [4] 
uses encryption to control accesses to encrypted data stored in a 
cloud database. This solution is not applicable to usage contexts in 
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which the structure of the database changes, and does not support 
concurrent accesses from multiple clients possibly distributed 
on a geographical scale Cloud storage providers provide storage 
varying from small amount of data to even the entire warehouse 
of an organization. User can pay to the cloud storage provider for 
what they are using and how much they are transferring to the 
cloud storage. In the cloud storage environment the user copies 
the data into one of the data server of the cloud storage provider. 
This data will be made available to the remaining data servers on 
the cloud which will be result in high availability of the data 

III. System Design
We propose a novel architecture that integrates cloud database 
services with data confidentiality and the possibility of executing 
concurrent operations on encrypted data. This is the first solution 
supporting geographically distributed clients to connect directly 
to an encrypted cloud database, and to execute concurrent and 
independent operations including those modifying the database 
structure. The system model can be considered as three entities, as 
depicted the data owner, the data user and the cloud server. Data 
owner has a collection of data documents and a set of distinct 
keywords is extracted from the data collection D. The data owner 
will firstly construct an encrypted searchable index I from the data 
collection Then, the data owner uploads both the encrypted index 
I and the encrypted data collection C to the cloud server. Data user 
provides t keywords for the cloud server. The cloud server only 
sends back top-l files that are most relevant to the search query 

Fig. 2:

Advantages of Proposed System
The proposed architecture does not require modifications to 1. 
the cloud database, and it is immediately applicable to existing 
cloud DBaaS, such as the experimented PostgreSQL Plus 
Cloud Database, Windows Azure and Xeround.
There are no theoretical and practical limits to extend our 2. 
solution to other platforms and to include new encryption 
algorithm.
It guarantees data confidentiality by allowing a cloud database 3. 
server to execute concurrent SQL operations (not only read/
write, but also modifications to the database structure) over 
encrypted data.
It provides the same availability, elasticity, and scalability 4. 
of the original cloud DBaaS because it does not require any 
intermediate server.

IV. Methodology

A. Setup Phase
Here describe how to initialize a secure DBaaS architecture from a 
cloud database service acquired by a tenant from a cloud provider. 
Here assume that the DBA creates the metadata storage table that 
at the beginning contains just the database metadata, and not the 
table metadata.

B. Metadata Module
In this module, we develop Meta data. So our system does not 
require a trusted broker or a trusted proxy because tenant data and 
metadata stored by the cloud database are always encrypted. In 
this module, we design such as Tenant data, data structures, and 
metadata must be encrypted before exiting from the client.

C. Sequential SQL Operations
The first connection of the client with the cloud DBaaS is for 
authentication purposes. Secure DBaaS relies on standard 
authentication and authorization mechanisms pro-vided by the 
original DBMS server. After the authentication, a user interacts 
with the cloud database through the Secure DBaaS client.

D. Concurrent SQL Operations
The support to concurrent execution of SQL statements issued by 
multiple independent (and possibly geographically distributed) 
clients is one of the most important benefits of Secure DBaaS 
with respect to stateof- the-art solutions.

Fig. 3:

V. Multi-Keyword Ranked Search
The existing systems like exact or fuzzy keyword search, supports 
only single keyword search. These schemes doesn’t retrieve the 
relevant data to users query therefore multi-keyword ranked 
search over encrypted cloud data remains a very challenging 
problem. To meet this challenge of effective search system, an 
effective and flexible searchable scheme is proposed that supports 
multi-keyword ranked search. To address multi-keyword search 
and result ranking, Vector Space Model (VSM) is used to build 
document index, that is to say, each document is expressed as 
a vector where each dimension value is the Term Frequency 
(TF) weight of its corresponding keyword. A new vector is also 
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generated in the query phase. The vector has the same dimension 
with document index and its each dimension value is the Inverse 
Document Frequency (IDF) weight. Then cosine measure can be 
used to compute similarity of one document to the search query
The equation for finding the F- Measure is:

Multi-keyword Ranked Search: •	 It supports both multi-
keyword query and support result ranking.
Privacy-Preserving: •	 Our scheme is designed to meet the 
privacy requirement and prevent the cloud server from 
learning additional information from index and trapdoor.

A. Performance Analysis

Fig. 4: 

Index	Confidentiality.	1.	 The TF values of keywords are stored 
in the index. Thus, the index stored in the cloud server needs 
to be encrypted;
Trapdoor	Unlinkability.	2.	 The cloud server should not be able 
to deduce relationship between trapdoors.
Keyword	 Privacy.	3.	 The cloud server could not discern 
the keyword in query, index by analyzing the statistical 
information like term frequency.

VI. Conclusion
We propose an innovative architecture that guarantees 
confidentiality of data stored in public cloud databases. Unlike 
state-of-the-art approaches, our solution does not rely on an 
intermediate proxy that we consider a single point of failure and 
a bottleneck limiting availability and scalability of typical cloud 
database services. A large part of the research includes solutions 
to support concurrent SQL operations (including statements 
modifying the database structure) on encrypted data issued by 
heterogeneous and possibly geographically dispersed clients. 
The proposed architecture does not require modifications to 
the cloud database, and it is immediately applicable to existing 
cloud DBaaS, such as the experimented PostgreSQL Plus Cloud 
Database Windows Azure and Xeround There are no theoretical 
and practical limits to extend our solution to other platforms and 
to include new encryption algorithms. It is worth observing that 
experimental results based on the TPC-C standard benchmark 
show that the performance impact of data encryption on response 
time becomes negligible because it is masked by network latencies 
that are typical of cloud scenarios. These performance results open 
the space to future improvements that we are investigating.

VII. Future Work
We identify a few challenging issues for future work on secure 
and reliable data outsourcing in cloud computing as follows. 
As presented in our proposed cloud data storage service, the 
availability in data In our proposed data utilization solutions as 
presented  the query computation cost in the server side is linear 
with the number of documents in the dataset. Currently data 
owners outsource more and more data into cloud servers, so it is 
of practical use to make the query faster. To address this problem, 
we plan to explore more efficient search algorithm based on tree 
structures  We further plan to investigate new security and privacy 
problems in the un trusted cloud server model. In practice, cloud 
servers may sometimes behave beyond the known background 
model. This can happen either because cloud server intentionally 
wants to do so for saving cost when handling large number of 
search requests, or there may be software bugs, or internal/external 
attacks. Thus, enabling a search result authentication mechanism 
that can detect such unexpected behaviors of cloud server is also 
of practical interest and worth further investigation. Our early 
work has been aware of this problem, and provided a solution to 
authenticating ranked search result but only for single keyword 
search
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