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Abstract
Effective network management is becoming crucial to manage 
large amount of network data traffic with less resources. Network 
management is fulfilled by network monitoring which includes 
traffic monitoring which depends on throughput, utilization, error 
rate and many other performance metrics. There are several ways 
to calculate these metrics but we have used passive approach to 
calculate these performance metrics. We have developed a network 
monitoring tool by which network manager can visualize these 
metrics easily to take necessary decisions.
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I. Introduction
Network Management is becoming the backbone of every 
organization, having large amount of data traffic with limited 
resources. So, effective traffic management is very important in
providing QoS (Quality of Service) and efficient allocation of 
resources. Traffic management is a critical component of network 
management, especially for large-scale and complex organizations. 
There are various measurement metrics that can be used to monitor 
network performance such as availability of network over a certain 
period, packet delay, packet loss, response time, throughput, 
bandwidth and link utilization etc. For example, link utilization, 
one of the main performance metrics, helps Network Managers to 
maintain QoS by finding out how much of the link bandwidth is 
currently being utilized, and whether the link capacity is sufficient 
to meet the needs of customer quality standards or not. There are 
several ways to measure network performance [1]:

A. Traffic Monitoring
Network information is collected by monitoring packets that are 
moving between network devices. After the network packets have 
been captured, they must be decoded and analyzed to see what 
trends and/or problems exist on the network.

B. Querying Network Devices
This is a simple way to collect network data by querying network 
devices. This requires a network device to be a managed device 
that has an agent, which can be probed and provides required 
data. 

C. Generate Test Traffic
This technique requires mathematical skills and the knowledge of 
network theory. Network performance is analyzed by generating 
test traffic which requires minimum of two devices, and is 
measured by "Packet Pair” and “Packet Train” methods [2]. It 
is critical to manage the entire network efficiently due to large 
amount of data traffic and limited resources. For effective network 
management, Network Managers need to have knowledge of 
various network performance metrics. This will not only help them 
in performance evaluation of the network but also in rectification 
of different problems such as a link is down, a device is down, or 
any device that is generating low traffic which needs to be replaced. 

The results obtained from network metrics can be achieved by 
designing a simple tool.
The objective is to design a network performance monitoring 
tool using SNMP that will collect information and statistics on 
a network from manageable devices. This information will be 
used to determine various performance metrics. The objectives 
of the project are:

Develop an appropriate method to poll agents and collect 1. 
performance data using SNMP.
Use the collected data to obtain the required performance 2. 
metrics.
Develop a suitable GUI to show the data in a user friendly 3. 
statistical graph.

II. Background and Terminology

A. SNMP
The main elements of SNMP-based traffic measurements are 
Management Agent (MA), Management workstation (MW), 
Management Information Base (MIB) and SNMP protocol. All 
Management Information objects are stored in MIB with fixed 
format. Every metric being managed can be referred to as one 
object and MIB is a structured set of these objects. The format of 
objects is defined by Structure of Management information (SMI) 
which gives a basic framework to define parameters of MIB and 
structures. MW and MA can configure and poll MIB to gain some  
useful objects. There are five service primitives that are defined to 
configure and poll the MIB. MIB II defined many Object Groups 
such as System, Interface, AT (Address Translation), IP, ICMP,
TCP, UDP, SNMP and so on.
SNMP is designed to be simple so it does not do any processing; 
it just saves some basic data to be delivered to a manager. Hence, 
the manager does the complex work and a meaningful statistics 
to preview the status of the network. SNMP consists of five 
simple commands, three of them from the manager to the agent 
and two from the agent to the manager. Fig. 1 illustrates SNMP 
commands.
Following are the Interface Group Object IDs, which will be used 
to calculate performance monitoring metrics.

ifOutOctets: The total number of octets transmitted out of • 
the interface.
ifInOctets: The total number of octets received on the • 
interface.
ifOutNUcastPkts: The total number of packets that higher-• 
level protocols requested be transmitted to a non-unicast (i.e., 
a subnetwork- broadcast or sub-network-multicast) address 
including those that were discarded or not sent.
iflnNUcastPkts: The number of non-unicast (i.e., sub-network • 
broadcast or sub-network multicast) packets delivered to a 
higher-layer protocol.
ifOutUcastPkts: The total number of packets that higher-level • 
protocols requested be transmitted to a sub-network unicast 
address, including those that were discarded or not sent.
iflnUcastPkts: The number of sub-network unicast packets • 
delivered to a higher- layer protocol.
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Fig. 1: SNMP Commands

These OIDs obtained from the Interface group will be used to 
obtain the different metrics by doing mathematical computations. 
The computed metrics are as follows:

Response time: How long the packet takes to traverse the 1. 
network. Packet delay time and packet loss can also be 
calculated through it.
Availability: The duration of time the networking component 2. 
works.
Network utilization: It presents the percentage of time that 3. 
the network is in use over a given period.
Network throughput: It represents the amount of network 4. 
bandwidth available for a network application at any given 
moment.
Accuracy: It is a percentage that represents the success rate 5. 
over all traffic rates. (The higher is better).

III. Related work
There are two approaches for network monitoring:

A. Active measurement approach [3]
Where test packets are sent into the network to measure network 
performance. Ping and trace route tools are considered to be under 
this approach. The active approach requires a good understanding 
of networking and mathematics to minimize test traffic and get 
accurate results at the same time [6].

B. Passive measurement approach [4]
This method does not generate any traffic to the network; instead 
it uses devices to monitor traffic. SNMP, RMON, and NetFlow 
[5] are examples of such approach where these protocols are 
implemented inside devices and capture traffic to monitor the 
network. The passive approach measures real network traffic, so it 
does not generate additional test traffic on the network. However, 
the security issues arise here because all this information is stored 
in the network devices [6].

C. Combination of active and passive [7-8]
This  approach combines both active and passive monitoring 
using easy-to measure methods. It is based on measuring network 
performance using active-probe packets. It converts the network 
performance to actual performance experienced by user packets 
by weighing the performance with the number of user packets 
arriving near the probe packets that are measured passively.
Therefore, it measures the users performance yet only requires 
simple active and passive monitoring, where the former only 
involves counting of the number of user packets.

Active approach is based on the test traffic means you have to 
generate your own traffic to calculate performance metrics that is 
why this approach has a big draw back that it gives you performance 
results based on test traffic generated by yourself not based on 
original user traffic which is passing inside the network.
Combination approach uses both approaches but is difficult to 
implement and required high profile software and hardware to 
analyze results which increase complexity.
In our project, we are going to use the passive approach that can 
estimate not only the average performance experienced by all users 
but also the actual performance for individual users, organizations, 
and applications. By using this approach we can get statistical data 
about the network where we cannot get it from SNMP variables 
like availability. And we will use the passive approach to evaluate 
other performance metrics like throughput, utilization, and so on. 
We then adapt the interval of getting statistics based on the user 
requirements while making sure that this interval is not greatly 
affecting the performance of the network.

IV. Proposed Solution
In this project, we are going to develop a network performance 
monitoring tool. It will collect statistical performance data from the 
network and stores it into a database. Then it will be displayed to 
the user in a graphical way. Availability and response time will be 
measured via the ping tool. Accuracy, error rate, and utilization will 
be calculated depending on data that are collected using SNMP.

V. Prototype Architecture and design
The manager has a MIB of all agents existing in the network. 
The Manager sends GetRequest and GetNextRequest messages 
to managed devices and in response receives the GetResponse 
messages with the values that were asked from the agents. The 
received values are stored in the management data base for 
performance evaluation and further calculations. The methodology 
and prototype architecture design is shown in fig. 2 where the 
performance monitoring tool is hosted and there are group of 
agents.

Fig. 2: Prototype Design Architecture for Performance Monitoring 
Tool

The tool that we have developed uses SNMPV1 collects data 
of interface group OIDs from MIB. First we have developed a 
virtual network using GNS3 in which we have used 1 router as 
an agent. We have successfully converted the agent (router) from 
non-manageable to manage-able. Our tool polls agent by sending 
GetRequest and GetNextRequest and then receives OID values
with the help of GetResponse. These OIDs are used to calculate 
the performance metrics that will be described later on. Fig. 5 
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illustrates OIDs asked by the manager and delivered by agent. 
Here the OIDs of system group are shown

Fig. 3: Message Sequence Between Manager and Agent

Fig. 4 illustrates our prototype architecture to monitor real time 
TCP, IP and FTP traffic. PC2 is attached to internet and PC1 has 
manager to monitor the traffic. However PC1 is able to access 
internet through PC2. They both are attached to the router (agent) 
from which traffic has to pass. When PC1 and PC2 communicate 
with each other, meanwhile the manager implemented on PC1 can 
monitor traffic by getting data from agent and shows results.

Fig. 4: Prototype Architecture to Monitor Real Time Traffic

VI. Implementation
The tool is implemented using following tools and language:
Visual studio: An application development tool  GNS3: A graphical 
network simulator which allows you to build virtual network 
topologies. C#: As programming language to develop the tool, 
from which GUI can be embedded easily. First of all we have built 
a virtual network topology by using GNS3 by installing various
network elements images. Once the images are installed 
successfully, one can use network devices of his own choice. We 
built the network topology as shown in figure 4 to monitor real 

time network traffic as well. We have used just one router just 
to analyze the traffic on small scale to implement the prototype 
architecture. The router which is an agent must be a managed 
router in order to get the desired OIDs form it. The Agent (router) 
is then attached to the PC1 in figure 4 through loopback adapter 
from one of its interface. The other interface of agent is attached to 
PC2. The PC1 has a manager to get and analyze the OIDs provided 
by agent. One side of PC2 is attached to the agent and other is 
attached to the internet. The topology is built in such a way that 
the PC1 can easily fetch the data from internet through PC2 and 
with the help of manager can analyze the traffic. The topology 
shown in fig. 4 is built so that the real time traffic between PC1 
and PC2 can be monitored and analyzed easily.
At the manager side the tools described above are used to fetch 
data from manageable agent. snmpSharpNet library is used in C# 
to establish the communication between manager and agent. Then 
with the help of GetRequests and GetNextRequests the OIDs of 
interface group are fetched. The OIDs of interface group illustrated 
in section II are fetched and stored into the local data base. These 
OIDs are used to calculate network performance metrics by doing 
some mathematical operations. The performance metrics which 
that can be calculated by using these OIDs are Availability, 
Response time, Error rate, Accuracy, Utilization, Throughput and 
Network Usage, Traffic rate by bytes, Traffic rate by packets and 
Loss are as follows [9-10].
As to develop the tool with limited time we consider just System 
description, Utilization and Throughput. Because GNS3 provides 
the virtual network attached directly to the PC so one can ignore 
other performance metrics like availability, error rate and accuracy 
etc. While these performance metrics can be calculated and 
visualized easily.
Forms class is used in C# to embed GUI and to show utilization 
and throughput in graphs.
The stored values of interface group object IDs are used to calculate 
utilization and throughput and then calculated values of utilization 
and throughput are used to build graphs using classes Google Chart 
Sharp and SharpGraphLib. With the help of these things our tool 
will be able to interact with the network and present statistics. To 
elaborate more the working of tool the software based sequence 
diagram is shown in fig. 5. The view page will provide the user 
with options to select the performance metrics and fill the time 
interval with the type of chart required. The results will be analyzed 
and the charts will be displayed to the user.

VII. Functionality and Utilization
The tool presented here provides the user with the ability to 
monitor network status by obtaining key performance metrics 
including system description, throughput and utilization. Any 
small organization or company that needs to monitor its network 
status and evaluate the performance of the network can use this 
tool. By utilizing such performance statistics manager will be able 
to make proactive decisions.

VIII. Results Analysis
The tool provides the user with graphs of Throughput and 
Utilization to be able to analyze the results. The utilization graph 
is given in % which shows that how much link is being utilized 
with respect to time. Similarly the throughput graph is given in 
bits/sec with respect to time. In the testing phase we analyzed 
the tool by providing low and high traffic separately. During low 
traffic the utilization and throughput were very low as shown in 
figures 5 and 6.
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Fig. 5: Utilization With Low Traffic

Fig. 6: Throughput With Low Traffic

Fig. 7: Utilization With High Traffic

Fig. 8: Throughput With High Traffic

IX. Conclusion
We have developed a network performance monitoring tool. It 
provides the user with ability to monitor network performance. 
It utilizes the libraries available in C# to collect statistics from 
SNMP devices, store this statistics in database. The application 
uses certain C# libraries and classes to provide users with graphical 
view of the network statistics. The tool is flexible by allowing 
user to specify time interval and choose which interface needed 
to show the statistics. 
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