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Abstract
In this paper, we be likely to present Hybrid PACK (Predictive 
ACKs), a single end-to-end traffic redundancy elimination (TRE) 
system, planned for cloud computing users. Cloud-based TRE has 
to apply an even handed use of cloud resources so the bandwidth 
rate decrease combined with the extra cost of TRE calculation 
and storage would be optimized. Hybrid PACK’s main benefit is 
its capability of offloading the cloud-server TRE effort to finish 
purchasers, so minimizing the process prices induced by the TRE 
rule. In contrast to earlier solutions, Hybrid PACK doesn’t need the 
server to endlessly maintain clients’ standing. This makes Hybrid 
PACK terribly suitable for pervasive computation environments 
that mix consumer quality and server migration to take care of 
cloud elasticity. Hybrid PACK relies on a unique TRE technique 
that permits the consumer to use fresh received chunks to spot 
antecedently received chunk chains that successively will be used 
as reliable predictors to future transmitted chunks. We tend to 
present a completely purposeful Hybrid PACK implementation, 
clear to all or any TCP-based applications and network devices. 
Finally, we be likely to analyze Hybrid PACK uses for cloud users, 
using traffic traces from many sources. 
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I. Introduction
The cloud computing paradigm has achieved widespread adoption 
in recent years. Its success is due mostly to  customers’ ability to 
use services on demand with a pay-as-you go evaluation model, 
which has evidenced convenient in several respects. Low prices 
and high flexibility create migrating to the cloud compelling. 
Cloud computing is that the long unreal vision of computing as a 
utility, where users will remotely store their knowledge into the 
cloud thus enjoy the on-demand prime quality applications and 
services from a shared pool of configurable computing resources. 
By data outsourcing, users may be eased from the burden of 
native knowledge storage and maintenance. Traffic redundancy 
and elimination approach is employed for minimizing the price. 
Traffic redundancy stems from common end-users activities, 
such as repeatedly accessing, downloading, distributing and 
modifying a similar or similar data things (documents, data, web 
and video). TRE is employed to eliminate the transmission of 
redundant content and, therefore, to considerably cut back the 
network price. In commonest TRE solutions, each the sender 
and the receiver ex- methane series and compare signatures of 
information chunks, parsed in step with the information content 
before their transmission. When redundant chunks area unit 
detected, the sender replaces the transmission of every redundant 
chunk with its sturdy signature. industrial TRE solutions area unit 
well-liked at enterprise networks, and involve the readying of 
two or a lot of proprietary protocol, state synchronous  middle-
boxes at each the computer network entry points of information 
centres and branch offices, eliminating repetitive traffic between 
them.While proprietary middle-boxes area unit well-liked purpose 

solutions among enterprises, they’re not as engaging during a 
cloud environment. First, cloud suppliers cannot take pleasure in 
a technology whose goal is to cut back client information measure 
bills, and thus aren’t seemingly to speculate in one. Moreover, a 
hard and fast client-side and server-side middle-box try resolution 
is inefficient for a combination of a mobile surroundings, that 
detaches the shopper from a hard and fast location, and cloud-side 
physical property that motivates work distribution and migration 
among knowledge centres. Therefore, it is commonly in agreement 
that a universal, software-based, end-to-end TRE is crucial in 
today’s pervasive surroundings . This enables the employment 
of a customary protocol stack and makes a TRE within end-to-
end secured traffic (e.g., SSL) doable.In this paper, we show that 
cloud physical property imply a replacement TRE resolution that 
does not need the server to unendingly maintain clients’ standing. 
First, cloud load leveling and power optimizations could result 
in a server-side method and knowledge migration surroundings, 
in which TRE solutions that need full synchronization between 
the server and the shopper area unit laborious to accomplish or 
could lose potency owing to lost synchronization. Moreover, the 
recognition of made media that consume high information measure 
motivates CDN solutions, within which the service purpose for 
fastened and mobile users could amendment dynamically according 
to the relative service purpose locations and hundreds.
Finally, if associate degree end-to-end resolution is utilized, its 
extra computational and storage prices at the cloud-side ought 
to be weighed against its information measure saving gains. 
Clearly, a TRE solution that puts most of its procedure effort on 
the cloudside2 might intercommunicate be less efficient than the 
one that leverages the combined client-side capabilities. Given 
associate degree end-toend resolution, we’ve found through our 
experiments that senderbased end-to-end TRE solutions  add a 
substantial load to the servers, which can eradicate the cloud price 
saving addressed  by the TRE within the 1st place. Moreover, our 
experiments additional show that current end-to-end solutions 
conjointly suffer from the requirement to take care of end-to-end 
synchronization that will result in degraded TRE potency. In this 
paper, we have a tendency to gift a novel receiver-based end-to-
end TRE resolution that depends on the power of predictions to 
eliminate redundant traffic between the cloud and its end-users. 
during this resolution, every receiver observes the incoming stream 
and tries to match its chunks with a previously received chunk 
chain or a piece chain of a neighborhood file. Using the long-run 
chunks meta-data info unbroken regionally, the receiver sends to 
the server predictions that in- cloud chunks signatures and simple 
to verify hints of the sender’s future knowledge. Upon a touch 
match the sender triggers the TRE operation, saving the cloud’s 
TRE procedure effort within the absence of traffic redundancy.

II. Related Work
Several TRE techniques are explored in recent years.  A protocol 
-independent TRE was planned . The paper describes a packet-
level TRE, utilizing the algorithms given .Several industrial 
TRE solutions delineate , have combined the sender-based TRE 
concepts of  with the algorithmic  and implementation approach 
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of together with protocol specific optimizations for middle-boxes 
solutions. especially,  describes how to flee with multilateral  
handclasp between the sender and also the receiver if a full state 
synchronization is maintained.  These papers assume that the 
routers square measure equipped with information caches, which 
they search those routes that create a much better use of the cached 
information. Our paper builds on the latter’s finding that “an finish 
to finish redundancy elimination answer, might acquire most of the 
middle-box’s information measure savings”, motivating the good 
thing about low price computer code end-to-end solutions.
Wanax could be a TRE system for the developing world wherever 
storage and WAN information measure square measure scarce. 
It’s a software-based middle-box replacement for the overpriced 
industrial hardware. In this theme, the sender middle-box 
holds back the transmission control protocol stream and sends 
information signatures to the receiver middle-box. The receiver 
checks whether the info is found in its native cache. information 
chunks that aren’t  found within the cache square measure fetched 
from the sender middle-box or a close-by receiver middle-box. 
Naturally, such a theme incurs a three-wayhandshake latency for 
non-cached information.EndRE could be a sender-based end-to-
end TRE for enterprise networks. It uses a brand new unitization 
theme that’s quicker than the commonly- used Rabin fingerprint, 
however is restricted to chunks as little as 32-64 bytes. not like 
PACK, EndRE needs the server to keep up a fully and faithfully 
synchronised cache for every shopper. to stick with the server’s 
memory necessities these caches square measure unbroken little 
(around 1 zero MB per client), creating the system inadequate for 
medium-to-large content or long-run redundancy. EndRE is server 
specific, hence not suitable for a CDN or cloud surroundings.To 
the most effective of our information none of the previous works 
have addressed the wants for a cloud computing friendly, finish-
to- end TRE that forms PACK’s focus.We assume throughout the 
paper that the cloudside, following this internet service model, is 
dominated by a sender operation.

III. Problem Statement
Traffic redundancy stems from common end-users’ activities, such 
as repeatedly accessing, downloading, uploading (i.e., backup), 
distributing, and modifying the same or similar information items 
(documents, data, Web, and video). TRE is used to eliminate the 
transmission of redundant content and, therefore, to significantly 
reduce the network cost. In most common TRE solutions, both 
the sender and the receiver examine and compare signatures of 
data chunks, parsed according to the data content, prior to their 
transmission. When redundant chunks are detected, the sender 
replaces the transmission of each redundant chunk with its strong 
signature. Commercial TRE solutions are popular at enterprise 
networks, and involve the deployment of two or more proprietary-
protocol, state synchronized middle-boxes at both the intranet 
entry points of data centers.

Following are the drawbacks of existing system.
Cloud providers cannot benefit from a technology whose • 
goal is to reduce customer bandwidth bills, and thus are not 
likely to invest in one.
The rise of “on-demand” work spaces, meeting rooms, and • 
work-from-home solutions detaches the workers from their 
offices. In such a dynamic work environment, fixed-point 
solutions that require a client-side and a server-side middle-
box pair become ineffective.
cloud load balancing and power optimizations may lead to a • 

server-side process and data migration environment, in which 
TRE solutions that require full synchronization between the 
server and the client are hard to accomplish or may lose 
efficiency due to lost synchronization
Current end-to-end solutions also suffer from the requirement • 
to maintain end-to-end synchronization that may result in 
degraded TRE efficiency.

IV. The Pack Algorithm
For the sake of clarity, we have a tendency to  describe the 
fundamental receiverdriven operation of the PACK protocol. many 
enhancements and optimizations square measure introduced.

Fig. 1: From Stream to Chain

The stream of information received at the PACK receiver is parsed 
to a sequence of variable size, content-based signed chunks. The 
chunks square measure then compared to the receiver native 
storage, termed chunk store. If an identical chunk is found within 
the local chunk store, the receiver retrieves the sequence of 
subsequent chunks, named as a series, by traversing the sequence 
of LRU chunk pointers that square measure enclosed within the 
chunks’ metadata. victimization the made chain, the receiver sends 
a prediction to the sender for the following information. a part of 
every chunk’s prediction, termed a touch, is a straightforward to 
reason perform with atiny low enough false-positive worth, like 
the worth of the last computer memory unit within the foretold 
information or a byte-wide XOR check of all or designated bytes. 
The prediction sent to the receiver includes the vary of the expected 
information, the hint and also the signature of the chunk. The 
sender identifies the expected target its buffered data, and verifies 
the hint for that vary. If the result matches the received hint, it 
continues to perform the a lot of computationally intensive SHA-1 
signature operation. Upon a signature match, the sender sends a 
confirmation message to the receiver, enabling it to repeat the 
matched information from its native storage.second precondition 
from occurring.

A. Receiver Side Chunk Storage
Predictive ACK uses the new continuous chains theme that 
described, therein each chunk area unit associated with all different 
chunks by their recent received approach of order. The prophetic 
ACK receivers got to keep a piece storage, that it’s a really large 
size cache of chunks and their information. Chunk’s information 
includes the information chunk’s signature and one pointer to 
the successive chunk within the recent received stream that 
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contain this chunk. Cache and index technique area unit utilized 
to expeditiously maintain and retrieve the each hold on chunks 
and its signature and the chains created by traverse the chunk 
pointers.

Fig. 2: Flow Chart

B. Receiver Side Algorithm
The arrival of a brand new data, the receiver facet system that 
respective signature for each chunk and see the match in its local 
(temporary) chunk storage. If the chunk’s match is founded, the 
receiver facet determines whether or not it’s an area of a formerly 
received chunk chain, mistreatment the chunks’ information (data 
about data) otherwise If affirmative, the receiver send a prediction 
to the sender facet for the many new expected chain chunks. It 
carries a starting purpose within the computer memory unit stream 
that’s offset and therefore the identity of many sequent chunks.

C. Sender Side Algorithm
Sender receives a prophetic  message from the receiver facet and 
it tries to match the received predictions to its buffered however to 

be sent data. for each prediction, the sender needs to determine that 
corresponding protocol vary of sequence and verifies it. If that hint 
match, the sender measures the a lot of computationally intensive 
Secure Hash Algorithm- one signature for the anticipated data vary 
and match the result to the signature received within the prophetic  
message of information. during this case if the hint doesn’t same, 
a computationally expansive operation is saved. If the 2 Secure 
Hash Algorith-one signatures compare, the sender will safely 
assume that the receiver’s prediction method is completely correct. 
and, it replace the complete outgoing buffered information with 
a prophetic  ACK message.

Fig. 3: Filling the Prediction Queue

Fig. 4: Processing the Prediction Queue and Sending PRED-
ACK

V. Optimizations

A. Adaptative Receiver Virtual Window
Predictive ACK change the receiver facet to domestically capture 
the sender knowledge once a neighborhood or temporary copy is 
obtainable, thus eliminating the need to  end this info through the 
network. during this term the receiver’s winning of that recent 
local knowledge because the reception of visual knowledge.



IJCST  Vol. 6, ISSue 4, oCT - DeC 2015  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 128   InternatIonal Journal of Computer SCIenCe and teChnology

B. Cloud Server Acting as a Receiver
In a developing trend, cloud computing storage is obtaining a 
dominant player from backup of store and sharing of knowledge 
services to the yank National Library and e -mail services. during 
this most of those Services, the cloud is employed often the 
receiver of the information.

C. Hierarchical  Approach
Predictive ACK’s receiver facet based mostly mode is a smaller 
amount of efficient if changes within the info square measure 
scattered. In this scenario, the prediction continuation square 
measure ofttimes interrupted, during this flip, forces the sender to 
convey to the raw data transmission till a brand new comparison is 
found at the receiver facet and It reportable back to the sender facet. 
To that end, we've got to gift the prophetical ACK hierarchical  
mode of operation.

VI. Expected Results
After execution we willget the results like below

Fig. 5: Server Screen

After execution we will get the traffic volume  and redundency 
of data as below 

Fig. 6: Estimated Traffic Redundancy Results

VII. Conclusion
Cloud computing is predicted to trigger high demand for TRE 
solutions because the quantity of knowledge changed between the 
cloud and its users is predicted to dramatically increase. The cloud 
environment redefines the TRE system needs, making proprietary 
middle-box solutions inadequate. Consequently, there is a rising 
would like for a TRE answer that reduces the cloud’s operational 
value whereas accounting for application latencies, user quality, 
and cloud snap.
 

In this paper, we present a novel receiver-based end-to-end TRE 
solution that relies on the power of predictions to eliminate 
redundant traffic between the cloud and its end-users. In this 
solution, each receiver observes the incoming stream and tries 
to match its chunks with a previously received chunk chain 
or a chunk chain of a local file. Using the long-term chunks’ 
metadata information kept locally, the receiver sends to the server 
predictions that include chunks’ signatures and easy-to-verify hints 
of the sender’s future data. On the receiver side, we propose a new 
computationally lightweight chunking (fingerprinting) scheme 
termed PACK chunking. PACK chunking is a new alternative for 
Rabin fingerprinting traditionally used by RE applications. we’ve 
got conferred PACK, a receiver-based, cloud-friendly, end-to-end 
TRE that’s supported novel speculative principles that scale back 
latency and cloud operational value. PACK doesn’t need the server 
to continuously maintain clients’ standing, therefore sanctioning 
cloud elasticity and user quality whereas protective long-run 
redundancy. Moreover, PACK is capable of eliminating redundancy 
supported content incoming to the consumer from multiple servers 
while not applying a multilateral  acknowledgement.
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