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Abstract
Mobile Ad-Hoc Network (MANET) has increased possibility 
of packet loss, attacks, misbehaving resulting in degrade the 
performance or break networks. Intrusion detection techniques 
help in detection of these attacks and packet loss occurs in network. 
The existing attacks suffer from selfishness of node causing packet 
loss which may be further aggravated by intrusion detection. This 
survey discusses about the conventional classification engines that 
are prime candidates for the study of intrusion detection system. 
And also reviewed the various classification and trust approaches 
proposed in the literature to make conventional IDS efficient. This 
paper present a survey of the main intrusion detection system 
(IDS), then classify these mechanisms as either feature based 
that deal with reduction step called preprocessing, or as trust 
value that can deal with threshold values. Based on the survey, 
A comparison of the proposed intrusion detection system is also 
included in this paper. Finally, we identify areas where further 
research could focus.
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I. Introduction
Ad-Hoc Networks is used to rapid deployment of  a network on 
the urgent temporary basis or for the specific purposes such as 
disaster, military battle field etc. due to this rapid deployment, 
MANET has limited resources (such as lack of infrastructure, 
limited battery power) [1] and make it more vulnerable to attacks. 
MANET produce some new attacks [2] e.g  Blackhole, routing 
loop, network partition, selfish node, sleep deprivation. So to 
overcome this problem we need some security mechanism. 
Intrusion Detection is one of security mechanism. Because of 
lack of central controlling or a point of controlling we cannot 
implement cryptographic techniques such as key distribution or 
certification authority to provide the authentication or providing 
digital signatures to the individual node(s). Intrusion Detection 
System (IDS) is not a new area, it has been an active research area 
for over three decades, traditional IDS cannot be directly apply to 
Mobile Ad hoc Networks (MANETs) due to the characteristics of 
MANET. MANET need some special guidelines/mechanism to 
deploy IDS [3]. In ad hoc network a node can monitor the traffic 
packet or collect the information about the network traffic only in 
its transmission range [4]. IDS works on three processes/modules, 
these are collection of information, detection and response [5]. 
Firstly, collection of data or monitoring is done through all or 
selected nodes in the networks at packet level, user level, network 
level and application logs. Secondly, detection processes is done 
through some detection engines/techniques viz. anomaly, misuse 
and specification based. Lastly, third one is response process in 
which detected node sends an alert message to all the benign nodes. 
The existing IDS architectures for MANETs fall under four basic 
categories [4: Stand Alone IDS only single node participating in 

detection by running IDS independently using only node’s local 
data. In Cooperative every node participating in the detection 
by sharing audit information with other nodes to detect more 
accurately. In Distributed IDS, network divides in clusters, each 
cluster has its cluster head and cluster nodes. Mobile Agent 
based IDS, collection and detection are done through agents in 
cooperative or hierarchical manner.

In MANETs, IDS is very popular research area and thus there are 
many papers that propose the improvements in existing or new 
solutions to IDS by considering detection techniques. Beside that 
some work has been done on comparing and evaluating them to 
present the strength and weakness. Satria Mandala et al [4] have 
presented a survey of MANET and detection techniques. Similarly, 
Christos Xenakis et al [5] have presented a comparative evaluation 
of IDS architecture and present the strength and weaknesses of 
architectures and present the set of design principles.

This paper compares the well known detection engines and 
implementing techniques to a particular architecture of MANETs, 
which signify the current developments in this area. Based on the 
brief literature survey of each paper that have been considered 
for our work then a comparative analysis with the help of table 
based on some common parameters and then finally, we have done 
combined analysis of our literature. In the combined analysis, 
we try to find suitable guidelines to make a robust IDS system to 
mitigate the attacks and have optimized performance in various 
situations. This paper will help for those peoples who are looking 
into field of security in MANETs.

Some of the main factors which effects IDS performance in 
MANETs are mobility, type of architecture, type of routing 
protocol, detection engines used, which are mainly to classify 
among the benign node and the malicious node. 

Remaining paper is organized as follows. Sections II contain 
the literature survey of the most recent IDSes with comparative 
analysis and combined analysis on the basis of factors which 
affects the performance of IDS. Section III briefly explains the 
guidelines to select the features. After reviewed the ongoing 
research we have proposed a IDS model in section IV and lastly 
section V describe the conclusion and future work.

II. Literature Survey

A. Survey of Features Based Detection Engines
In reference [6], authors proposed a new architecture, which is 
distributed and cooperative with the use of mobile agents in each 
node of network. Every mobile agent has six phases, local data 
collection, local detection, cooperative detection and response 
module. 
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Fig. 1: IDS Architecture for Ad-Hoc Networks [6]

Agent collects the local data and processes this information locally 
if any abnormality found then only forward to other node. Basic 
information is routing table information, which we can said 
the features that can be trained by the normal profile. In this 
paper three basic elements of IDS are collecting and monitoring 
observations to characterize nodes behavior and build normal 
profile. Classification algorithms for discriminating the deviation 
between ongoing network activity and normal profile; an alert must 
be there to mitigate the intruder and takes possible action against 
malicious node. Detection should be done locally in each node and 
possibly through cooperation with all nodes in the network.

In the reference [7] authors extends the previous work [6] proposed 
an anomaly detection to find the attacks on the basis of some 
features. Source of feature selection are route cache, traffic 
pattern and movement information of the host. Anomaly engine 
uses RIPPER and SVM Light classifiers to classify normal and 
abnormal conditions. Protocols with strong correlation among 
changes of different types of information, i.e. location, traffic 
and routing messages tend to have better detection performance. 
On demand routing protocols works better because the behavior 
of on demand protocols reflects the correlation between traffic 
pattern and routing message flows.

In the reference [8] proposed a profile based neighbor monitoring 
anomaly detection with feature selection. Feature selection uses 
markow blanket algorithm to reduce the number of features 
without affecting the detection rate. The selection of markov 
blanket is based on the d-separation rule of the Baysian network. 
Score based approach used to evaluate the Baysian network using 
the formula 
L(Bs,D) = logP(Bs)-N*H(Bs,D)-1/2*K*logN
where,

Then searching (by hillclimbing algorithm) the best score from the 
calculated score. This model select 75 features from 235 features 
without degradation on the performance of detection accuracy.
In the reference [9] author proposed a two step intrusion detection 
in the first step anomaly detection and the second step is to identify 
the intrusion. This implemented oneclass SVM (1-SVM) based 
anomaly detection and intrusion identification models. In the 
1-SVM constructs a decision function that takes the value +1 in 
a small region capturing most of the data points, and -1 elsewhere. 
The strategy in this technique is to map the input vectors into 
a high dimension feature space corresponding to a kernel, and 
construct a linear decision function, this space to separate the data 

set from the origin with maximum margin. In SVM, there are two 
parameters, γ and μ. Both of them control the generalization ability 
of the decision function. 30 features are selected from velocity, 
routing, data packets and table changes. 1SVM compared with 
multiclass SVM, KNN and PNN. One class SVM out performs 
among all of these. TPR and TNR matrices are used to compares. 
Flooding blackhole and rushing attacks are used to detect.

In the reference [10] proposed intrusion detection in hierarchical 
architecture using clustering approach and proposed a generalized 
intrusion detection and prevention (GIDP) mechanism. It uses a 
combination of anomaly based and knowledge based intrusion 
detection that takes advantage of both techniques to guard manets 
against a wide variety of attacks.

The architecture of GIDP is given below

Fig. 3: GIDP Architecture [10]

To collect the data, cluster head need to build the two matrix: 
network characteristic matrix (NCM) and derived matrix (DM). 
NCM contains the data of network routing protocols and DM 
contains the performance of network parameters such as PDR, 
throughput, RPO, CPD. In the training phase calculate the mean of 
NCM and DM for N intervals and stored in initial training profile 
(ITP). ITP are the expected values of the network. In the testing a 
Chi square test using eq is needed to observe the NCM 

If it deviates from the expected values then it assume intrusion in 
the time interval otherwise ITP need to update using exponentially 
weighted moving average (EWMAK):

Results shown only 2.6% increases the network overhead for 
GIDP. The limitation of this paper is lack of colluding attacks. 
Further author extends his work in [11-14] and proposed an 
adaptive response actions Isolation, Route_around_Attacker and 
No_punishment. It is observed in the experimental work for the 
mild attacks, isolation of intruder is not good for the network 
performance because of the rerouting and other parameter of 
performance.
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In the reference [15] proposed detection engines based on anomaly 
detection using fixed width clustering algorithm. Author selects the 
traffic based features and non- traffic based features representing 
routing conditions. This algorithm calculates the number of points 
near each point in the feature space. In training phase a new 
cluster ψ1 is formed having centroid ψ1* from sample si. For every 
succeeding point, we measure the distance of each traffic sample 
si to the centroid of each cluster ψ1* that has been generated by 
the cluster set ψ. If the distance to the nearest cluster ψn is within 
ѡ of cluster center then the point is assigned to the cluster and 
the centroid of the closest cluster is updated. For the testing, the 
distance from the test point s to the centroid of its nearest cluster is 
less than cluster width parameter ѡ, then the traffic sample shares 
the label as either normal or anomalous of its nearest cluster. If 
the distance from s to the nearest cluster is greater than ѡ, then 
s lies in less dense region of the feature space, and is labeled an 
anomalous.
In the reference [16] proposed a IDS on the basis of Human 
Immune System (HIS) by creating the patterns or agents through 
the Immune system agents and then apply the danger theory on 
them. Immune Agent contains the three profiles: genes profile, 
nonself profile and detectors profile is created. Replicas of agent 
are distributed to all nodes inside the domain upon connection 
establishment. In danger theory, a system β as a set of components 
straight forwarding can be recognized since a copy of β is already 
saved in the IA database. For a change (ε) that may possibly crop 
up to a system according to an effect of an exact patters(s), after 
the transmission completes (t+Δt). IA checks the system and tracks 
the system components (β).

In the reference [17] proposed a profile based neighbor monitoring 
IDS. The profile includes 16 features which are based on the 
routing protocol. PCA is used to analysis the result of comma 
separated vectors (CSV) format. There are available samples x(1) 
…. X (T) from this random vector. In the PCA transform, the 
vector x is ¯rst centered by subtracting its mean
  X←X-E{X}
the mean is estimated from the available sample x (1) : : : x(T).
the ¯rst principal component of x is

  
Where e1 eigen vectors of matrix Cx.
PCA theory is used for the analysis, reduction dimension and 
evaluation of features. All the features are normalized (zero 
mean and unit variance). Then covariance matrix is calculated. 
Covariance matrix is an n*n matrix. This matrix shows feature 
dependency from the analysis of simulated result by PCA. Feature 
4 & 11 are important because these features are maximum variance. 
These features hold maximum information value among all other 
features. Out of 16 features some features have more variations 
in their value than others, makes them more valuable for network 
condition monitoring.
In the reference [18-19] author proposed a IDS architecture in 
fig. 4. This model is combined of two techniques, classification 
and attribute selection. Classification is the combination of 
Intelligent Agent Based Weighted distance based Outlier Detection 
(IAWDBOD) and Intelligent Agent based Enhanced Multiclass 
Support Vector Machine (IAEMSVM) algorithm.

Fig. 4: Intelligent IDS Architecture [19]

For the attribute selection first calculate the information gain for 
each attribute using 

Author selects only 19 features from 41 features based on maximum 
information gain ratio. In the multiclass vector machine compute 
the distance between any two classes of patterns chosen from the 
R classes using an agent. Distance between two classes calculates 
through Minikowski distance. If the minikowski distance of any 
two classes are less than that of the other classes then that pair is 
replaced by 1 (normal) otherwise, it is replaced by -1 (Attacker). 
Training is provided by the weighted algorithm. Finally the testing 
agent computes the node weighted distance for distinguishing 
malicious node.  
Reference [20] evaluates five supervised classification algorithm. 
MLP implementing the learning rate (η), the number of hidden 
units (no) and the number of iteration (T) used in the stochastic 
gradient descent optimization. GMM also used three parameters 
i.e. threshold (τ), number of iterations (T) and the number of 
Gaussian Mixtures (ng). Naïve Bayes model also used GMM 
model with one Mixture component. SVM used two parameters 
i.e. standard deviations (σ) for the Gaussian Kernel and the 
regularization parameter ϲ which represents the trade-off between 
the size of margin and the number of misclassified examples. 
It is important to have same attributes for implementing all the 
classifiers. Two matrices are used for the classification methods 
uniform cost matrix is measure the classification error (CE) 

and weighted cost matrix measures weighted classification 
error (WCE). SVM is extremely sensitive to the choice of cross 
validation method. In this paper Naïve Bayes classifier has the 
poorest performance while the best overall achieved with MLP 
classifier. 
In the reference [21] proposed a ManetSVM using one-class SVM 
into three main phases: initial learning, updating, and detection. 
Initial training phase, each node collects set Sn (0) of normal 
feature vectors and then normalizes the value of each feature 

 in Sn (0) based on values of updated minimum  
and maximum . In detection phase, each node collects 
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set X of feature vectors form its own network traffic during each 
time window t. Each new feature vector is normalized based on  

 and  and then the normalized feature vector x̃ is 
compared with function f of the model Μ(t-1).

If x̃ is detected as normal, the feature vector x will be added to 
set Xn (t). Otherwise, x is eliminated. Feature vector included 22 
features consisting CBR traffic, route discovery process, route 
disruption and routing protocol. ManetSVM is a very fast approach 
and decreases the average running time compared with DCAD, 
WPCA, and BeeID.

B.Comparative Analysis
Comparative Analysis is done with the help of Table 1 is given 
below.

C. Combined Analysis 
We have studied various papers on intrusion detection using features 
with various routing protocols, attacks, detection mechanism. It 
is necessary to mention here that all the papers which have been 
reviewed above, have skipped the detection for intrusive activity 
done by nodes in the network. Further, it is to be emphasized that 
IDS is dependent on selection of features viz selection of essential 
feature set. In construction of essential features set include all 
features from audit data which are having high information gain 
[7] and maximum variance [17].  Selection of important features 
aiming that it reduces training time of classifiers. It is necessary 
to mention here, that findings of stable features is very important 
step because reduction in features may lead to increase in detection 
speed, only selected features need to analyze by the detection 
engine. It may be said that if selection of features in better and 

synchronized manner, accuracy rate may enhanced, and detection 
time reduced. Some of the researcher’s uses key management 
scheme instead of trust. Hierarchical Architecture is best suited to 
these key management schemes of intrusion detection. Hierarchical 
architecture with low mobility would better in detection accuracy 
because all keys kept with cluster head. So it is evident from the 
above study node mobility may be a performance matrix in any 
IDS.

III. Decision to Pick Features
From the above discussion it is necessary to mention some general 
guidelines about selection of features to design intrusion detection 
system. Some of the work have been done in the selection of 
feature set or reduction of features by information gain ratio [19], 
gradually feature removal [22], mutual information based [23], 
conditional random field [24] and wrapper based approach [25]. 
The selection decisions of features depend on some factors.

Selected feature set need to update after some time because 1. 
routing characteristics may change with time.
Features selected by the system briefly represent te activity 2. 
of network.
To make IDS routing protocol independent need to select 3. 
common feature set for all.
Selection of feature can be done by the combination of three 4. 
source, mobility information, traffic pattern and route cache 
of the host.
Selected features are closely related to each other and sufficient 5. 
to find the intruders.
Reduction of features should be done in a way that does not 6. 
affect the detection rate. 
To design light weighted ids framework for the mobile adhoc 7. 
environment

Table 1: Comparative study of IDS

S.NO.

IDS 
architecture/
routing 
protocol

Detection Engine/ 
Detected Attacks

Classifier/Simulator 
used No of features Agents/ matrices Remarks 

[8][9]
Cooperative
AODV, DSR, 
DSDV

Anomaly Detection
Misrouting, False 
Messages propagation,
Packet dropping, DOS. 

RIPPER 
SVM Light
NS2

7 features based 
of changes in RT, 
Traffic Pattern, 
Topological 
Movement

Agents used at each 
node
DR, FA.

AODV performs better 
because it reflects the 
correlation between traffic 
pattern and routing message 
flow

[10] Hierarchical 
AODV

Anomaly Detection, 
Statistical in Training
Blackhole attack

Markov Blanket to 
reduce features Basian 
N/W Structure
NS2, Weka used to 
verify features

25 features
Traffic
Related Packet 
type, Flow 
direction, Sampling 
period

N/A Reduction in features 

[11]
Cooperative
Distributed
AODV

Anomaly Detection
Blackhole
RREQ Flooding, RREQ 
disruption

1SVM
Compared with KNN, 
2SVM, PNN

30 features 
Velocity, routing, 
data packet

TPR, TNR It is difficult to decide the 
decision boundary in 1SVM

[12,13,14,
15,16] 

Hierarchical 
AODV

Anomaly &Misuse 
detection
Blackhole, Rushing, 
Sleep deprivation

GIDP 
Chi square test to 
intruders testing

11 features 
NCM & DM

Cluster member 
COA & NDP level

Colluding attacks not 
considered. Response action 
should be according to the 
type of attack

[17] Cooperative 
AODV

Cross layer Anomaly 
DDos and Sinkhole 
attacks 

Fixed Width algorithm 
of cluster data mining

Traffic related 
features

Data traffic 
Control traffic

Finding of association 
between features is difficult.

[18]
Cooperative
Common routing 
protocol

Human Immune System 
Innate Immune 
System, Danger 
Theory

Patterns uses as 
genes Self, nonself, 
general patterns are 
used 

Each node using 
agents Incoming 
patterns VS 
Patterndamaged 
node time

Patterns are very large in no. 
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[19] Cooperative 
DSR

Anomaly
DDoS PCA

16 features 
networktraffic, 
timestamp

-
Reduction in features 
Choose important features 
among selected features

[20,21,22]
Hierarchical 
Data sets using 
KDD99 

Anomaly 
DOS

Weighted Outlier 
detection used to select 
features
MSVM to Test 

19 features FAR Reduction in features 
achieved 

[23] Cooperative
AODV

Anomaly
Blackhole, forging, 
dropping, flooding

MLP, Naïve base, 
Linear lassifier, GMM, 
SVM

11 features
All network layer 
features

FP,FN SVM is sensitive. Naïve 
based performed poor

[24] Cooperative
AODV

Anomaly
Flooding,rushing, 
blackhole, nieghbour, 
wormhole

One class SVM 22 features FAR, DR
1 svm gives fast and accurate 
results compared to NS, 
beeID, WPCA, DCAD.

V. Conclusion and Future Work
From the above study it is evident that performance of the IDS 
is dependent on the selection of features, if required features 
are not selected according to system then it may give high 
misclassification rate. Most of the IDS related study in MANET 
based on classification of features has been done to reduce the 
feature size and training time in classification altogether. Few have 
explored the idea to reduce the feature set and trust prevention 
mechanism. So this study gives an insight by reviewing the various 
IDS techniques so that the false positives and false negatives due 
to packet dropping in routing process and mainly due to selfishness 
can be investigated. In the investigation, efforts can also be put 
to analyze the prevention of attacks along with the proposal of 
some measures to reduce the detection time. Thus, necessitating 
the investigation of various IDS techniques in view of Prevention 
and feature based detection mechanism.
In the future work we will propose the algorithms of our proposed 
model and further we will implement this model to analyze the 
practical result of our proposed architecture.
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