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Abstract
The increasing progress of  wireless mobile communication  
demands more security. Authenticated key agreement protocol 
is an important primitive for establishing session key. In this paper, 
an improved Elliptic Curve based Fast and Secure Authenticated 
Key Agreement (FS-AKA) protocol is presented. FS-AKA is 
quick and light since it reduces the computational load (number 
of exponentiations and hash functions), therefore,  it is suitable 
for low power networks and real time applications. This protocol 
resist  Dictionary attack, Known-key attack, Passive attack and 
Active attack. FS-AKA protocol provides mutual authentication 
and explicit key establishment and generates a unique session key 
for every session.FS-AKA achieves  a compromise between the 
robustness and the rapidity.
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I. Introduction
A key agreement protocol is a fundamental building block of 
cryptography over an open network. Key agreement protocol  
shares Secret Key (SK)  between two or more users. This provides 
key confirmation by Fast and Secure Authenticated Key Aggrement 
Protocol(FS AKA). Elliptic curve cryptography provides efficiency 
by reducing computational and communicational load. 

Elliptic curve based fast and secure authentication key agreement 
protocol (EC-FSKA) has  both private and public keys in the 
protocol, there by making the protocol is heavier. Hash functions 
and hash exponentiations make it complex [1]. Network security 
is complex in wireless networks as compared to wired network.
Secrecy, Authentication,Robustness, Rapidity and Integrity 
controlare essential in network security. Secret key cryptography 
sometimes called as symmetric key cryptography because here 
only one key is used, same key performs encryption and decryption 
operations.DES(Data Encryption Standardard) IDEA(International 
Data Encryption Algorithm) [6] are most commonly used secrete 
key cryptographic algorithms. When sender writes message it is 
encrypted using secrete key and generates cipher text, decrypted 
using same secrete key and cipher text converts to plain text.

Network security based on public key technology provides more 
security as compared to secret key technology, at the beginning of 
communication for authentication purpose public key cryptography 
might be used, to establish a temporary shared secret key.Public 
key cryptographic algorithms are slower than the secret key 
cryptographic algorithms and they are only used when we need 
better network security, because public key cryptography is more 
secure and easily configurable [4].

Private cryptography generates only one session key commonly 
known as Symmetric key.Public cryptosystem generates two keys 
one is private key another is public key.The best cryptographic 
keys are generated based on Elliptic curve theorem.

 
Fig. 1: Elliptic Curve

Draw the PQ line. It gives point of intersection called R. Here 
the point R is sum of P and Q. Addition law for elliptic curve C 
is given as below, where P=(x0, y0)and –P=(=(x0, -y0). 
For points P, Q, R € C, P+( Q + R )= (P+Q) +R
These curves are used in elliptic curve cryptography. They are 
defined in finite field [3]. EC-FSKA is a fast and robust mutual 
authentication for wireless networks. EC-FSKA provides all 
essential security services by offering highly improved performance 
compared with the known key agreement protocols.It is adapted to 
low power networks and real time applications. A key agreement 
protocol should also possess a number of desirable properties [2] 
such as Perfect forward secrecy, Key control, Key-compromise 
impersonation and Known-key security.

II. Related Work
Elliptic Curves Cryptography, EC-SAKA [1] was one of the 
best protocols ever proposed as it has secure authentication , key 
agreement and key confirmation, in addition to desirable security 
performance in terms  of time calculation and load communication.
It was not much effecient for low power networks and real time 
applications.EC FSKA is a three-pass key agreement protocol [4]. 
EC-FSKA provides shared authentication with a better efficiency 
in terms of time calculation and load communication. It assures 
suitable security and performance requirements for low power 
networks and real time applications [10].The security of Elliptic 
Curve cryptography relies on the discrete logarithm problem over 
the points on an elliptic curve.

In key aggrement protocols [5] two parties employ the pre-shared 
password to agreement a common session key via insecure network, 
here it showed that the method is suffer from the backward 
replay attack and offline password guessing attack.By mounting 
the offline password guessing attack, the attacker can guess a 
password offline until getting the correct one. Replays of old keys 
is another attack that is common in this aspect.Thus is the need 
to develop secure key exchanging protocols to establish secure 
communication.It give resistance to password disclosure attack. 
An immoral server may find an opportunity to acquire clients 
password. Thus, the server can find an opportunity to remember 
clients password in registration phase and several schemes cannot 
resist password disclosure attack.
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Key aggrement protocol [1] should hold properties like known-
key security, perfect forward secrecy and the key compromise 
impersonation, unknown key-share and key control.IDEA  [6] has 
various applications in secure transmission of the data in networked 
instrumentation and distributed measurement systems. This 
encryption algorithm uses the basics of Modulo 2n +1 multiplier 
and squarer.The IDEA algorithm has been implemented in software 
[7] on Intel Pentium II 445 MHz with encryption rate of 23:53 Mb/
Sec.IDEA cipher is implemented with four pipeline stages using 
novel modulo 2n+1 multipliers . Bit serial implementation enables 
pipelining.IDEA cipher takes 64-bit input data and produces a 64-
bit cipher text with a 128-bit key.The encryption and decryption 
algorithms in IDEA are almost same except they uses two different 
sets of subkey generated by eight rounds of data manipulation by 
the same key with different processes.

III. Preliminaries
Elliptic curve cryptography is public key cryptography based on 
elliptic curve theorem and generates unique session key everytime. 
The advantage of ECC over other public key cryptography 
techniques such as RSA is that the best known algorithm for  solving 
Elliptic Curve  Discrete Logarithmic Problem ( ECDLP). The 
original Diffie-Hellman algorithm requires 1024 bits to  achieve 
security but  Diffie Hellman based on elliptic  curve  can achieve 
the same security level with 160 bit [8]. 
FS-AKA protocol each time users select different point on a curve, 
hence this is the reason every time user gets a unique session key.
Elliptic curve cryptography makes session key as more efficient 
key [9]. FS-AKA provides secure channel between client and server 
and helps to authenticate with each other. When Alice decides to 
communicate with Bob, Alice chooses elliptic curve Ec (Fq) on 
Fq. 
Now she selects a random point P on elliptic curve within N, here 
r is a big prime number. 
Alice sends an initialization request to Bob and transfers (Ec, P, 
r) to him. After these steps session key generation takes place: in 
first step Bob gets a random number b, calculation of point B by 
Bob when 1<y<r-1.

Y = ( y+Z ) * p     (1)
Z = Pz mod r.     (2)

Table 1: FS-AKA Protocol Scheme

Then Bob sends B to Alice. Simultaneously, Alice selects x that 
is random number. Here 
1≤ x ≤ r − 1, then computes A.

EC-FSKA assures suitable security and performance requirements 
for low power networks and real time applications, but weakness 
present, the presence of public and private key in the algorithm 
of this protocol which makes the protocol heavier.

X = x* P.     (3)

In the second phase, Alice calculates:

α= x*Y= ( Xα , Yα )    (4)
u = (Z * Xα + Yα ) mod r    (5)
U= u*P      (6)
 
Then X and U are transferred to Bob. in third phase, Bob 
calculates:

Β = ( y+Z ) * X                              (7)

v = (Z * Xβ + Yβ ) mod r                            (8)

V= v*P                              (9)

After that, to authenticate Alice, Bob checks if (V == U). Then
Yy = h (β)                                      (10)

Bob sends Yb to Alice. Simultaneously, Alice computes:

Yx = h (α)                           (11)

In the last phase, Alice checks if (Yx == Yy). Whereby in this case, 
Alice authenticates Bob. Finally, Alice and Bob can compute the 
similar session key SK whereby:
SK = h ( ID (Alice)||ID (Bob)||u ).
At this moment, Alice and Bob are able to communicate with 
each other by encrypting and decrypting the transferred data using 
session key. By that, a secure channel is created between the two 
entities.
FS-AKA protocol is analysed by resistance against many kind 
of attacks including
Dictionary Attack: A dictionary attack is a method of breaking 
into a password protected computer or server by systematically 
entering every word in a dictionary as a password or a key.FS-AKA 
protocol resists such attack because the SK is calculated using a 
and b, which are regenerated throughout every new session.
Known-key Attack: New value of SK is regenerated with every 
new session. 
Perfect Forward Secrecy: Assuming the intractability of the 
ECDLP , FS-AKA protocol provides forwards secrecy.
Passive Attack: FS-AKA protocol, the adversary, cannot know 
anything about the established session key.
Active Attack: In FS-AKA, if Eve intercepts Y, (X and U), and 
Yy she cannot calculate α and u (as she doesn’t possess Pz and 
Z) and then she is unable to get the session key.

IV. Performance  Evaluation 
EC-AKA protocol is compared with Leakage-Resilient 
Authenticated Key Exchange (LR-AKE) protocol, Simple Key 
Agreement (SKA) protocol, Secure Remote Password (SRP) 
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protocol, EC-SRP, Simple Password Exponential Key Exchange 
(B- SPEKE) protocol, Password-Authenticated Key Exchange 
(PAK-X and PAK-RY) protocols and Authentication Memorable 
Password (AMP) protocol.

Table 2: Comparison of FS-AKA With Other Protocols

The comparison is done in terms of number of steps, random 
numbers, exponentiations and hash functions. FS-AKA needs 
only two random numbers and three hash functions and no 
exponentiations.

V. Conclusion
In this paper, we evaluates fast and secure authenticated key 
agreement protocol based on elliptic curve cryptography and 
provides mutual authentication and explicit key establishment. 
This protocol is compared to well-known protocols such as 
B-SPEKE, SRP, EC-SRP, AKEECC, PAK-RY, PAK-X, AMP, 
SKA and LR-AKE in terms of communication and computation 
cost and the results were well discussed in the previous section. 
It is proved that FS-AKA is superior to all competitive protocols.
FS-AKA achieves a compromise between the robustness and the 
rapidity.

Moreover, we have proved that the FS AKA protocol meet all 
necessary security attributes  by providing a set of desirable security 
properties which affirms FS AKA can  fit complex communication 
environment such as internet and wireless network. 
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