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Abstract 
Big Data concern expansive volume, intricate, developing 
information sets with various, self-ruling sources. With the 
quick advancement of systems administration, information 
stockpiling, and the information accumulation limit, Big Data are 
presently quickly extending in all science and designing spaces, 
including physical, natural and biomedical sciences. This paper 
exhibits a HACE hypothesis that portrays the elements of the 
Big Data unrest, and proposes a Big Data preparing model, from 
the information mining point of view. This information driven 
model includes interest driven conglomeration of data sources, 
mining and examination, client enthusiasm demonstrating, and 
security and protection contemplations. We dissect the testing 
issues in the information driven model furthermore in the Big Data 
transformation. In this paper, we propose CADS (Collaborative 
Adaptive Data Sharing stage), which is an “explain as-you 
make” base that encourages handled information annotation. A 
key commitment of our framework is the immediate utilization 
of the question workload to coordinate the annotation process, 
notwithstanding inspecting the substance of the archive. As it were, 
we are attempting to organize the annotation of archives towards 
producing property estimations for traits that are frequently utilized 
by questioning clients. The objective of CADS is to energize and 
bring down the expense of making pleasantly expounded reports 
that can be promptly helpful for ordinarily issued semi-organized 
questions, for example, the ones. Our key objective is to energize 
the annotation of the reports at creation time, while the inventor is 
still in the “record era” stage, despite the fact that the procedures 
can likewise be utilized for post era archive annotation. 
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I. Introduction 
Big Data, additionally alluded to as Data Intensive Technologies, 
are turning into another innovation pattern in science, industry 
and business. Big Data are getting to be identified with all parts 
of human action from simply recording occasions to research, 
outline, and generation and advanced administrations or items 
conveyance to the last buyer. Current advancements, for example, 
Cloud Computing and universal system network give a stage 
to computerization of all procedures in information gathering, 
putting away, preparing and representation. The objective of 
our examination at current stage is to comprehend the way of 
Big Data, their primary elements, patterns and new potential 
outcomes in Big Data innovations improvement, distinguish the 
security issues and issues identified with the particular Big Data 
properties, and in light of this to survey engineering models and 
propose a reliable way to deal with characterizing the Big Data 
building design/answers for resolution existing difficulties and 
known issues/issues. In this paper we proceed with the Big Data 
definition and upgrade the definition given in that incorporates 
the 5V Big Data properties: Volume, Variety, Velocity, Value, 
Veracity, and recommend different measurements for Big Data 

investigation and scientific categorization, specifically looking 
into Big Data advances in e-Science, industry, business, online 
networking, medicinal services. With a long custom of working 
with continually expanding volume of information, cutting edge 
e-Science can offer industry the experimental examination systems, 
while industry can bring progressed and quick growing Big Data 
innovations and devices to science and more extensive open. In 
Big Data, information are fairly a “fuel” that “powers” the entire 
complex of specialized offices and foundation segments fabricated 
around a particular information source and their objective use. We 
will call it a Big Data Ecosystem (BDE). By characterizing BDE 
we differentiate its information driven character to customary 
meaning of the structural engineering that is more relevant for 
office or administration driven innovations. We talk about the 
real (construction modeling) segments that together constitute 
the Big Data Ecosystem: 5V Big Data properties, Data Models 
and Structures, Big Data Infrastructure, Big Data lifecycle 
administration (or information change stream), Big Data Security 
Infrastructure. There are relatively few scholastic papers identified 
with Big Data; much of the time they are centered around some 
specific innovation or arrangement that reflect just a little piece 
of the entire issue territory. The same identifies with the Big Data 
definition that would give a calculated premise to the further 
innovation improvement. There is no settled wording around there. 
Right now this issue is focused by the as of late settled NIST 
Big Data Working Group (NBD-WG) that meets at week after 
week premise in subgroups concentrated on Big Data definition, 
Big Data Reference Architecture, Big Data Requirements, Big 
Data Security. The creators are effectively adding to the NBD-
WG and have exhibited the methodology and thoughts proposed/
talked about in this paper at one of NBD-WG virtual gatherings. 
We will allude to the NBD-WG dialogs and reports in numerous 
spots along this paper to bolster our thoughts or represent option 
approach. The paper is sorted out as takes after. This researches 
diverse Big Data beginning areas and target utilize and taking 
into account this proposes another augmented/enhanced Big Data 
definition as the fundamental part of the Big Data Ecosystem. 
This investigations the worldview change in Big Data and Data 
Intensive advances. Huge Data Ecosystem. The segment likewise 
quickly talks about Big Data Management issues and required Big 
Data structures. Segment V gives proposals about building Big 
Data Infrastructure and particularly Big Data Analytics segments. 
This talks about Big Data Security Infrastructure issues and 
its significant difficulties. This gives short diagram/alludes to 
different works identified with characterizing Big Data structural 
engineering and its parts. The paper finishes up with the synopsis 
and proposals for further research.

II. Big Data Architecture 
Presently there is no general purpose extensive reference 
architecture available for analytical ‘big data’ systems. However 
several small-scale architectures have been proposed by various 
groups to suit their own requirements. Some of the architectures are 
industrial in nature and product-oriented thereby limiting the scope 
to the products from a specific company or a group of companies 
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while other architectures are lower level and technology-oriented 
thereby skipping a functional view and mappings of technology 
to functions. The Big Data Reference Architecture proposed by 
NIST in figure represents a broader big data system consisting 
of technology-agnostic functional blocks interconnected by 
interoperability surfaces.  

Fig. 1: Big Data Reference Architecture

This Reference Architecture can be applied to a range of big 
data solutions that may be tightly-integrated enterprise systems 
or loosely-coupled vertical industrial systems. In the architecture 
the two big value chains are represented namely: the Information 
Value Chain and the IT Value Chain [7]. Information value 
chain is represented along the vertical axis. Along the vertical 
information flow axis value creation is done by tasks such as data 
collection, integration, analysis and the results are used down 
the value chain [7]. The IT Value Chain is represented as the 
horizontal IT axis. Along IT Value Chain the value is created using 
information regarding networking, platforms, application tools, 
and IT services needed for hosting, operating and transforming 
big data for implementing a specific application. At the junction 
of both axes a transformation block is present indicating special 
value of big data analytics and implementation for stakeholders 
in both value chains.

III. Data Management and Big Data Lifecycle 
With the digital technologies proliferation into all aspects of 
business activities, the industry and business are entering a new 
playground where they need to use scientific methods to benefit 
from the new opportunities to collect and mine data for desirable 
information, such as market prediction, customer behavior 
predictions, social groups activity predictions, etc. Refer to 
numerous blog articles suggesting that the Big Data technologies 
need to adopt scientific discovery methods that include iterative 
model improvement and collection of improved data, re-use of 
collected data with improved model.

Fig. 2: Big Data Lifecycle in Big Data Ecosystem

We refer to the Scientific Data Lifecycle Management model 
described in our earlier paper [3, 16] and was a subject for 

detailed research in another work [34] that reflects complex and 
iterative process of the scientific research that includes a number 
of consequent stages: research project or experiment planning; 
data collection; data processing; publishing research results; 
discussion, feedback; archiving (or discarding)  The required new 
approach to data management and processing in Big Data industry 
is reflected in the Big Data Lifecycle Management (BDLM) model 
we as a result of analysis of the existing practices in different 
scientific communities.  
New BDLM requires data storage and preservation at all stages 
what should allow data re-use/repurposing and secondary research 
on the processed data and published results. However, this is 
possible only if the full data identification, cross-reference and 
linkage are implemented in BDI. Data integrity, access control and 
accountability must be supported during the whole data during 
lifecycle. Data curation is an important component of the discussed 
BDLM and must also be done in a secure and trustworthy way.

IV. Big Data Security Framework Components 
This section discusses the Big Data Security Framework that 
supports a new paradigm of the data centric security. The following 
components are included: 

Security lifecycle • 
Fine grained access control • 
Encryption enforced access control • 
Trusted environment • 
FADI for cooperation and services integration • 

A. Federated Access and Delivery Infrastructure (FADI) 
Federated Access and Delivery Infrastructure (FADI) is defined 
as Layer 5 in the generic SDI Architecture model for e-Science 
(e-SDI). It includes federation infrastructure components, including 
policy and collaborative user groups support functionality. 
When implemented in clouds, the FADI and SDI in general may 
involve multiple providers and both cloud and non-cloud based 
infrastructure components. Our vision and intention is to use 
for this purpose the general Intercloud Architecture Framework 
(ICAF) proposed in our works [19]. ICAF provides a common 
basis for building adaptive and on-demand provisioned multi-
provider cloud based services.  
Figure illustrates the general architecture and the main components 
of the FADI (that corresponds to the ICAF Access and Delivery 
Layer C5) that includes infrastructure components to support 
inter-cloud federations services such as Cloud Service Brokers, 
Trust Brokers, and Federated Identity Provider. Each service/
cloud domain contains an Identity Provider IDP, Authentication, 
Authorisation, Accounting (AAA) service and typically 
communicate with other domains via service gateway. 

Fig. 3: Federated Access and Delivery Infrastructure (FADI)
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FADI incorporates related federated infrastructure management 
and access technologies. Using federation model for integrating 
multi-provider heterogeneous services and resources reflects 
current practice in building and managing complex infrastructures 
(both SDI and enterprise infrastructures) and allows for inter-
organisational resource sharing. 

B. Data Centric Access Control  
SDI/BDI will incorporate standards and if needed advance access 
control services and mechanisms at the level of FADI and users/
services level. However consistent data centric security and access 
control will require solving the following problems:   

Fine-granular access control policies. 1. 
Encryption enforced attribute based access control 2. 

Depending on the data type and format, the two basic access 
control and policy models can be defined: resource and/or 
document based access control, including intra document; and 
cell or record based access control for data stored in databases. We 
identify XACML policy language as appropriate for document/
intra-document access control. For databases we need to combine 
their native access control mechanisms and general document 
based access control.  

C. XACML Policies for Fine Granular Access Control 
The policies for data centric access control model should 
provide the fine-grained authorization features, based not only 
on the request context attributes such as subjects/users, data 
identifiers, actions or lifetimes, but also on the structured data 
content. A prospective direction is to design and apply attribute 
based access control mechanisms with policies incorporate along 
with data granularity. Such policies may contain complex logic 
expressions of attributes. Based on input attribute values from 
users, their queries could return either authorized data or errors. 
In this respect, managing SDI/BDI big data using attribute-based 
policy languages like XACML is applicable. However, for large 
documents or complex data structures XACML policies evaluation 
may create a significant performance overhead.  

V. Opportunities and Challenges For Big Data
Big Data environment has started to influence almost all types of 
organizations, since it has the potential power to extract useful 
knowledge from huge volumes of data and operate upon it as 
per the requirements on real time basis [1]. The opportunities 
provided by Big Data systems can be explained by analyzing its 
applicability in different areas as below: 

A. Healthcare
The healthcare industry is quickly moving to electronic medical 
records and images that it may use for public health monitoring and 
in epidemiological research programs [11]. In healthcare Big Data 
is also associated with the massive volume of patient-specific data. 
A valid example is in medical imaging where small pathological 
features measuring only a few millimeters can be detected in 
magnetic resonance imaging and in CT scans [1, 4]. 

B. Mobile Networks
The amount of mobile data traffic is expected to grow to 10.8 
Exabyte per month by 2016 due to increased usage of smart 
phones and tablets [1]. Big Data is needed for managing and 
operating mobile networks and with the aim of improving network 
quality and considering issues such as isolation and correlation 
of network faults, security breach detection, traffic planning, 

hardware maintenance predictions etc. [1] 

C. Video Surveillance
Video surveillance is in a transition phase from CCTV to IPTV 
cameras and recording systems that organizations want to analyze 
for behavioral patterns. Big data can be used to analyze huge 
volumes of data so generated for security and service enhancement 
[11]. 

D. Media and Entertainment
The media and entertainment industry has shifted to digital 
recording, production, and delivery in recent times and Big Data 
approach could be used for collecting the huge volumes of rich 
content to find and analyze user viewing behaviors [11]. 

E. Life Sciences
In field Life Sciences the low-cost gene sequencing can produce 
tens of terabytes of information required to be analyzed to find 
genetic variations, DNA sequencing, treatment success rate etc. 
[11]. 

F. Transportation
Sensor data is being generated at an accelerating rate from fleet 
GPS transceivers, RFID tag readers, smart meters, and cell phones 
and this data is being used to optimize business operations to 
realize incoming business opportunities [11-12]. 

G. Environment Study
Efficient environment study requires collecting and analyzing data 
from thousands of sensors that monitor air and water quality and 
meteorological conditions [4]. Careful analysis of collected data 
can then be used to direct simulations of climate and groundwater 
models for predicting longterm trends and changes in environment 
such as increased CO2 emissions, ground water table level etc. 
[4] 
Big data environments create significant opportunities with some 
of them listed above. However, organizations must find ways 
to cope with security and other technological challenges they 
introduce. As big data environments deal with massive volumes 
of data, organizations have to face significant risks and threats to 
these data repositories. As compared to previous records nowadays 
organizations are generating more data but the point of concern is 
that they don’t realize its importance, context and ways to protect 
it from any kind of risks. Some such risks and challenges faced 
by Big Data systems are listed and described below: 

H. Heterogeneity and Incompleteness of Data
Data for analysis may be collected from differently structured data 
sources which possess a great deal of heterogeneity. Human beings 
can tolerate data heterogeneity but machine analysis algorithms 
expect homogeneous data [13]. Due to this carefully structured 
data is needed for data analysis. Issues such as representation, 
access, and analysis of unstructured and semi-structured data 
require further processing to be done [1, 13]. Even after undergoing 
data cleaning and error correction there may still exist some 
incompleteness and errors in data. Data analysis activity must 
deal with such data incompleteness and errors [13]. Doing this 
correctly poses a challenge. However, managing probabilistic data 
offers a way to tackle the problem to some extent [13]. 

I. Scale or Shrink
Managing large and rapidly increasing volumes of data is a 
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challenge for any system. Previously, this challenge was handled 
by processors getting faster, as suggested by Moore’s law to 
provide resources needed to cope with increasing volumes of 
data [13]. But, the scenario now is that the data volume is scaling 
faster than compute resources and CPU speeds are also static. 
The question then arises is how to scale up or shrink as required. 
NoSQL can partly address this issue and is more flexible to adopt 
to new business processes [16]. 

VI. Future Research and Development 
The future research and development will include further Big Data 
definition initially presented in this paper. At this stage we tried to 
summarize and re-think some widely used definitions related to 
Big Data, further research will require more formal approach and 
taxonomy of the general Big Data use cases in different Big Data 
origin and target domains. The authors will continue contributing 
to the NIST Big Data WG targeting both goal to propose own 
approach and to validate it against industry standardization 
process.  Another target research direction is defining a Common 
Body of Knowledge (CBK) in Big Data to provide a basis for 
a consistent curriculum development. This work and related to 
the Big Data metadata, procedures and protocols definition is 
planned to be contributed to the Research Data Alliance (RDA). 
The authors believe that the proposed paper will provide a step 
toward the definition of the Big Data Architecture framework 
and Common Body of Knowledge (CBK) in Big Data and Data 
Intensive technologies.

VII. Conclusion 
Big Data technologies represent a new generation of architectures 
and technologies developed in order to extract value from a very 
huge volumes of a wide variety of data by innovatively enabling 
high-velocity data capture, discovery, and analysis. It is a term 
used for large and complicated data sets that are difficult to be 
processed by standard traditional data processing applications and 
tools. Big data has established the ability to improve performance, 
save cost, efficient data processing and better decision-making 
in diverse fields of application such as traffic control, healthcare 
weather forecasting, fraud control, media and entertainment, 
disaster prevention, education etc. Big data poses opportunities 
and challenges in its application areas that need further significant 
research efforts. This paper presented a review on the recent efforts 
dedicated to big data, NIST proposed reference architecture and 
opportunities and challenges posed by Big Data environment.  
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