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Abstract
There are measures in military circumstances, for instance, a battle 
area or an antagonistic region. They are inclined to encounter 
the evil impacts of spasmodic framework system. They are 
having progressive portions. Intrusion tolerant framework DTN 
progressions are is a certifiable and basic courses of action. DTN is 
a Disruption-tolerant framework. It grants contraptions which are 
remote and passed on by social orders in a military to participate 
with each other. These devices get to the mystery information 
or summon reliably by abusing external limit hubs. In these 
frameworks organization circumstances DTN is outstandingly 
productive advancement. Right when there is no wired relationship 
between a source and a destination device, the information from 
the source hub might need to sit tight amidst the street hubs for 
a great deal of time until the affiliation would be adequately 
settled. One of the testing technique is an ABE. That is trademark 
based encryption which fulfills the necessities for secure data 
recuperation in DTNs. The thought is Cipher substance Policy ABE 
(CP-ABE). It gives a suitable strategy for encryption of data. The 
encryption consolidates the quality set that the translating needs 
in order to unscramble the figure content. From this time forward, 
various customers can be allowed to interpret assorted parts of 
data as demonstrated by the security approach. We propose a 
powerful structure for neutralizing range spills in Sensor Networks 
moreover it promises the assurance sparing arrangement against 
action examination and stream taking after. 
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I. Introduction 
The setup of the present Internet organization models relies on 
upon several presumptions, for instance, (a) the vicinity of a 
conclusion to-end route between a source and destination pair, 
and (b) low roundtrip dormancy between any hub pair. In any case, 
these assumptions don’t hold in some rising frameworks. A couple 
tests [1] are: (i) battle zone offhand frameworks in which remote 
devices passed on by contenders work in unpleasant circumstances 
where staying, environmental segments and compactness might 
realize impermanent divisions, and (ii) vehicular extraordinarily 
delegated frameworks where transports are equipped with remote 
modems and have spasmodic RF accessibility with one another. 
In the above circumstances, a conclusion to-end path between a 
source and a destination pair may not by and large exist where 
the associations between widely appealing hubs might be sharp, 
commonly connectable, or once in a while joined. To allow hubs 
to talk with each other in these incredible frameworks organization 
circumstances [2-4], Disruption Tolerant Framework (DTN) 
advances are getting the opportunity to be compelling courses of 
action that allow hubs to compare with each other. Conventionally, 
when there is no restriction to-end relationship between a source and 
a destination consolidate, the messages from the source hub might 
need to sit tight amidst the street hubs for a significant measure 

of time until the affiliation would be at last developed. After the 
affiliation is over the long haul set up, the message is passed on 
to the destination hub. Roy [5] and Chuah [6] exhibited limit 
hubs in DTNs where data is secured or rehashed such that simply 
affirmed versatile hubs can get to the major information quickly 
and successfully. A need in some security-essential applications is 
to lay out a passage control structure to guarantee the private data 
set away in the limit hubs or substance of the mystery messages 
guided through the framework. As a delineation, in a bleeding edge 
DTN, a limit hub might have some ordered information which 
should be gotten to simply by a person from ‘Unit 6’ or a part in 
‘Mission 3’. A couple of current plans [7-9] take after the standard 
cryptographic-based system where the substance are encoded 
before being secured hubs, and the interpreting keys are coursed 
just to endorsed customers. In such procedures, flexibility and 
granularity of substance access control depends overwhelmingly 
on the major cryptographic primitives being used. It is hard to 
concordance between the multifaceted way of key organization 
and the granularity of access control using any courses of action 
that rely on upon the standard pair quick key or assembling key 
primitives. Appropriately, regardless of all that we need to layout 
a flexible game plan that can give fine-grain access control. We 
insinuate a DTN auxiliary arranging where diverse forces issue 
and manage their own specific property keys unreservedly as a 
decentralized DTN [10]. In this paper, we delineate a CP-ABE 
based encryption scheme that gives fine-grained access control. 
In a CPABE arrangement, each customer is joined with a plan of 
properties in light of which the customer’s private key is made. 
Substance are mixed under a passageway technique such that 
simply those customers whose qualities arrange the passageway 
methodology can interpret. Our arrangement can give not fine 
and dandy grained access control to each substance challenge 
also more mind boggling access control traps. Ciphertext attribute 
based encryption (CP-ABE) is a guaranteeing cryptographic 
reaction for the benefit to get access control issues. In any case, 
the issue of applying CP-ABE in decentralized DTNs presents two 
or three securities and affirmation challenges as to the property 
refusal, key escrow, and coordination of characteristics issued 
from specific powers. 

II. Related Work 
As a promising correspondence worldview, Cognitive Radio 
Networks (CRNs) have cleared a street for Secondary Users 
(SUs) to entrepreneurially abuse unused authorized range without 
bringing about inadmissible impedance to Primary Users (PUs). In 
this paper, we think about the disseminated information gathering 
issue for no concurrent CRNs, which has not been tended to 
sometime recently. In the first place, we examine the Proper 
Carrier-detecting Range (PCR) for SUs. By working with this 
PCR, a SU can effectively direct information transmission without 
exasperating the exercises of PUs and different SUs. Consequently, 
in light of the PCR, we propose an Asynchronous Distributed 
Data Collection (ADDC) calculation with reasonableness thought 
for CRNs. ADDC gathers information of a depiction to the base 
station in a circulated way with no time synchronization necessity. 
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The calculation is adaptable and more useful contrasted and 
concentrated and synchronized calculations. Through far reaching 
hypothetical examination, we demonstrate that ADDC is request 
ideal regarding deferral and limit, the length of a SU has a positive 
likelihood to get to the range. At last, broad reproduction results 
demonstrate that ADDC can successfully complete an information 
accumulation undertaking and essentially decrease information 
gathering delay. The reason for a remote sensor system (WSN) 
is to give the clients access to the data of enthusiasm from 
information accumulated by spatially appropriated sensors. For 
the most part the clients require just certain total elements of 
this dispersed information. Calculation of this total information 
under the end-to-end data stream worldview by conveying all the 
pertinent information to a focal authority hub is an exceptionally 
wasteful answer for this reason. An option recommendation is to 
perform in-system calculation. This, be that as it may, brings up 
issues, for example, what is the ideal approach to register a total 
capacity from an arrangement of measurably related qualities 
put away in various hubs; what is the security of such total as the 
outcomes sent by a bargained or defective hub in the system can 
unfavorably influence the exactness of the processed result. In 
this paper, we have displayed a vitality productive accumulation 
calculation for WSNs that is secure and hearty against malevolent 
insider assault by any traded off or defective hub in the system. 
As opposed to the customary preview accumulation approach in 
WSNs, a hub in the proposed calculation as opposed to unicasting 
its detected data to its guardian hub, telecasts its appraisal to 
every one of its neighbors. This makes the framework more blame 
tolerant and expansion the data accessibility in the system. The 
recreations directed on the proposed calculation have delivered 
results that exhibit its adequacy. Sensor systems are accumulation 
of sensor hubs which agreeably send detected information to base 
station. As sensor hubs are battery driven, a productive use of 
force is crucial so as to utilize systems for long span henceforth 
it is expected to decrease information movement inside sensor 
systems, lessen measure of information that need to send to base 
station. The primary objective of information total calculations is 
to accumulate and total information in a vitality proficient way so 
that system lifetime is upgraded. Remote sensor systems (WSN) 
offer an undeniably Sensor hubs require less power for handling 
when contrasted with transmitting information. It is desirable over 
do in system preparing inside system and lessen parcel size. One 
such approach is information collection which appealing technique 
for information gathering in circulated framework architectures 
and element access by means of remote network. Remote sensor 
systems have restricted computational power and constrained 
memory and battery control, this prompts expanded multifaceted 
nature for application designers and regularly brings about 
applications that are firmly combined with system conventions. 
In this paper, an information conglomeration structure on remote 
sensor systems is introduced. The structure fills in as a middleware 
for collecting information measured by various hubs inside of a 
system. The point of the proposed work is to analyze the execution 
of TAG as far as vitality productivity in correlation with and 
without information conglomeration in remote sensor systems 
and to survey the suitability of the convention in a domain where 
assets are constrained.

II. Problem Statement
Various graphical password schemes have been proposed as 
alternatives to text-base passwords. Research and experience have 
shown that text-based passwords are fraught with both usability 

and security problems that make them less than desirable solutions. 
Psychology studies have revealed that the human brain is better at 
recognizing and recalling images than text graphical passwords are 
intended to capitalize on this human characteristic in hopes that by 
reducing the memory burden on users, coupled with a larger full 
password space offered by images, more secure passwords can 
be produced and users will not resort to unsafe practices in order 
to cope speakers of any language. We propose and examine the 
usability and security of Cued Click Points (CCP), a cued-recall 
graphical password technique. Users click on one point per image 
for a sequence of images. The next image is based on the previous 
click-point. We present the results of an initial user study which 
revealed positive results. Performance was very good in terms 
of speed, accuracy, and number of errors. Users preferred CCP 
to Pass Points saying that selecting and remembering only one 
point per image was easier, and that seeing each image triggered 
their memory of where the corresponding point was located. We 
also suggest that CCP provides greater security than Pass Points 
because the number of images increases the workload for attackers 
or a sequence of images. The next image displayed is based on the 
previous click-point so users receive immediate implicit feedback as 
to whether they are on the correct path when logging in. CCP offers 
both improved usability and security. Alphanumeric password 
technique is traditional technique. Humans can remember pictures 
better than alphanumeric characters. To overcome the traditional 
password technique graphical password technique is used. To send 
the file securely in military (Defense, Air force, Navy), there is a 
need of high security to the file.

III. Network Architecture
In this section, we describe the DTN architecture and define the 
security model.

Fig. 1: Architecture of Secure Data Retrieval in a Disruption-
Tolerant Militarynetwork

A. System Description and Assumptions
Fig. 1 shows the architecture of the DTN. As shown in fig. 1, the 
architecture consists of the following system entities.

1. Key Authorities
They are key generation centers that generate public/secret 
parameters for CP-ABE. The key authorities consist of a central 
authority and multiple local authorities. We assume that there are 
secure and reliable communication channels between a central 
authority and each local authority during the initial key setup 
and generation phase. Each local authority manages different 
attributes and issues corresponding attribute keys to users. They 
grant differential access rights to individual users based on the 
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users’ attributes. The key authorities are assumed to be honest-
but-curious. That is, they will honestly execute the assigned tasks 
in the system, however they would like to learn information of 
encrypted contents as much as possible.

2. Storage Node
This is an entity that stores data from senders and provide 
corresponding access to users. It may be mobile or static [4-5]. 
Similar to the previous schemes, we also assume the storage node 
to be semi trusted, that is honest-but-curious.

3. Sender
This is an entity who owns confidential messages or data (e.g., 
a commander) and wishes to store them into the external data 
storage node for ease of sharing or for reliable delivery to users 
in the extreme networking environments. A sender is responsible 
for defining (attribute based) access policy and enforcing it on its 
own data by encrypting the data under the policy before storing 
it to the storage node.

4. User
This is a mobile node who wants to access the data stored at the 
storage node (e.g., a soldier). If a user possesses a set of attributes 
satisfying the access policy of the encrypted data defined by the 
sender, and is not revoked in any of the attributes, then he will 
be able to decrypt the ciphertext and obtain the data. Since the 
key authorities are semi-trusted, they should be deterred from 
accessing plaintext of the data in the storage node; meanwhile, they 
should be still able to issue secret keys to users. In order to realize 
this somewhat contradictory requirement, the central authority 
and the local authorities engage in the arithmetic 2PC protocol 
with master secret keys of their own and issue independent key 
components to users during the key issuing phase. The 2PC 
protocol prevents them from knowing each other’s master secrets 
so that none of them can generate the whole set of secret keys of 
users individually. Thus, we take an assumption that the central 
authority does not collude with the local authorities (otherwise, 
they can guess the secret keys of every user by sharing their 
master secrets).

B. Threat Model and Security Requirements

1. Data Confidentiality
Unauthorized users who do not have enough credentials satisfying 
the access policy should be deterred from accessing the plain data 
in the storage node. In addition, unauthorized access from the 
storage node or key authorities should be also prevented.

2. Collusion-resistance
If multiple users collude, they may be able to decrypt a cipher 
text by combining their attributes even if each of the users cannot 
decrypt the cipher text alone [11–13]. For example, suppose there 
exist a user with attributes {”Battalion 1”, “Region 1”} and another 
user with attributes {“Battalion 2”, “Region 2”}. They may succeed 
in decrypting a cipher text encrypted under the access policy of 
(“Battalion 1” AND “Region 2”), even if each of them cannot 
decrypt it individually. We do not want these colluders to be able 
to decrypt the secret information by combining their attributes. 
We also consider collusion attack among curious local authorities 
to derive users’ keys.

3. Backward and Forward Secrecy
In the context of ABE, backward secrecy means that any user 
who comes to hold an attribute (that satisfies the access policy) 
should be prevented from accessing the plaintext of the previous 
data exchanged before he holds the attribute. On the other hand, 
forward secrecy means that any user who drops an attribute should 
be prevented from accessing the plaintext of the subsequent data 
exchanged after he drops the attribute, unless the other valid 
attributes that he is holding satisfy the access policy.

IV. Proposed System
In our proposed system using Cipher text Policy Attribute Based 
Encryption (CP-ABE) for secures data retrieval in disruption 
tolerant military network. In a cipher text policy attribute-based 
encryption scheme, each user’s private key is associated with a 
set of attributes representing their capabilities. Immediate attribute 
revocation enhances backward/forward secrecy of confidential 
data by reducing vulnerability. Key escrow problem is resolved 
in the military network. In CP-ABE, the key authority generates 
private keys of users by applying the authority’s master secret keys 
to users’ associated set of attributes. Thus, the key authority can 
decrypt every ciphertext addressed to specific users by generating 
their attribute keys. Cipher text-Policy Attribute Based Encryption 
(CP-ABE) provides a scalable way of encrypting data such that 
the encryptor defines the attribute set that the descriptor needs to 
possess in order to decrypt the cipher text. Thus, different users 
are allowed to decrypt different pieces of data per the security 
policy. In this paper, we attempt to enhance the existing secure 
date retrieval model of decentralized disruption tolerant military 
networks with providing Source Anonymity. Mobile nodes in 
certain applications like the locations of events reported by a 
sensor network need to remain anonymous. That is, unauthorized 
observers must be unable to detect the origin of such events by 
analysing the network traffic. Known as the source anonymity 
problem, this problem has emerged as an important topic in the 
security of wireless sensor networks, with variety of techniques 
based on different adversarial assumptions being proposed. In 
this work, we present a new framework for modelling, analysing, 
and evaluating anonymity with enhanced secure date retrieval for 
decentralized disruption-tolerant military networks.

Fig. 2: Our Proposed System Model

V. Results
The simulation studies involve the Disruption Tolerant Network. 
The proposed ETMS We perform secure data retrieval in proposed 
system by using Trust value and Threshold value of requesting 
node in military network. It helps in identifying the malicious 
nodes in DTN environment. From fig. 2. Trust threshold value 
gets calculated for requesting node in DTN. Social trust and Qos 
trust is calculated in fig.3 by checking the unselfishness, honesty, 
intimacy and competence
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Fig. 2: Analysing the Trust Threshold

Fig. 3: Calculating Trust Values

VI. Conclusion
Our project is not the unique one, but is an endeavour attempt to 
have a precise scenario of what the terms “secure data retrieval 
for decentralized disruption tolerant network” is meant to be and 
its implementation as well on which we are currently working. 
As stated before, our proposed system can enhance the security 
of military network by using CP-ABE mechanism. CP-ABE is a 
scalable cryptographic solution to the access control and secure 
data retrieval issues. In this paper, we proposed an efficient and 
secure data retrieval method using CP-ABE for decentralized 
DTNs where multiple key authorities manage their attributes 
independently. The inherent key escrow problem is resolved 
such that the confidentiality of the stored data is guaranteed even 
under the hostile environment where key authorities might be 
compromised or not fully trusted. In addition, the fine-grained key 
revocation can be done for each attribute group. We demonstrate 
how to apply the proposed mechanism to securely and efficiently 
manage the confidential data distributed in the disruption- tolerant 
military network.
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