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Abstract
Network security is increasingly becoming ever more crucial to 
individuals and various administrations. An increasing number 
of organisations, including governmental organisations, store, 
manipulate and communicate valuable and confidential information 
electronically. However, a number of threats compromise the 
security of this information making network security of great 
importance. Through examination of the times gone by of security 
permits a better understanding of the emergence of security 
innovations and technologies. Understanding the architecture 
of the internet paves ways for modifications that can reduce 
conceivable attacks that can be sent across the network. Being 
aware methods, of attacks permits for suitable securities to emerge. 
Various administrations protect their activities from the internet 
through the use of encryption mechanisms and firewalls. For a 
better understanding and a careful evaluation, the internet, its 
weaknesses, threats via the internet and security technology is 
critically examined to reach a conclusion.
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I. Introduction 
With the rise of modern technology such as the internet and 
new networking technology, the world is becoming more 
interconnected. There is a vast amount of commercial, personal, 
government and military information on networking infrastructures 
universally [1]. Making network security one of the key factors 
for individuals, organisations and governments and underpins 
numerous objectives outlined in these bodies organisational 
structure, strategies, policies, aims and objectives [2-3]. Large 
sums of capital is spent on ensuring the robustness of information 
and network security, in 2014 the UK government spent over 
£1 billion [4]. And according to the Financial Times worldwide 
enterprise spending on information and network security is over 
£2 billion [5]. According to Dayo (2013), network security is 
becoming of increased standing dueto intellectual property that 
can be effortlessly acquired through the internet.

II. Network Security
Network security comprisesof systems or practices used to 
protect a computer network from unauthorized accesses, 
misappropriations or unauthorized alterations [6]. The first stage 
of this procedure is verifying a user, characteristically a username 
and a password are used for this: this is referred to as‘one-factor 
authentication’[7]. In addition, depending on the level of security 
required, ‘two-factor’ or ‘three-factor’ authentication systemscan 
be used - thiscomprisesthe verification of fingerprints or security 
tokens[7-8]. After verification a, a firewall is used to make sure 
that the user accesses only the services that are authorised to 
them. In addition to the verification of the user, networksoughtto 
correspondinglydeliver security procedures against computer 
viruses, Trojans or worms.Antivirus software and Intrusion 
Prevention Systems (IPS) can be used to shield a network from 
viruses, Trojans and worms.Network security differs in accordance 
to the level of security required [9]. For instance, the level of 

security required by a small business will be different to that 
adopted by the military. Organisations tend to match their level of 
security in accordance to their perceived threat or the sensitivity of 
the information that is being protected on the network [10]. Homes 
or small businesses tend to have small networksso a rudimentary 
firewall, antivirus software and strong passwords will suffice, 
however a military network would need a much more secure 
strong firewall and proxy, encryption, strong antivirus software 
and a two- or three-factor authentication system and much more 
network security [11]. 

Presently there are two fundamentally diversenet works, data 
networks and synchronous network comprised of switches [12]. 
The internet is viewed to be a data network.

Since the present data network entails computer-grounded 
routers, information can be attained by programs, such as “Trojan 
horses,”planted in the routers [12]. The synchronous network that 
comprises of switches does not bufferd at a and consequently are 
not vulnerable to hackers [1]. This is why security is accentuated 
in data networks, such as the internet, and additional networks 
that link to the internet [1], [12]

II. Developing Secure Networks 
When developing a secure network, the following need to be 
considered [12]:

Access–official operators are provided the means of • 
communicating to and from a particular network
Verification–make sure the operators of the network are • 
authentic
Discretion–make certain that the data in the networks tays • 
private
Integrity–make sure the data sent has not been a ltered • 
intransit.
Non-refutation–make sure the operator does not disprove of • 
making use of the network

An efficient network security strategy is designed with through 
understanding of security issues, risks, potential threats, required 
level of security, and features that brand a network susceptible 
to attack [12-13].

To lessen the vulner abilities found on the computer network there 
are various accessible products on the market. The products consist 
of authentication mechanisms, encryption, security management, 
firewalls and intrusion-detection [1],[14]. Globally individuals 
and organisations use a mixture of some of these products. 
Organisations invest in securing their intranets from threats on the 
internet as the internet architecture itself leads to vulnerabilities in 
the network [1],[15]. Having an understanding of security threats 
of the internet immensely assists in the emergence of innovative 
security approaches and technologies for networks
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Fig. 1: Founded on the OSI Model, Data Security and Network 
Security Have a Differing Security Functions [1]

With internet access and internet safe guarding itself [1], [16]. It 
is crucial to monitor and study various types of potential threats 
and attacks over the internet in order to detect and guard against 
them [1], [17]. Daya (2013) states that intrusion discovery systems 
are established based on the kinds of attacks most usually used. 
Daya (2013) further writes that network interferences comprise 
of ‘packets’ that are presented to cause difficulties for the sub 
sequent reasons:

Acquire system data that can be exploited in future attacks1. 
User sources impractically2. 
Disrupt system resource’s intended function3. 

Currently typical security procedures are used on computers 
linked to the network. Security procedures occasionally appear 
as part of a single layer of the Open Systems Interconnection (OSI) 
network reference model. The association of network security 
and data security to the OSI model is revealed in Fig.1. It can be 
realised that the cryptography transpires at the application layer; 
thus, the application designers are mindful of its presence [12]. 
The operator can select different approaches of data security and 
network security is mostly contained within the physical level 
of the OSI.
Designs using a layered approach to secure network design have 
been carried out and the levels of the security model correspond to 
the OSI model levels. This security method leads to an operative 
and well-organised design which avoids some of the popular 
security difficulties [12].

III. Network Security Future
The field of network security is vast and forever changing as new 
technologies are designed to tackle existing, new and potential 
threats. To critically address the significance and future of network 
securityan analysis ofthree factors will be carried out:

A. The Evolution of Security in Networks
Arguably network security was revolutionised by the crime 
committed by Kevin Mitnick in the United States [1]. The crime 
was the largest computer-related crime in U.S. history with record 
losses of $80 million in U.S. intellectual property and source code 
from a various corporations and since then, network security came 
into the limelight [18]. Communal networks are being depend on to 
deliver fiscaland personal information Due to the evolution of data 

obtain able through the internet, network security is also mandated 
to progress in order to preserve the robustness of information 
security [1]. Kevin Mitnick’s offense has led to corporations 
accentuating security for intellectual property [1],[19]. The need 
to keep information secure on the internet could be said to be 
the main driving force for information security developments 
[20]. Historically internet procedures were not designed to safe 
guard themselves, this left the internet vulnerable to attacks [1], 
[12]. Modern progresses in the internet architecture have made 
information and network security more secure[19], [21].

B. Internet Architecture and Susceptible Security 
Characteristics of the Internet
There are over three billion internet users worldwide and any day, 
there are thousands of major incidences of a security (Figure 1)
[22].

Fig. 2: World Internet Usage Statistics June 30, 2016 [38]

The uneasiness of security vulnerability on the internet has led 
corporations to make use of secured private intranets or networks 
[12]. Mechanisms at several layers of the Internet Protocol Suite 
were introduced by the Internet Engineering Task Force (IETF) [1], 
[23], [24]. The security mechanisms permit for the rational defence 
of information units that are transported across the network [25]. 
In 1988 the Morris Worm was born named after RobertMorris 
who was sentenced for releasing a worm that affected over 5000 
internet connected computers [26]. It was in response to Morris 
attack that the Computer Emergency Response Team (CERT) 
was formed in order to make computer users aware of network 
security issues[1]. 
The security construction of the internet protocol, identified as 
IP Security (IPsec), is a calibration of internet security [1]. IPsec, 
covers the current generation of IP(IPv6) as well as the current 
version, IPv4 [19]). Though new systems, such as IP sec, have 
been established tooverwhelm the internet’s finest-recognised 
deficiencies, they seem to be in adequate [12], [27]. Figure2 
displays a graphic depiction of how IPsec’s are executed to deliver 
secure communications [1].

Fig. 3: IPSec

IPSec is a point-to-point procedure, on one end it encrypts and 
on the other decrypt sand both sides share key or keys. IPSec can 
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be used in binary modes, explicitly transport mode and tunnel 
modes [1], [6].

C. Security for Networks With Internet Access
Organisations currently use groupings of firewalls, encryption, and 
authentication devices to generate, intranets, that are linked to the 
internet but secured from it at the same time [1], [28]. However even 
though intranets can be swiftly setup to communicate information 
in a secured managed setting, the communicated information is still 
at risk without there being a high level of security [1], [12], [29]. 
If effectively managed with the right software of network security 
intranets are secure sources of information and communication. 
Never the less, the drawback of a closed intranet is that crucial 
information may end up not getting to the individuals that need 
the networks open, with the defences [10]. Examples of  defences 
include : obligatory guidelines for staff opening of email and 
firewalls that pick-up and report unauthorised interference efforts 
[1].
With the development of new technologies cyber criminals are 
becoming highly sophisticated and collaborative, generating 
fresh security risks, whilst researchers are still discovering 
susceptibilities in already existing technologies [30-31]. According 
to Olavsrud (2015) to tackle the threat, it is essential that information 
security specialists understand the risks and potential risks on 
around, this will allow them to be in a better position to tackle 
network security threats. However as governments get involved 
in cyberspace to protect network security and impose legislation 
to tackle cybercrime, restrictions on activities arguably affect 
all organizations whether or not an organization is the intended 
target [30]. Olavsrud argues that even institutions not implicated 
in wrong doing will still be negatively impacted through collateral 
damage as governmental authorities’ police their corner of the 
internet. 
Conclusion
Network security is a significant sector that is progressively gaining 
attention as the internet rapidly expands [12]. Network technology 
is crucial for a wide variation of applications. Network security 
is imperative to information networks and applications. Though, 
network security is a crucial obligation in emergent networks, 
the lack of security methods that can be easily implemented is 
substantial. There is a gap in communication between the designers 
of security innovate or sand creators of networks. Network 
creation is a well-established procedure that is grounded on the 
Open Systems Interface (OSI) model [1], [32-33].The OSI offers 
various advantages when developing networks. It proposals ease-
of-use, flexibility, modularity, and standard is ation of procedures 
[34]. The procedures of different layers can be effortlessly joined 
to generate stacks which permit modular progress [1], [35].The 
application of distinct layers can later be altered without making 
additional modifications, permitting flexibility in advancement. 
process [19]. In contrast to network design, secure network design 
is not a well-developed. There isn’t a methodology to manage the 
complexity of security requirements. Secure network design does 
not contain the same advantages as network design [36-37]
When thinking about network security, it must be highlighted that 
the entire network is protected and secured. Network security is 
not only concerned with the security in the computers at each end 
of the communication chain, when conveying information, the 
communication network must not be susceptible to attacks [12]. 
The network security field may have to evolve more rapidly to 
deal with the threats further in the future.
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