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Abstract
Now-a-days information security over unsecured channel is the
most challenging issue. Most of the proposed algorithms in network
security include only cryptography. Although cryptanalysis takes
a lot of time to get back the plain text, the security given is not
efficient in the conditions where the plain text is more important
than the time. Therefore, we have proposed an efficient solution
to use steganography along with cryptography for increased
security. The proposed algorithm involves the pure format based
text steganography along with the secret key cryptography. The
cover text is made as ordinary as possible. The plain text from
the sender is encrypted using DES algorithm which generates
the cipher text. This cipher text is then embedded into the cover
text using the embedding algorithm which generates the stego
text which is sent through the unsecured channel. The receiver
then receives the stego-text converts it into the cipher text using
extraction algorithm which is then converted back to plain text
using DES decryption. Instead of correct recipient if any third
party or cracker or hacker obtains the stego text they may think
that it is an ordinary text to teach English to the kids since we
made it like that or if they try to extract the original message it
requires a huge amount of computational time.
The changes that can be made to the proposed algorithm is that
we can make use of AES algorithm instead of DES algorithm
since AES make use of 128-bit key and DES uses 64-bit key and
increase in key length provides greater security.
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I. Introduction
Steganography and Cryptography are two popular ways of sending
vital information in a secret way. One hides the existence of the
message i.e. Steganography and the other changes the message
itself i.e. Cryptography. In this paper we propose a new technique
in which Cryptography and Steganography are used as integrated
part. The following paper first encrypts the plain text to cipher text
using one of the existing algorithm available in the market. Once
the Cipher Text is generated, the Cipher text with the cover text
is used to create a stenographic text also known as stego-text. A
cover text is a normal text behind which the original message is
made hidden. The stego-text generated is sent to the destination.
Now even if the intruder taps the network channel and try to read
the message out of it, the only thing he could try to read is the
cover text. The Intruder thinks that the cover text is the original
message which was sent over network, but actually the original
message was hidden behind the cover text. This makes the data
secure even if the link was captured by the third party intruders.
For converting the plain text to cipher text we will use the DES
algorithm. DES is a 64-bit encryption algorithm which defines
more secured message transfer over the network with much higher
computational time to break the code. Steganography is the practice
of concealing an image or file within another image or file. Various
techniques include pin punctures, typewriter correction ribbons,
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watermarking. One text can be used to hide another text. This is
known as text steganography. We make use of text steganography
in this process.
If in a case the intruder comes to know about the use of
Steganography and Cryptography for the message encryption,
all he could do is get the cipher text which is already encrypted
with the best algorithm available and it takes a lot of computational
time to break the code. This process is shown in frig. 1 briefly.

Fig. 1: Text Steganography Along with Cryptography
II. System Analysis
A. Existing System
Information hiding has always been a complicated task, even
though many solutions and techniques have been implemented they
are not efficient enough and always had some drawbacks. Many
cryptographic systems have been proposed for security purposes.
One of the most used cryptographic system is Data Encryption
Standard (DES). DES is a block cipher, meaning a cryptographic
key and algorithm are applied to a block of data simultaneously
rather than one bit at a time. To encrypt a plaintext message, DES
groups it into 64-bit blocks. Each block is enciphered using the
secret key into a 64-bit cipher text by means of permutation and
substitution. The process involves 16 rounds and can run in four
different modes, encrypting blocks individually or making each
cipher block dependent on all the previous blocks. Decryption is
simply the inverse of encryption, following the same steps but
reversing the order in which the keys are applied. For any cipher,
the most basic method of attack is brute force, which involves
trying each key until you find the right one. The length of the key
determines the number of possible keys and hence the feasibility
of this type of attack. DES uses a 64-bit key, but eight of those
bits are used for parity checks, effectively limiting the key to 56bits. Hence, it would take a maximum of 2^56, attempts to find
the correct key.
B. Proposed System
The proposed technique for information hiding through the formatbased pure text steganography is divide d into a cascade of two
processes. They are the preparation of the ordinary cover text
and the embedding process. Embedding the secret message into
the cover text the stego-text is transmitted over the unsecured
communication channel. At the intended receiver the extraction
process applied to extract the secret message sent by the sender
is also discussed here.
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B. Proposed System
The proposed technique for information hiding through the formatbased pure text steganography is divide d into a cascade of two
processes. They are the preparation of the ordinary cover text
and the embedding process. Embedding the secret message into
the cover text the stego-text is transmitted over the unsecured
communication channel. At the intended receiver the extraction
process applied to extract the secret message sent by the sender
is also discussed here.
1. Preparation of Cover Text
The cover text has been made explicitly in such a way that it looks
like an ordinary text consisting of all the English characters which
are mostly used to teach English to the kids. The cover text has
been treated as a linear array of 224 English characters stored
from position 0 to 223.
2. Embedding Process
First, then embedding process takes the prepared cover text which
is treated as a linear array of English characters. Secondly, taking
the original message the process encrypts it by DES encryption
with a secret key of 56 bit. Then counting the frequency with
respective positions of each encrypted character in the cipher text,
the algorithm retrieves the position of each encrypted character
comparing with the characters of the cover text. Treating each of
the positions as an ASCII it takes the equivalent character of each
ASCII and thus the algorithm conceals each encrypted character
to this newly retrieved character from the cover text. Finally, an
alphanumeric puzzle using the counted frequency with respective
positions of each character in the cipher text and the characters,
which conceal the encrypted characters, is added at the end of the
cover text. In the puzzle, each finally retrieved character is placed
directly. Each position guided by the frequency count of each
encrypted character in the cipher text is split into two integers so
that the position can be represented by some arithmetic operations
and then the operations are added in the puzzle section. The stegotext is sent to the receiver over the unsecured communication
channel.
Embedding Algorithm
The pseudo-code of the embedding algorithm is illustrated
below:
(i). Input the cover text.
(ii). Input the original message to be embedded.
(iii). Encrypt the original message with DES encryption.
(iv). Count the frequency with respective positions of each
character in the cipher text.
(v). Retrieve the position of each encrypted character comparing
with the characters of the cover text and treating each of the
positions as an ASCII take the equivalent character of each
ASCII
(vi). Make an alphanumeric puzzle:
(a). Spilt each position guided by the frequency count into two
integers
(b). Directly place the final retrieved character and place some
arithmetic operations performing by the two split integers.
(vii).Add the puzzle at the end of the cover text.
3. Extracting Process
In the extraction phase, first the counted frequency with respective
positions of each character in the cipher text and the characters,
which conceal the encrypted characters, are retrieved from the
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alphanumeric puzzle of the stego-text. Taking the equivalent
ASCII value of the characters from the puzzle the characters stored
in the positions equivalent to the ASCII are retrieved. Then, each
of the characters is placed to those positions mentioned by the
frequency count with respective positions in the cipher text. Then
the DES decryption is applied to the retrieved cipher text to get
the original message sent by the sender.
Extracting Algorithm
The pseudo-code of the extracting algorithm is illustrated
below:
(i). Input the stego-text.
(ii). Input the alphanumeric puzzle from the stego–text and do:
(a). Retrieving the character from the puzzle take the equivalent
ASCII of each character.
(b). Retrieve the character from the text of the position equivalent
to the calculated ASCII.
(iii). Retrieve the frequency an d associated positions of each
character from the puzzle and combine all the characters
according to the frequency and positions.
(iv). Decrypt the combined text with DES decryption.
III. Implementation
A. Embedding
1. Input the Cover Text
The cover text consists of a title, digits, lowercase letters, uppercase
letters, punctuatons, operators and special characters. For the
developed text steganographic algorithm the ordinary cover text
is shown in Table 1 below.
Table 1: Overtext as a Linear Array

2. Input the original message to be embedded.
Let the original message to be embedded be P = First Australia
Next Japan.
3. Encrypt the original message with DES encryption.
After performing DES encryption using a 16-digit hexadecimal
key, K=AD0B6594EC1320DF gives C=0x134ba6386e73d2
dc76e546e5076bea6da90dce72296c4c4 2de6a3472464b01f9
chiphertext.
4. Count the frequency with respective positions of each
character in the cipher text.
Now, the algorithm counts the frequency of each character in the
chiphertext and also stores the positions as in a Table.
5. Retrieve the position of each encrypted character comparing
with the characters of the cover text and treating each of the
positions as an ASCII take the equivalent character of each
ASCII
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6. Make an alphanumeric puzzle:
• Spilt each position guided by the frequency count into two
integers.
• Directly place the final retrieved character and place some
arithmetic operations performing by the two split integers.
7. Add the puzzle at the end of the cover text shown in Table
2 below.
Table 2: Alphanumeric Puzzle
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simple JAVA program. The proposed algorithm has also been
evaluated for its accuracy using different sets of sample data. The
comparison of the developed steganography with other methods
is shown below. Thus it is clear that the steganographic model
offers a higher level of security. In most of the existing methods the
size of the cover text is very bulky. But for our proposed method
the comparative size of the cover text is very smaller as it is not
system generated and interactively very simple. Thus, it ensures
high transfer speed shown in Table 4 below.
Table 4. Comparison With Other Methods

B. Extraction
1. Input the stego-text.
In the extraction phase, the algorithm first takes the stego- text
as the input.
2. Input the alphanumeric puzzle from the stego–text and
do:
First, the algorithm takes the first part, consisting of only
characters, of the alphanumeric puzzle from the stego-text. Then,
the algorithm takes the equivalent ASCII value of each character.
It finds the encrypted and concealed character of that position
from the stego-text which is equal to the calculated ASCII. In
our example, if the retrieved character is ‘5’, its equivalent ASCII
value is 53 and thus ‘5’ is replaced by ‘0’, which was concealed,
because ‘0’ is placed at position 53 in the stego-text.
3. Retrieve the frequency an d associated positions of each
character from the puzzle and combine all the characters
according to the frequency and positions.
Now, the algorithm takes the second part of puzzle section which
contains the arithmetic operations. The output of each arithmetic
operation in each row indicates the positions of each finally
retrieved character for the same row. Then, the algorithm places
the character in those positions. For example, the output of 0+0=0,
23+3=26, 6*6=36, 64-2=62 contains the position 0, 26, 36 and
62 for character ‘5’ and ‘5’ is equivalent to ‘0’ as by step 2. So,
‘0’ is placed in positions 0, 26, 36 and 62. This is shown in Table
3 below.
Table 3: Retrieving of Frequency

4. Decrypt the combined text with DES decryption.
Finally, the DES decryption with the same key as used in the
encryption phase is applied to the combined text to get the original
message, P = First Australia Next Japan.
IV. Result
The performance study with the results of the experiments of the
proposed method has been presented here. For both data hiding
and data extracting the algorithm has been implemented by a
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Moreover, none of the cover text or the steganographic algorithm
will not be easily available for various steganographic attacks like
the known carrier attack, known message attack, steganography
only attack, known steganography attack, or statistical attack.
Hackers or crackers can proceed to extract the secret message with
only the stego-text, but it requires a huge computational time.
However, the developed algorithm can be applied in various
security systems such as E-mail communication system, cloud
based system, banking security system, mobile communication
system, key or password management system, administrative
security system, network security system, etc.
V. Conclusion
In this project it is mainly used for hiding the data in audio files
and sends the data in secure manner in audio file. So the hackers
can’t access the data. In the receiver side LSB algorithm extract
the text from the audio file. Using the AES Algorithm, we decrypt
the data form the encrypted format.
When compared to DES algorithm, AES is more secured and since
AES uses 128-bit encryption strategy. The AES encryption with
text steganography will make the system passive to attackers. Even
if the attacker gets hold of the stego text, it will be quite difficult
for the intruder to decrypt the AES encryption as it will take more
time with brute force. It is quite impossible that the intruder can
ever get hold of the message with AES encryption.
Another Enhancement to the existing project can be made as with
the introduction of video steganography. Video steganography
with AES encryption is totally a new level of encryption.
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