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Abstract
Blockchain is a new and an attractive concept in a few recent years. 
It makes a tangible change in a person’s life in many domains and 
it expected to change their life in more domain in a next couple of 
years. It introduced to improve the reliability and comfortability 
of dealing between people. It has some application such a bitcoin 
and a smart contract, which cover many fields. Blockchain should 
be facing its challenges to do its task, these challenges come from 
it is a new concept. One of the domains the blockchain covered is 
a healthcare and it still need more search and develop. We have a 
mini proposal about healthcare blockchain in Saudi Arabia. 
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I. Introduction
Blockchain is a data structure or a distributed database [1] or a 
list of nodes, which all these blocks relate to each other using a 
cryptography algorithm through the internet [2-4]. it has inherent 
resistance to data modification [5]. In first time, it was developed 
alongside the cryptographic bitcoin currency by Satoshi Nakamoto, 
then it used for various applications [6-7].

It was created to save time, save money and to more secure by 
a decentralized system which does not need to recourse to any 
trusted third party [8]. The reason of why it does not need to trusted 
third party is the consensus between the nodes to decide which 
information is right and which is wrong and to coordinating the 
nodes [9], this responsibility of deciding and coordinating is to the 
node [10]. It is resistant adjustable, which means the modification 
of blocks is very complicated for security purpose. It provides the 
availability of a system and an information to the user. Each block 
in this data structure contains a cryptographic hash of transaction 
information, cryptographic hash of the previous block, nonce 
and timestamp. Blockchain allows to store information and run 
applications with high level of availability and reliability by using 
consensus protocols such as (proof of stack protocol) and (proof 
of work protocol) [6]. 

Although the blockchain is a new concept, there are many fields 
to use it such as in cryptocurrencies, smart contract and video 
game [11]. It uses in financial services, healthcare, government 
organizations and so on. In healthcare for example, there is a 
case study suggests that blockchain can store the sensitive data of 
patient and he can share his data with the other under his control 
(like: which data, how much of it and for how). This service allows 
to patient to record their data only once and use it in different places 
[12-13]. It will expand more and more in many domains in future. 
This paper focuses on the issues related to the blockchain and 
suggest proposal about healthcare blockchain in Saudi Arabia. It 
purses to apply a MedRec system in Saudi healthcare organization 
to enhance the medical field.  

While the blockchain has a many advantage like it is a distributed 
system, unchangeable and does not need to a trust third party, it too 
has disadvantages. The 51% attack is a one of the drawbacks of the 
blockchain, which means if the one of the nodes has a control of 
hashing for more than 50% of all nodes, then it can deliberate crush 
the blockchain by removing or resequencing the transactions. 
The 51% attack threatens the immutable characteristic [14]. The 
immutable characteristic of blockchain is an advantage and a 
disadvantage in the same time, which the change or addition to 
the data in the blockchain is too hard. Each user in the blockchain 
has a public key and private key for the public key cryptography 
process, if the user loses his private key, he may lose a real money. 
It consumes a large amount of energy and storage capacity.

The remainder of this paper is organized as follows. Second 
section displays some blockchain concepts. The third section 
is an overview of related work of blockchain. Fourth section 
presents applications of blockchain. The fifth section dedicated 
to explaining the structure of the Blockchain. Sixth section 
analyses the challenges that faced the blockchain. Seventh and 
last section discusses proposal about healthcare blockchain in 
Saudi Arabia.  

II. Blockchain Concept 

A. Main Characteristics of Blockchain
There are 6 main characteristics of blockchain, which are 
decentralized, transparent, open Source, autonomy, immutable 
and anonymity [14]: 

Decentralized:1.	  not need to center node to manage its 
operations. Each node deals with its operations by its self. 
Transparent:2.	  all blocks in public blockchain are displayed 
to anyone.
Open Source:3.	  open to all, to check and use it in their 
applications.
Autonomy:4.	  based on consensus concept.
Immutable:5.	  the block is unchangeable, unless there is a user 
has control of more than 51% of all node.
Anonymity:6.	  the identity of the node can be anonymous. The 
operation depends on the node’s address. 

B. Some Concepts
There are some concepts we should defined to more under-
standing:

Node:1.	  is the user or computer that is part from blockchain.
Block:2.	  is the file contains the data about transaction and data 
that allow to connect between the it and the pervious block 
and between it and a new block.
Transaction:3.	  is a main data that stored in a block and we 
seek to protect it [15].
Ledger:4.	  is a list of transactions used to record the transactions 
among the blockchain to prevent any attempting to modify 
or alter [9].
Mining:5.	  is the annexation of transaction to the ledger, this 
concept related to Bitcoin more than any other application 
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of blockchain.
Miners:6.	  is the users of blockchain which they seek to do 
something required by system to accomplish the mining 
process.

III. Related Work
Several papers studied and analyzed blockchain technology, 
in this section we will present some of it. Stuart Haber and W. 
Scott Stornetta in 1990 interduce a proposal of timestamped a 
digital documents to prevent any modification in it [16]. Their 
timestamp model must meet two conditions: timestamp must be on 
all document’s bits and its time and date should be forgeable. Their 
proposal has two solutions based on hash function: linking scheme 
and distributed trust scheme. Linking solution purpose involve 
some bits of previous user request in a certificate of current request 
to save the sequence of requests, then submitted to a centralized 
timestamp service (TSS).  Distributed trust solution allows to 
each user to sign the documented using a pseudorandom generator 
algorithm. In March 1992 Stuart Haber, W. Scott Stornetta and 
Dave Bayer improve this proposal by adding trees in its design 
[17].

Bitcoin appeared before the blockchain technique. In 2008, Satoshi 
Nakamoto proposes a digital payment scheme through peer to peer 
network without depending on a trusted third party called bitcoin 
[6]. It is also designed to prevent a double spending problem. 
Bitcoin based into: digital signature using a hash function, does 
not rely on financial institution as a trusted third party, and 
proof-of-work protocol. Their paper was a first white paper in 
blockchain.

Arshdeep Bahga, Vijay K. Madisetti present a Blockchain 
Platform for Industrial Internet of Things (BPIIoT) platform, 
which is a decentralized platform of an internet of things (IoT) 
[7]. This platform allows for owners of services sale offer their 
manufacturing services directly through the blockchain network 
to the users and allows to the users to buy these services using 
bitcoin cryptocurrency. 

Patrick McCorry, Siamak F. Shahandashti and Feng Hao wrote 
a paper called “A Smart Contract for Boardroom Voting with 
Maximum Voter Privacy” propose a distributed voting protocol 
through the internet with high privacy for the voter and it was 
implemented in the blockchain network [18]. It is a first protocol 
which does not depend on a trusted third party to use in boardroom 
elections. It is a smart contract runs on Ethereum, which is based 
on a consensus mechanism in its implementation. 

IV. Blockchain Applications

A. Bitcoin
Bitcoin was invented in 2008 by Satoshi Nakamoto before the 
blockchain technology [19-20]. Easy and fast way to exchange 
payment, cheaper than online payment and useless to steal are the 
reasons of why people are using the bitcoin [6].  Bitcoin is a most 
popular application used blockchain to do its functions, it has all 
characteristics of blockchain. Bitcoin is a digital currency or a 
cryptocurrency, people can use it to buy services and products, 
but it does not accept in all places in the world. Three ways to 
obtain a bitcoin: buying it by using real money, selling products 
and allowing to the buyer to paying you with bitcoin and it also 
can be generated.  

B. Smart Contract
Smart contract is a protocol of a digital contract developed by 
Nick Szabo in 1994 [21], which used to exchange a valuable 
thing in a fast and effective way [17], such as money or holding. 
It is a computer code used to direct connect between two nodes 
through the decentralize blockchain without need to know each 
other or trust in each other because the contract will be canceled 
when one of the requirements does not complete. This agreement 
code exists on each node to do predefined and specific task like 
exchange shares or in payment completion or in content rights 
management. Because it is an application of blockchain, so it has 
the blockchain properties. 

The Ethereum is an open source code and a public  network platform 
to implement the smart contract [22]. It run the contract through 
an Ethereum Virtual Machine (EVM). It was programmed by 
Vitalik Buterin using a special programming language of Ethereum 
[21]. Ether is a digital cryptocurrency, like the coin in bitcoin, 
used in buying and selling nodes and services in Ethereum. It 
can be used in many fields e.g. healthcare[23-25], philanthropy 
or decentralized finance.

C. Hyperledger  
Hyperledger project is publicly available platform of blockchain-
related decentralized ledgers under the Linux Foundation begin 
in December 2015. It designed to support transactions of global 
businesses, to achieve high efficiency and confidentiality. Its goal 
is to provide number of protocols to building a blockchain [14].  
It has five sub-projects: fabric, sawtooth, indy, burrow, and iroha. 
Each of sub-projects use the Hyperledger open source to deal 
with special case.

V. Structure
Blockchain is a peer-to-peer network, which each computer in 
this network called node. The nodes can send and receive data 
between them. A single node can upload the data and then resend 
it to the connected nodes and these nodes resend the data to the 
other connected nodes too and so on to distribute the data [7]. 
Every block comprising: main data and hashing of a previous 
block, timestamp, hashing of transaction information and nonce 
in a header of the block as shown in Fig. 1.

A hash is a function compress random-length string of number and 
letters in the input to become fixed-length string in the output. The 
reason of why we use hash function in blockchain, it is so difficult 
process to find the value of the input from the output and change 
one bit in the input leads to completely change in output, so it is 
secure and no probability of modification or alteration and that 
what we need [26]. A hash of the previous block is to connect the 
blocks to each other and to assure that block did not change. The 
timestamp is a time of creating the block. The nonce is a random 
string of numbers used only once in the hashing process of the 
block. Merkl tree is a hash tree, where is hashing the hashed blocks. 
It is to quick movements between blocks and quick verification 
of the chain of blocks [14].

Consensus is a set of rules specify if all nodes in the blockchain 
agree to add a new block to a chain or not. Each node can transfer 
and update data under this agreement. Consensus is applied by 
using some protocols such as proof of work protocol and proof of 
stack protocol. These two protocols have the same goal, but the 
difference between them is in the approach of each one.
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A. Proof of Work
It is a consensus protocol, which the miners try hard to solve difficult 
mathematical puzzle to mining some blocks to the blockchain. 
First miner who finds the answer to this puzzle takes a block 
reward. This process needs to high electronic power and  high 
computational power so the miner who has a higher computational 
power has a higher probability to mining the block [27].

Fig. 1: Adapted from Arshdeep Bahga, Vijay K. Madisetti [4], 
Iuon-Chang Lin and Tzu-Chun Liao[14].

Fig. 1(a): Structure of a Block

Fig. 1(b): Merkle Tree

B. Proof of Stack
The resources are giving the miner an ability to mine a new block 
based on random and various criteria such as holding or wealth. 
For example, if a miner in bitcoin system has 4% of the bitcoin, 
then he can mine 4% of the all blocks [14, 28]. The miner takes 
the block reward based on some predefined rules. This protocol 
comes after proof of work protocol to solve its drawback.
The blockchain works as the following: at the beginning the node 
receives a new transaction and broadcasting it into the blockchain 
network. Then the blocks in a network, check if the broadcasting 
block suitable to join in the network or not by using proof-of-work 
protocol. After that the block will be a part in the blockchain when 
the result of consensus algorithm is true [14]. 

VI. Blockchain Challenges
Blockchain is new concept designed to solve many problems in 
many fields. While it has strong points, it also has weak points 
that need to protect. 

A. 51% Attack
It is also called majority attack. The power of mining a block relies 
on the efforts of the miners, that from the meaning of the proof 
of work protocol, this is a motive to miners to working together 
in a mining pool to mining as much as possible of blocks. If one 
block has control of 51% or more than of the blockchain blocks, 
then this block has the control of all blockchain [29-30]. The one 
who control more than 50% of all blockchain can access to the 
value of nonce faster than the others. And then this one can decide 
which the block can join to the blockchain or it cannot.

The 51% attack can lead to tampering with the transaction 
information, prevent the verification process of the blocks or pause 
mining process. The improvement in the block reward and the 
mining techniques reduce the probability of the 51% attack [14] 
[31].  

B. Fork Issues
Fork issues occur when a blockchain software version for some 
nodes differs from a blockchain software version for other nodes. 
When a blockchain software version update, then the consensus 
protocols also update and consequently the agreement standards 
change for blocks. So, the blocks of blockchain separate into 
two kind: old blocks and new blocks. Some cases of how the 
old blocks handle with the new blocks: the new blocks receive a 
transaction from the old blocks and agree the transaction of it, the 
new blocks receive a transaction from the old blocks and does not 
agree the transaction of it, the old blocks receive a transaction from 
the new blocks and agree the transaction of it or the old blocks 
receive a transaction from the new blocks and does not agree the 
transaction of it. Based in these situations, there are two types 
of fork problem: hard fork and soft fork. The new blocks have a 
different computing power from old blocks [14]. 

1. Hard Fork 
Hard fork happens when the blockchain version update with its 
consensus protocols and the new version did not suitable with the 
old version, the old blocks cannot agree mining with the recent 
blocks. The new blocks have a stronger computing power than 
old blocks and that lead to dividing the only one chain into two 
chains, one of them will keep on the old block chain unless the old 
blocks upgrade the agreement. Fig. 2 and 3 display the concept 
of hard fork problem [14]. 
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Fig. 2: Hard Fork, Adapted from Iuon-Chang Lin and Tzu-Chun 
Liao [14]. 

Fig. 3: Hard Fork, Adapted from Iuon-Chang Lin and Tzu-Chun 
Liao [14].

2. Soft Fork
Soft fork occurs when the blockchain version update with its 
consensus protocols and the new version did not suitable with the 
old version, the old blocks cannot agree mining with the recent 
blocks. The new blocks have a stronger computing power than old 
blocks, but this difference in a computing power did not effect in 
the performance of the work. The old and new blocks adapt with 
the new situation and develops gradually. Fig. 4 and 5 explain 
the soft fork problem [14]. 

Fig. 4: Soft Fork, Adapted from Iuon-Chang Lin and Tzu-Chun 
Liao [14]. 

Fig. 5: Soft Fork, Adapted from Iuon-Chang Lin and Tzu-Chun 
Liao[14]. 

C. Sybil Attack
The attacker can have the control of most blocks in the blockchain 
network by trying to fill this network with valid blocks. After that 
he can use his privileges to sabotage the system [9].

D. Blockchain Scale
The blockchain size is increasing more and more over a time and 
that require more of store and computing power. The increase 
in the size of data with the same system capability may lead to 
problems [32-34]. There is a payment technology that’s designed 
to reduce the need of high computing power and to high storage 
capability by dealing only with the header of single block instead 
of recovering all blockchain data, it is a Simplified Payment 
Verification (SPV) [14]. 
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E. Blockchain time Verification
The time required to confirm blockchain transaction is much 
better the time that required to confirm the same transaction in 
the traditional systems, but still need to reduce it [14]. 

F. Other Challenges
The blockchain policies may be incompatible with the government’s 
policies, and this requires government intervention to amend its 
policies commensurate with the blockchain policies. 

Blockchain as a new technology need to spend a lot of time and 
money to change the old systems to new systems that suitable to 
use with blockchain.

VII. Blockchain Types
Blockchain has three types: public blockchain, private blockchain 
and hybrid blockchain. 

A. Public 
It is available to everyone to access to the transaction, confirm it 
and be a part in consensus process. The most popular examples 
of this type are Ethereum and bitcoin [14].

B. Private 
Based on the use, sometimes we need to use a private blockchain. 
It limits the ability of blocks that can access to the transaction 
and confirm it [14].  

C. Hybrid 
It is a mixed of the above two types. It is a blockchain which 
complains the features of public blockchain and private blockchain. 
It is available for all sometimes and limited to some blocks at the 
other times [14]. 

VIII. Proposal about Blockchain and Healthcare in Saudi 
Arabia
The use of blockchain in healthcare domains is the most discussed 
topic of the blockchain uses. The main characteristic of blockchain 
such autonomy, immutable and anonymity, that encouraged to 
use blockchain in healthcare domains. We can build a secure and 
an unchangeable databases of healthcare information. Based on 
decentralized and peer-to-peer properties of blockchain network, 
we can share healthcare information in the same time in all node 
of the network.

We suggest implementing “MedRec” prototype in Saudi allied 
health professionals [12]. MedRec applied blockchain technology 
to Electronic Health Records (HERs) to solve four problems. 
The first problem that MedRec addressed is a data fragmented, 
which means the patient’s information is saved in different health 
organizations’ databases based on the traditional ways, which is the 
separated health organizations does not exchange the information 
between them[23]. This fragmented of data making the access to 
the previous data difficult and late, this delay on access to health 
data is a second problem addressed by MedRec.

The lack of exchanging and management the medical data between 
health organizations is coming from the data fragmented concept 
and lead to challenges in access and share of data between the 
patient and the service provider [34-35]. This was a third challenge 
addressed by MedRec.  The last problem MedRec concern with it 
is patient agency, which the patient is not a part in the therapeutic 

process and does not have an enough access to his medical 
information.

The content of block in MedRec related to two types of data: 
the viewership privileges and the ownership data. MedRec uses 
smart contract in private and peer-to-peer blockchain network to 
control the transactions, which runs on an Ethereum. To satisfy the 
integrity in our blockchain, we use a hash function cryptography 
on the medical record. Any update in a state of a medical record 
in specific party, this party receives a notification about this update 
before it occurs, and this party can accept or reject the update, 
this makes the parties knowing and sharing in the record changing 
process. The update we mentioned in the last sentence may be an 
adding a new data from the provider or may be a record sharing 
by the patient with the providers.

The MedRec system achieves a confidentiality of the identity by 
using asymmetric key cryptography[36] and domain name system 
(DNS), an example of a DNS is a using an identity form that 
accepted around the world and pre-existing such as a name or a 
specific kind of numbers. The MedRec is an easy to use, easy to 
access and easy to learn system. It allows for the patient and for 
the provider to know all evolution of the health record.

IX. Conclusion
The blockchain needs to time to proof its effect in person’s life. It 
can be a part in several fields and enhance it. It is designed to more 
secure and to save a time and a money by using many techniques 
like cryptography. It has a complicated concept and structure, but 
it is useful, we still should be careful when we use it.

In this paper we introduce a survey about the blockchain and a 
proposal to use this technology in healthcare in Saudi healthcare 
organization. We present some works related with the blockchain, 
explain the blockchain structure, present a blockchain applications, 
display a number of challenges that faced the blockchain.  
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