
Abstract
In this paper, an efficient Forward Secure Elliptic Curve 
Signcryption Key Management (FS-ECSKM) Scheme for 
Heterogeneous Wireless Sensor Networks (HWSN)   has been 
proposed. The proposed protocol is optimized for cluster sensor 
networks and is efficient in terms of complexity, number of 
message exchange, computation, and storage requirements with 
optimized security benefits for clustered environment. In addition 
to the message confidentiality,authentication, unforgeability and 
non repudiation, the proposed scheme achieves forward secrecy, 
public verification, and encrypted message authentication. The 
performance evaluation shows that this scheme can provide 
also extra saving in storage space compared with other previous 
schemes.
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I. Introduction
Providing security for wireless sensor networks (WSN) is a 
challenging task. To overcome such challenges, many security 
primitives are required such as data authentication, unforgeability, 
non repudiation, and confidentiality of message contents; however 
these primitives require the usage of keys for encryption/
decryption/signature validation. These keys need to be transported 
and managed in a secure and efficient manner. However, WSN 
by their resource constrained nature, present many challenges 
for key transport and management. The key transmission and 
management protocols should not rely on heavy processing due 
to the constrained processing and battery life of the sensors. Also 
the utilized protocols should be very flexible in operation and 
does not depend on fixed topology due to the dynamic nature of 
the network and should accommodate the fact that many nodes 
will enter or exit the network at any time. Moreover, it should 
be scalable so that network size should not impact the network 
operation significantly. 
Finally, key management scheme should be robust for node 
compromise and could be easily recovered. This compromise 
should not compromise the entire network, and should be 
constrained to a section of the network. Previous research on 
sensor network security mainly considers homogeneous sensor 
networks, where all sensor nodes have the same capabilities. 
Research has shown that homogeneous ad hoc networks have 
poor performance and scalability. Several recent works studied 
HWSNs, where sensor nodes have different capabilities in terms 
of communication, computation, energy supply, storage space, 
reliability and other aspects [1,2]. 
Sensor networks must arrange several types of data packets, 
including packets of routing protocols and packets of key 
management protocols. The key establishment technique employed 
in a given sensor network should meet several requirements to be 
efficient. These requirements may include supporting in-network 

processing and facilitating self-organization of data, among others. 
However, the key establishment technique for a secure application 
must minimally incorporate authenticity, confidentiality, integrity, 
scalability, and flexibility.
Xiaojiang Du and Hsiao Chen proposed a novel routing-driven 
key management scheme based on Elliptic Curve Cryptography 
(ECC) for HWSNs [1]. This scheme achieved better security with 
significant reductions on communication overhead, storage space, 
and energy consumption than other previous key management 
schemes. Also we have designed an efficient routing-driven 
key management protocol based on public key elliptic curve 
signcryption scheme for HWSNs [2]. This protocol has been 
optimized for cluster sensor networks and was efficient in terms 
of complexity, number of message exchange, computation, and 
storage requirements with optimized security benefits for clustered 
environment. Also it achieved significant reductions on storage 
space, and energy consumption compared with [1]. But both 
schemes lacked forward secrecy, public verification, and encrypted 
message authentication.  
In this paper, we combine signcryption and forward secure [3-7] 
to present a new key management scheme based on elliptic curve 
signcryption with forward secrecy for HWSNs. This scheme not 
only provides forward secrecy but also achieve public verifiability. 
By forward secrecy, although the private key of the sender is 
disclosed, it does not affect the confidentiality of previous 
messages. By the public verification function, a judge directly 
verifies signature of original message without the sender’s private 
key when dispute occurs. It enhances the justice of judge. The 
structure of this paper is organized as follows. Section 2 gives 
a background for HWSN networks. Section 3 introduces the 
proposed FS-ECSKM scheme. Section 4 analyses its security 
properties. Finally, section 5 concludes the paper.

II. HWSN Routing Structure Background

A. Cluster formation in HWSN
After sensor deployment, clusters are formed in an HWSN. 
For simplicity of discussion, assume that each H-sensor can 
communicate directly with its neighbor H-sensors (if not, then 
relay via L-sensors can be used). All H-sensors form a backbone 
in an HWSN. After cluster formation, an HWSN is divided into 
multiple clusters, where H-sensors serve as the cluster heads. An 
illustration of the cluster formation is shown in Fig. 1, where the 
small squares are L-sensors, large rectangular nodes are H-sensors, 
and the large square at the bottom left corner is the sink [1]. The 
routing structure in an HWSN is illustrated in fig. 1.
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Fig. 1: Cluster formation in an HWSN [1]

B. Routing in HWSN
In an HWSN, the sink, H-sensors and L-sensors form hierarchical 
network architecture. The HWSN consisting of two types of 
sensors [1]: a small number of high-end sensors (H-sensors) and 
a large number of low-end sensors (L-sensors). Both H-sensors 
and L-sensors are powered by batteries and have limited energy 
supply. Clusters are formed in the network and H-sensors serve 
as cluster heads. All H-sensors form a communication backbone 
in the network. Powerful H-sensors have sufficient energy supply, 
long transmission range, and high data rate. And thus provide 
many advantages for designing more efficient routing protocols. 
Routing in an HWSN consists of two phases: 
•	  Intra-cluster routing- each L-sensor sends data to its cluster 

head via multi-hops of other L-sensors;
•	  Inter-cluster routing- a cluster head (an H-sensor) aggregates 

data from multiple L-sensors and then sends the data to the 
sink via the H-sensor backbone. 

III. Proposed Routing-Driven FS-ECSKM.

A. Elliptic curve signcryption parameters
C: an elliptic curve [8] over GF (pm), either with p ≥2150 and m 
= 1(public to all).
q: a large prime whose size is approximately
of |pm| (public to all).
G: a point with order q, chosen randomly
from the points on C (public to all).
Hash: a one-way hash function [9].
KH: a keyed one-way hash function [10].
(E; D): Encryption and Decryption
 algorithms of a private key cipher [11].

B. Proposed protocol 
Key setup for L-sensors can be achieved in either centralized or 
distributed way. 

1. Centralized key establishment
We propose the following centralized EC Signcryption key 
management scheme. A server is used to generate pairs of ECC 
public and private keys, one pair for each L-sensor (and H sensor).  
The server selects an elliptic curve C over a large finite field GF 
and a point G on that curve. Each L-sensor (denoted as u) is pre-
loaded with its private key (denoted as LV from ]1,,1[ −q ), and 
with the public key of H-sensor ( HP ). Each H-sensor is pre-loaded 
with a pair of common ECC public key ( GVP HH = ) and private 
key ( HV from ]1,,1[ −q , and is pre-loaded also with public keys 
of all L-sensors (An H-sensor has large storage space). 

The pre-loaded keys in H-sensors are protected by tamper-resistant 
hardware. Even if an adversary captures H-sensors, she could 
not obtain the key materials. Given the protection from tamper-
resistant hardware, the same ECC public/private key pair can be 
used by all H-sensors, which reduces the storage overhead of the 
key management. H generates shared-keys for each L-sensor and 
its c-neighbors to make secure communication between them.

1) Generate the Shared Key (kshi)
This step is responsible for generating shared key between each 
L-sensor and its neighbour. H-sensor: Generate shared key kshi 
between each L-sensor and its c-neighbour, where ],,1[ ni = , 
n: is the number of L sensors.

2) Shared Key (kshi) Signcryption
The H-sensor signcrypts the shared key (kshi ) using its private key 
and sends the ciphertext ),,( iii SRC to the L-sensor as follows: 
1. H-sensor chose a random ]1,,1[ −∈ qvi  .
2. )(1, Gvhashk ii =                                        	 (1)                                                                         
3. )(2, iLii Pvhashk =                                      	 (2)                                                                              
4. )(

2, ii shki KEC =  (kshi)                                           	 (3)                                                                                         
5. ),( 1,iii KChashr =                                        	 (4)                                                         
6. qVrvS Hiii mod)( +=                              	 (5)                                                        
7. GrR ii =                                                  	  	 (6)                                                     
The H-sensor sends the cipher text ( iii SRC ,, ) to L-sensor; 
each L-sensor unsigncrypts the shared key (kshi) as follows:
1. ))((1, Hiii PRShashk +=                            	 (7)                                                                            
2. ),( 1,iii KChashr =                                        	 (8)                                                     
3. ))((2, HiiLi PRSvhashk

i
+=                        	 (9)                                                      

4. kshi )(
2, ii

CDK kish =                                          		 (10)                                                    
5. Accept iC only if ii RGr =                           	 (11)                                                       

3)  The message between H-sensors signcryption
The H-sensor signcrypts the message m with its private key and 
send the signcrypted message to another H-sensor to make secure 
communication between them.                       
1. The H-sensor No.1 chose a random ]1,,1[ −∈ qv  .
2. )(1 vGhashk =   (Gν)                                   		  (12)                                                                                            
3. )(2 HvPhashk = (Pνh)                                		  (13)                                                     
4. )(

2
mEC k=                                          		  (14)                                                      

5. ),( 1KChashr =                                      		  (15)                                                      
6. qVrvS H mod)( +=                                		 (16)                                                      
7. rGR =   Gr                                               		  (17)                                                     
The H-sensor No.1 sends the cipher text ( SRC ,, ) to H-sensor 
No.2; the H-sensor No.2 unsigncrypt the message m as follows:
1. ))((1 HPRShashk +=                              		 (18)                                                        
2. ),( 1KChashr =                                      		  (19)
3. ))((2 HH PRSvhashk +=                           	 (20)                                                      
4. )(

2
CDm k=                                          		  (21)                                                     

5. Accept C only if   Gr = R                   		  (22)                                                       

2. Distributed key establishment
The key setup can also be done in a distributed way. In the 
distributed key establishment, each L-sensor is pre-loaded with 
a pair of ECC keys- a private key and a public key. When an 
L-sensor (denoted as u) sends its location to its cluster head H. u 
signcrypts a message using its private key, and when H receives 
the message , it can unsigncrypt the message and then  authenticate 
u’s identify by using u’s public key. After determining the routing 
tree structure in a cluster, the cluster head H signcrypts the tree 
structure (i.e., parent-child relationship) using its private key and 
disseminates it to each L-sensor. When each L-sensor receive 
the message containing the tree structure, it can unsigncrypt the 
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message by using H’s public key and get the tree structure. If two 
L-sensors are parent and child in the routing tree, then they are 
c-neighbour of each other, and they will setup a shared key by 
themselves to start secure communication between them.

1)  Location Message Signcryption  
This step is responsible for signcrypting the
 location messages sending by each L-sensor 
to H-sensor. Then H unsigncrypt this
 messages and determines the tree structure.
Each L-sensor signcrypts location message with its private key 

LV  as follows:
1. Each L-sensor chose a random ]1,,1[ −∈ qvi  , Where

],,1[ ni = , n: is the number of L-sensors. 
2. )(1, Gvhashk ii =                                      		  (23)                                                            
3. )(2, Hii Pvhashk =                                    		  (24)                                                  
4. )(

2,
mEC

iki =                                         		  (25)                                                    
5. ),( 1,iii KChashr =                                 		  (26)                                                   
6. qVrvS

iLiii mod)( +=                             		 (27)                                                    
7. GrR ii =                                                  		  (28)                                                   
Each L-sensor sends the cipher text ( iii SRC ,, ) to H-sensor; 
H-sensor unsigncrypts the message as follows:
1. ))((1, iLiii PRShashk +=                          		 (29)                                                
2. ),( 1,iii KChashr =                                   		  (30)                                                   
3. ))((2, iLiiHi PRSvhashk +=                      	 (31)                                                   
4. )(

2, ii
CDm k=                                        		  (32)                                                     

5. Accept iC only if ii RGr =                  		  (33)                                                    

2) Broadcasting Message Signcryption
This step is responsible for signcrypting the 
broadcasting message from H-sensor to L-sensors authenticate 
the routing  structure information. H sensor signcrypts the tree 
structure and disseminates it to each L-sensor.
1. H-sensor (CH) chose a random ]1,,1[ −∈ qvi  , Where, 

],,1[ ni = , n: number of L sensors 
2. )(1, Gvhashk ii =                                    		  (34)                                                    
3. )(2, iLii Pvhashk =                                   		  (35)                                                     
4. )(

2,
mEC

iki =                                         		  (36)                                                    
5. ),( 1,iii KChashr =                                    		  (37)                                                    
6. qVrvS Hiii mod)( +=                           		 (38)                                                    
7. GrR ii =                                                  		  (39)                                                    
H-sensor sends the cipher text ( iii SRC ,, ) to each L-sensor; 
L-sensor unsigncrypts the message as follows:
1. ))((1, Hiii PRShashk +=                          		 (40)                                               
2. ),( 1,iii KChashr =                                   		  (41)                                            
3. ))((2, HiiLi PRSvhashk

i
+=                     		 (42)                                             

4. )(
2, ii

CDm k=                                         		  (43)                                                
5. Accept iC only if ii RGr =                    		  (44)                                             

3) The message between L-sensors Signcryption
This step is responsible for signcrypting the messages between 
each L-sensor and its c-neighbour to start secure communication 
between them.
L-sensor u: send its public key PLν to its c-neighbor. 
c -neighbor v: send its public key PLν to L-sensor u. 
L-sensor u: Signcrypt the message m with its private key LV .
1. The L-sensor u chose a random ]1,,1[ −∈ qv  .
2. )(1 vGhashk =                                       		  (45)                                                 
3. )(2 vLPvhashk =                                  		  (46)                                               
4. )(

2
mEC k=                                          		  (47)                                               

5. ),( 1KChashr =                                    		  (48)                                                    
6. qVrvS

uL mod)( +=                               		 (49)                                               
7. rGR = Gr                                                  		  (50)                                    

The L-sensor u sends the cipher text ( SRC ,, ) to c-neighbour v; 
the c -neighbour v unsigncrypt the message m as follows:
1. ))((1 uLPRShashk +=                           		  (51)                                              
2. ),( 1KChashr =                                     		  (52)                                             
3. ))((2 uv LL PRSvhashk +=                         	 (53)                                             
4. )(

2
CDm k=                                          		  (54)                                             

5. Accept C only if  Gr = R                   		  (55)                                              

IV. Performance Evaluation and Security Analysis

A. Performance evaluation
In this section, the performance results for the proposed FS-
ECSKM scheme has been discussed and compared with two 
schemes; ECC-based key management scheme given in [1] and 
ECS key management scheme given in [2] in terms of the storage 
requirement and energy consumption. It is shown that the proposed 
FS-ECSKM has the same performance compared with [2], but the 
proposed FS-ECSKM has an addition secure property, forward 
secrecy, public verification, and encrypted message authentication. 
The proposed FS-ECSKM scheme achieved better security with 
significant reductions on communication overhead, storage space, 
and energy consumption compared with [1]. Also, the proposed 
FS-ECSKM scheme has an addition secure property such as 
forward secrecy, public verification, and encrypted message 
authentication over the scheme given in [1]. 

1. Significant Storage Saving
Assume that the number of H-sensors and L-sensors in an HWSN 
is M and N, respectively. Typically we have M << N. In the 
Centralized EC signcryption key management scheme, each 
L-sensor is pre-loaded with its private key and the public key 
of H-sensors. Each H-sensor is pre-loaded with public keys of 
all L-sensors, plus a pair of private/public key for itself. Thus an 
H-sensor is pre-loaded with N+2 keys. Using EC compression 
point property in order to reduce the storage space, Hence, the 
total number of pre-loaded keys is: 

MNMNNM
++=×++× )2

2
(2)2(

2         	 (56)                                      
In the distributed EC signcryption key management scheme, each 
L-sensor is pre-loaded with its public/private key pair and the 
public key of H-sensors. Each H-sensor is pre-loaded with public/
private key pair and the public key of all L-sensors; also we use EC 
point compression. Thus the total number of pre-loaded keys is:

MNMNNM
++=×++× )3

2
(3)2(

2           	 (57)                                      
In the ECC-based key management scheme [1], the total number 
of pre-loaded keys in the Centralized ECC-based key management 
scheme is given by:

MNMNNM 3)2(2)3( ++=×++×          	 (58)                                       
The total number of pre-loaded keys in the Distributed ECC-based 
key management scheme is given by:

MNMNNM 3)3(3)3( ++=×++×        	 (60)                                      
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Fig. 2: Comparison with Centralized scheme given in [1]

Fig. 3: Comparison with Distributed scheme given in [1]

In Fig. 2 and 3, the total number of pre-loaded keys for different 
sizes of sensor networks has been plotted for both centralized and 
distributed key establishment schemes. We can observe from Fig. 2 
that the proposed scheme requires much less storage space for pre-
loaded keys than that introduced in [1]. The results show that the 
proposed scheme provides better security than other schemes by 
offering the public verifiability and forward secrecy properties. 

B. Total Energy Consumption
Since the energy required transmitting 1 byte is 1.56µ Joule, so 
we can calculate the energy consumption for H-sensors. From 
the description of our protocol in the centralized scheme, we find 
that each H-sensor needs 56 bytes to send the routing structure 
information to each L-sensor, so the energy consumed can be 
computed as; Energy consumed per H-sensor = 56 * 1.56 = 
87.36 µ Joule. It is the same value obtained when calculating 
the energy consumption in [1]. So, there is no saving in the 
energy consumption for this comparison but it is acceptable by 
achieving an addition secure property such as forward secrecy, 
public verification, and encrypted message authentication over 
the scheme given in [1]. 

C. Security analysis
The security properties of the proposed scheme are described as 
follows [4]:
1.	 Unforgeability: It is computationally infeasible to forge a 

valid signcrypted text ( SRC ,, ) and claim that it is coming 
from the sender without having sender’s private key.

2.	 Non-repudiation: If the sender denies that he sent the 
signcrypted text ( SRC ,, ), any third party can run the 
verification procedure below to check that the message came 
from him. Verification of SRC ,, by a judge or any third 
party:

        1. ))((1 senderPRShashk +=
        2. ),( 1KChashr =
        3. Accept C only if Gr = R
3.	 Public verifiability: Verification requires knowing only 

sender’s public key. All public keys are assumed to be 
available to all system users through a certification authority 
or a public directly. The receiver of the message does not 
need to engage in a zero-knowledge proof communication 
with a judge or to provide to prove.

4.	 Confidentiality: Confidentiality is achieved by encryption. 
To decrypt the cipher text, an adversary needs to have the 
receiver’s private key.

5.	 Forward secrecy: An adversary that obtains the private key 
of the sender will not be able to decrypt past messages. 
Previously recorded values of ( SRC ,, ) that were obtained 
before the compromise cannot be decrypted because that 
adversary will need to calculate r to decrypt. Calculating r 
requires solving the ECDLP on R, which is computationally 
difficult.

6.	 Encrypted message authentication: The proposed scheme 
enables a third party to check the authenticity of the signcrypted 
text ( SRC ,, ) without having to reveal the plaintext m 
to the third party. This provides additional confidentiality in 
settling disputes by allowing any trusted/un-trusted judge to 
verify messages without revealing the sent message m to the 
judge.

V. Conclusions
This paper presents an efficient Forward Secure Elliptic Curve 
Signcryption Key Management (FS-ECSKM) Scheme for 
Heterogeneous Wireless Sensor Networks (HWSN)   has been 
proposed. An improved signcryption scheme that achieves the 
highly desired features in cluster sensor networks has been 
proposed. It utilizes elliptic curves for their high security and 
small key size. In addition, the new scheme achieves forward 
secrecy, public verifiability and encrypted message authentication. 
The scheme’s forward secrecy property ensures that past 
messages remain confidential even if the sender’s private key is 
compromised. Public verifiability enables any trusted/un-trusted 
judge when dispute occurs to verify the signature of original 
message without revealing any secret information. Also, the 
performance evaluation shows that this key management scheme 
can achieve significant reduction in storage space compared with 
other previous schemes.
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