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Abstract
Security is the one of the major issues today in network applications 
around the world. In other words Security is the barrier for the 
adoption of Cloud Computing. In this paper, we will highlight 
the major security threats in Cloud Computing Systems and also 
discuss about the different aspects to be focused while talking 
about cloud security. We have categorised these threats from 
different viewpoint, providing a helpful and little-known list of 
threats. After that some effective counter measures area are listed 
and explained.
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I. Introduction
Cloud Computing is on-demand service model for IT provision 
often based on virtualization and distributed computing 
technologies. It delivers applications and storage spaces as services 
over the internet. As a result, all the major companies including 
Microsoft, Google and Amazon are using cloud computing. There 
is no doubt that the convenience and low cost of cloud computing 
services have changed our daily lives. However, security issues 
associated with cloud computing make us vulnerable to cybercrime 
that happen every day. The CSA guide presents the security threats 
for cloud. However, in order to control and avoid these threats there 
is needs for survey. In this paper we define these threats, which 
are possible to exploit and their effects on cloud entities.

II. Security Threats in Cloud Computing
Cloud Computing is an emerging technology with shared resources 
and lower cost that relies on pay per use according to the users’ 
demand. Due to its characteristics, user may face lots of threats 
and problems. In this section the major threats for cloud computing 
are explored.

A. Threats to cloud computing discovered by “Cloud 
Security Alliance” (CSA):
CSA is a renowned community in the scope of cloud security. 
The threats are as follows:

1. Abuse and Nefarious use of Cloud Computing
Abuse and Nefarious use of cloud computing is the top most 
threat identified by CSA. Attackers can infiltrate a public cloud, 
for example, they find a way to upload malware to thousands of 
computers.

2. Insecure Interfaces and API
Application Programming Interface (API) is a set of protocols 
and standards that define the communication between software 
applications through internet. The security of various cloud services 
depends on the APIs security. Cloud providers generally offer 
their APIs to third party to give service to customers. However, 
weak APIs can lead to the third party having access to the critical 
information in cloud.

3. Malicious Insiders
The threat of a malicious insider is well-known to most 
organizations. They have access to most data and resources, and 
might end up using their access to leak that data.

4. Shared Technology issues
Cloud Computing provide services on shared basis such as PaaS, 
IaaS, SaaS. However different components such as CPU, GPU 
etc may not offer cloud security requirements. In recent years, 
shared technology issues have been used by attackers to attack 
on cloud, how to impact operations of other cloud customers and 
how to gain unauthorized access to data.

5. Data Loss or Leakage
Data loss or leakage is most sensitive matter for any organization. 
Data loss mostly occurs due to malicious attackers, data 
deletion, data corruption, loss of data encryption keys or natural 
disasters.

6. Account or Service Hijacking
Account or Service Hijacking is not new. It involves the stealing 
of user credentials to get access to his account, data or other 
information.

B. Security Threats related to the location of the Cloud 
System:
In Cloud Computing systems, data storage is spread around the 
world. This may lead to some security problems that are as given 
below:

1. Multi-location of the Private Data
In Cloud Computing the private data is/are placed in someone 
else’s computer. There many things can go wrong. Firstly, the 
Cloud service provider may go out of business. Secondly, the 
cloud service provider may decide to hold the data as hostage if 
there is a dispute. Thirdly, it is rather important for a company to 
understand in which country its data will be hosted.

2. Data Combinations
The cloud Computing client needs to ensure that its private data 
is stored separately from others or not. If they are combined with 
those of other clients’ data then it is much more dangerous.

3. Data Location
It might be rather difficult or even impossible for the cloud service 
provider to assure the locations where the client’s data will be 
stored.

4. Data Transfer Across the Borders
Knowing where the cloud service provider will host the data is 
a prerequisite to know  how to  transfer data across the country 
borders, which makes the law to be applied even more complicated 
and consequently resulting in the private information to be more 
vulnerable from attack.
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C. Security Threats inherited from Network Concept 
Network plays an important role in deciding how efficiently the 
cloud services operate and communicate with user. The most 
critical network threats in Cloud are listed below:-

1. SQL Injection Attacks
In this type of attack a malicious code is inserted into a standard 
SQL code. Thus the attacker gain unauthorized access to a database 
and are able to access sensitive data.

2. Man in the Middle Attacks
In this type of attack, an entity tries to intrude in an ongoing 
conversation between a sender and a client to inject false information 
and to have knowledge of the important data transferred between 
them.

3. Security Concerns with the Hypervisor
Cloud Computing rests mainly on the concept of virtualization. In 
a virtualized world, hypervisor is defined as a controller popularly 
known as virtual machine manager (VMM) that allows multiple 
operating systems to be run on a system at a time. Since multiple 
operating systems would be running on a single hardware platform, 
it is not possible to keep track of all such systems and hence 
maintaining the security of the operating systems is difficult.

4. Denial of Service Attack
DoS (Denial of Service Attack) are done to prevent the authorized  
from  accessing  cloud services.

5. Distributed Denial of Services Attacks
Distributed Denial of Services Attacks (DDoS) attack is a form 
of DoS attacks in which multiple network sources are used by 
the attacker to send a large number of requests to the cloud for 
consuming its resources. 

III. Security Countermeasure in Cloud Computing
In this section the security methods to avoid the exploitation of 
threats mentioned in section II.

A. Countermeasure for CSA Threats
There are also some threats, stated by Cloud Security Alliance. 
There are some counter measures to confront these threats. These 
are as follows:

1. Abuse and Nefarious use of Cloud Computing
To avoid this threat, enhance credit card fraud monitoring and 
coordination, and Comprehensive introspection of customer 
network traffic.

2. Insecure Interfaces and API
To protect the cloud from insecure API threats cloud provider 
must ensure that all the APIs implemented in cloud are designed 
securely. Strong authentication mechanisms and access controls 
must also be implemented to secure data and services from 
insecure interfaces and APIs.

3. Malicious Insiders
To avoid this threat, there is need to specify human resource 
requirement as part of legal contracts, and require transparency into 
overall information. Another method is by limiting the hardware 
and infrastructure access only to the authorized personnel. Strict 
action should be taken against malicious activities.

4. Shared Technology issues
To confront this threat, there is need to monitor environment 
for unauthorized activity and promote strong authentication and 
access control. 

5. Data loss/leakage
To prevent data loss in cloud, different security measures can be 
adopted. One of the most important measures is maintain backup 
of all data in cloud. Another method is to implement strong API 
access control. 

6. Account or Service Hijacking 
Account or service hijacking can be avoided by adopting different 
security features on cloud network. These include employing 
Intrusion Detection Systems (IDS) in cloud to monitor network 
traffic and nodes for detecting malicious activities.

B. Countermeasure for Security Threats inherited from 
Network Concept
In order to avoid Security Threats inherited from Network Concept 
are as given below:

1. SQL Injection Attacks
A proxy based architecture is used towards preventing SQL 
injection attacks.

2. Man in the Middle Attacks
A few might be considered in order to avoid  this threats are: 
software as a service, separate endpoint and server security 
process, evaluating virtualization  at the end point have been 
done to tackle with this kind of attack in cloud computing.

3. Security Concerns with the Hypervisor
Security concerns with the hypervisor can be avoided is to develop 
advanced cloud protection system by monitoring the activities of 
the guest VMs (virtual machines) and inter-communication among 
the various infrastructure components.

4. Denial of Service Attacks
Usage of an Intrusion Detection System (IDS) is the most popular 
method of defence against this type of attacks.

5. Distributed Denial of Service Attacks
The use of IDS in the virtual machine is used to protect the cloud 
from DDOS attacks. Another method commonly used to guard 
against DDOS is to have intrusion detection system on all physical 
machines.

IV. Conclusion
Cloud Computing is one of the most significant shifts in information 
and technology. However, there are different Security issues 
associated with it. In order to obtain user confidence, security 
should be considered as an important part of cloud. In this paper we 
discuss about various security threats and impact of these threats 
on cloud user and provider. We have also provide some effective 
counter measures to avoid security threats in cloud computing.
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