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Abstract

In Local Area Network like hub, Switches, Bridges different
devices are using to connect the network. The problems with the
Hub are to broadcast all information to all computers. The bridge
has less number of ports. The Switch overcomes this issue by using
MAC Table and it also has large number of ports. We anticipated
that the switch can provide about 90 percent security features by
which we can secure our environment but the percent get reduced
to 10 percent or less. We have a lot of vulnerabilities which we
need to overcome to secure our environment.

The various Organizations are dealing with different issues of
network vulnerabilitites. With a significant percentage of network
attacks originating inside the corporate firewall, exploring this soft
underbelly of data networking is critical for any secure network
design. So, It is important to find out different vulnerabilities of
network and eliminate upto acceptable level.

Security issues are addressed include ARP spoofing, MAC
flooding, VLAN hopping, DHCP attacks, and Spanning Tree
Protocol concerns. Common myths about Ethernet switch
security are confirmed or debunked, and specific security
lockdown recommendations are given. Attack mitigation options
include the Port Security, DHCP snooping, Dynamic ARP
Inspection (DAI) functionality and following the VLAN Security
recommendations.
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I. Introduction

LAN and Ethernet switches are usually considered as plumbing.
They are easy to install and configure, but it is easy to forget about
security when things appear to be simple. Multiple vulnerabilities
exist in Ethernet switches. Attack tools to exploit them started
to appear a couple of years ago (for example, the well-known
dsniffpackage). By using those attack tools, a hacker can defeat
the security myth of a switch, which incorrectly states that
sniffing and packet interception are impossible with a switch.
Most vulnerabilities are inherent to the Layer 2 protocols, ranging
from Spanning Tree Protocol to IPv6 neighbor discovery. If Layer
2 is compromised, it is easier to build attacks on upper-layers
protocols by using techniques such as man-in-the-middle (MITM)
attacks. Because a hacker can intercept any traffic, he can insert
himself in clear-text communication (such as HTTP or Telnet)
and in encrypted channels (such as Secure Socket Layer [SSL] or
secure shell [SSH]). To exploit Layer 2 vulnerabilities, an attacker
must usually be Layer 2 adjacent to the target. Although it seems
impossible for an external hacker to connect to a company LAN,
itis not. Indeed, a hacker can use social engineering to gain access
to the premises, or he can pretend to be an engineer called on site
to fix a mechanical problem. Also, many attacks are run by an
insider, such as an onsite employee. Traditionally, there has been
an unwritten and, in some cases, written rule that employees are
trusted entities. However, over the past decade, numerous cases
and statistics prove that this assumption is false. Once inside the
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physical premises of most organizations, it is relatively easy to
find either an open Ethernet jack on the wall or a networked device
(for example, a network printer) that can be disconnected to gain
unauthorized network access. With DHCP as widely deployed
as it is and the low percentage of LAN-based ports requiring
authentication (for example, [EEE 802.1X), a user’s PC obtains
an IP address and, in most cases, has the same level of network
access as all other valid authorized users. Having gained a network
IP address, the miscreant user can now attempt various attacks.

With this new view on trust assumed to a network user, exposure to
sensitive and confidential information that traverses networks is a
reality that cannot be overlooked. Most, if not all, organizations do
have access security designed into their applications and in many
of the document repositories. However, these are not bulletproof;
they help only to ensure appropriate authorized users access the
information held within these applications or repositories. These
access-control techniques do not prevent malicious users from
snooping the wire to gain access to the information after it’s in
motion. Most of the information traversing networks today is not
encrypted. Savvy and, in many cases, curious network users with
script kiddy tools can easily snoop on the wire to view anything
in clear text. This can be as benign as meeting notifications or
sensitive information, such as user names, passwords, human-
resources or health records, confidential customer information,
credit-card information, contracts, intellectual property, or even
classified government information. It goes without saying that a
company’s information assets are important and, in some cases,
the backbone of the company. Information leaks or exposure can
be extremely detrimental and, in some cases, cause significant
financial repercussions. Companies can lose their reputations and,
in turn, lose a loyal customer base overnight. The knowledge
base required to snoop the wire has dramatically changed over
the last decade with the rise of tools designed to expose or take
advantage of weaknesses of networking protocols such as Yersinia
and Cain. These tools are in many cases context sensitive and
embody help menus making eavesdropping, tampering, and replay
of information traversing our networks more widely prevalent.
Equally, once a user has access; they can exploit vulnerabilities
in the operating systems and applications to either gain access
or tamper with information to cause a denial of services. On the
other hand, Ethernet switches and specific protocols and features
can augment the security posture of a LAN environment with user
identification, wire speed security policy enforcement, Layer 2
encryption, and so on.

Il. Security Triad

A. CIA means the following:

1. Confidentiality. Provides data secrecy.

2. Integrity. Only authorized people can change data.

3. Availability. Data must always be accessible and ready.
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This security triad has three principles: confidentiality, integrity,
and availability (Fig. 1). Security must cover all three aspects.
No system or protocol can be considered secure as long as this
triad is not fulfilled. Failing one property makes the complete
system unsecured. For example, if everyone could change the
content of a website, this website’s value would be close to zero,
because it ends up filled with incorrect, inaccurate, and false data.
In addition to the triad, other aspects (such as authentication and
access control) are required.

lll. Risk Management

Risk management includes the following:

A. Risk analysis. Discovering what the risks are and their
associated potential damages

B. Risk control. Implementing controls to bring the potential
damage to an acceptable level (that is, having a correct balance
between the cost of risk control and the reduced potential
damage)

A. Risk Analysis

You can perform a risk analysis in several ways: qualitative and
quantitative risk analyses. A risk analysis can also be done by an
external party (someone different from the vendor and user). Risk
analysis relies on a specific vocabulary:

1. Vulnerability

A system weakness (usually not on purpose). This weakness can be
in procedures (for example, lack of approval for moving network
equipment); in a product (for example, a software bug); or in the
implementation (for example, not setting an enable secret).

2. Threat
This person, organization, worm, and so on wants to exploit
vulnerabilities.

3. Risk
Probability that a threat will leverage a vulnerability to make an
attack and cause damage.
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4. Exposure

When a threat actually leverages vulnerability and runs an
attack. Some probabilistic computation can be applied to derive
the annualized loss expectancy (for example, the estimated loss
expectancy within a one-year timeframe). This loss expectancy
needs to be measured in dollars (or any other currency). This
is not always obvious for a risk like “loss of corporate image,”
but a good estimate must be found because it is required later to
evaluate the benefit of risk reduction.

B. Risk Control

Risk analysis is about finding all potential vulnerabilities and

estimating the associated damage. Risk control involves handling

those risks to reduce their financial impact. Risk can be:

1. Reduced by means of control (also called countermeasures)
to remove vulnerabilities or threats, reduce the probability
of a risk, or prevent an attack. Risk reduction is not always
achievable at 100 percent; the remaining risk is called residual
risk.

2. Transferred to another organization. An example of this is
getting fire insurance to cover fire risk.

3. Accepted, such as when you accept the risk associated with
driving on a highway where you risk a car accident.

4. Ignored. Even if the risk analysis shows that a risk exists, no
attempt is made to control it. This is different than accepting
arisk, because you don’t even think about it. This is a foolish
behavior, of course. Risk reduction by technical controls is at
the core of this book. However, keep in mind that there are
other ways to reduce risks by procedures or administrative
means, such as having all employees sign a code-of-business
conduct contract that includes an exhaustive list of what can
be done or giving all employees security-awareness training.
Of course, the cost of countermeasures must be less than the
loss expectancy.

IV. Identity Management
Identity management relies on identification, authentication,
authorization, and audit:

A. Identification
Simply the name of a subject (such as a Microsoft Active Directory
username or an [P address).

B. Authentication

Proof of the identity, typically done with the help of credentials
(such as a password). Identification without authentication is of
little value.

C. Authorization

Set of authorized access rights (that is, which subjects can
access which objects). ACLs are primarily used in networks for
authorization.

D. Audit (Also Called Accounting)
List of accesses and actions done by the subjects that enables
the examination of a given sequence of events. The major intent
is for forensics. The logging of event messages to servers with
protocols, like syslog, is often used in networks for auditing. Here
is a simplified view of these four steps:

Step 1 Identification. Who are you?
Step 2 Authentication. Prove it.
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Step 3 Authorization. What can you do?
Step 4 Audit. What have you done?

V. Network Configuration Options

A. Bridging

Bridges are important in some networks because the networks are
divided into many parts geographically remote from one another.
Something is required to join these networks so that they can
become part of the whole network. Take for example a divided
LAN, if there is no medium to join these separate LAN parts an
enterprise may be limited in its growth potential. The bridge is
one of the tools to join these LANS.

Secondly a LAN (for example Ethernet) can be limited in its
transmission distance. We can eliminate this problem using
bridges as repeaters, so that we can connect a geographically
extensive network within the building or campus using bridges.
Hence geographically challenged networks can be created using
Bridges.

Third, the network administrator can control the amount of
traffic going through bridges sent across the expensive network
media.

Fourth, the bridge is plug and play device so there is no need to
configure the bridge. And suppose any machine was taken out from
the network then there is no need for the network administrator
to update the bridge configuration information as bridges are self
configured (Fig. 2).

Manufacturing Database Server

= ¥ & > z e = g

Corporate LAN Segment Manufacturing Segment

Fig. 2:

B. Switching

Layer 2 switching uses the media access control address (MAC
address) from the host’s network interface cards (NICs) to decide
where to forward frames. Layer 2 switching is hardware-based,[1]
which means switches use application-specific integrated circuit
(ASICs) to build and maintain filter tables (also known as MAC
address tables or CAM tables). One way to think of a layer 2
switch is as a multiport bridge.

Layer 2 switching provides the following

e Hardware-based bridging (MAC)

e Wire speed / non-blocking forwarding

*  Low latency

Layer 2 switching is highly efficient because there is no modification
to the data packet and the frame encapsulation of the packet
changes only when the data packet is passing through dissimilar
media (such as from Ethernet to FDDI). Layer 2 switching is used
for workgroup connectivity and network segmentation (breaking
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up collision domains). This allows a flatter network design with

more network segments than traditional networks joined by

repeater hubs and routers. Layer 2 switching has helped develop

new components in the network infrastructure (Figure 3).

e Server farms — Servers need no longer be distributed to
physical locations because virtual LANs can be created to
create broadcast domains and network proximity in a switched
internetwork. This means that all servers can be placed in
a central location, yet a certain server can still be part of a
workgroup in a remote branch, for example.

e Intranets — Allows organization-wide client/server
communications based on a Web technology.

These new technologies allow more data to flow off from local

subnets and onto a routed network, where a router’s performance

can become the bottleneck.

& Budding 90 [

.-'/ \\.
euters 2 4 \

e —— Buikding 9 Builing 83 L ol oy ey /
\#8200 & Lz 000
Fig. 3:

VI. Layer 2 Attacks

* CAM table overflow

*  VLAN hopping

*  Spanning Tree Protocol (STP) manipulation

*  ARP Poisoning and MAC address spoofing Attack
e Private VLAN

*  DHCP “starvation”

» IEEE 802.1x EAP Attacks

A. CAM Table Overflow Attacks

The content-addressable memory (CAM) table in a switch stores
information, such as MAC addresses and associated VLAN
parameters. It is similar to a router’s routing table. CAM tables
have a fixed size.

AMAC address is a 48-bit hexadecimal number composed of two
descriptive fields. The first 24 bits comprise the manufacturer code
assigned by the IEEE. The second 24 bits comprise the specific
interface number assigned by the hardware manufacturer. AMAC
address of FF.FF.FF.FF.FF.FF is a broadcast address. Each MAC
address is a unique series of numbers, similar to serial numbers or
LAN IP addresses. A manufacturer should not have two devices
with the same MAC address.

When a Layer 2 switch receives a frame, the switch looks in the
CAM table for the destination MAC address. If an entry exists
for that MAC address, the switch forwards the frame to the port
identified in the CAM table for that MAC address. If the MAC
address is not in the CAM table, the switch forwards the frame
out all ports on the switch. If the switch sees a response as a result
of the forwarded frame, it updates the CAM table with the port
on which the communication was received.
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In a typical LAN environment where there are multiple switches
connected on the network, all the switches receive the unknown
destination frame. Fig. 4 shows the CAM table operation.

Fig. 4:

As previously mentioned, the CAM table has a limited size. Cisco
Catalyst switches use the 63 bits of source (MAC, VLAN, and
so on) and create a 14-bit hash value. If the value is the same,
there are eight buckets in which to place CAM entries. These
entries expire after a certain inactivity period. (The default on the
Cisco Catalyst switch is 5 minutes.) If enough MAC addresses
are flooded to a switch before existing entries expire, the CAM
table fills up, and new entries are not accepted. When the CAM
table is full, the switch starts flooding the packets out all ports.
This scenario is called a CAM table overflow.

In a CAM table overflow attack, an attacker sends thousands
of bogus MAC addresses from one port, which looks like valid
hosts’ communication, to the switch (Figure 5.). One of the more
popular tools used for launching this type of attack is called Macof,
which was written using PERL code, ported to C language, and
bundled into the Dsniff suite. Dsniff is a collection of tools for
network auditing and penetration testing. Macof can generate
155,000 MAC entries on a switch per minute. The goal is to flood
the switch with traffic by filling the CAM table with false entries.
When flooded, the switch broadcasts traffic without a CAM entry
out on its local VLAN, thus allowing the attacker to see other
VLAN traffic that would not otherwise display.

MAC B

Sending Out Multiple
Packets with Varlous
Source MAC Addresses

T ... (Overflow)

CAM Tabile Full,
Flooding Packets
Qut All Ports

Port1 2=

T ... (Overflow)

Fig. 5:

44 INTERNATIONAL JOURNAL OF COMPUTER SCIENCE AND TECHNOLOGY

ISSN : 0976-8491 (Online) | ISSN : 2229-4333 (Print)

B. VLAN Hopping Attacks

VLANS are a simple way to segment the network within an

enterprise to improve performance and simplify maintenance.

Each VLAN consists of a single broadcast domain. VLANs

work by tagging packets with an identification header. Ports are

restricted to receiving only packets that are part of the VLAN.

The VLAN information may be carried between switches in a

LAN using trunk ports. Trunk ports have access to all VLANSs by

default. They route traffic for multiple VLANS across the same

physical link. Two types of trunks are used: 802.1q and ISL. The
trunking mode on a switch port may be sensed using Dynamic

Trunk Protocol (DTP), which automatically senses whether the

adjacent device to the port may be capable of trunking. If so, it

synchronizes the trunking mode on the two ends. The DTP state on

a trunk port may be set to auto, on, off, desirable, or nonnegotiate.

The DTP default on most switches is auto.

One of the areas of concern with Layer 2 security is the variety

of mechanisms by which packets that are sent from one VLAN

may be intercepted or redirected to another VLAN, which is called

VLAN hopping. VLAN hopping attacks are designed to allow

attackers to bypass a Layer 3 device when communicating from

one VLAN to another. The attack works by taking advantage of
an incorrectly configured trunk port.

It is important to note that this type of attack does not work on a

single switch because the frame will never be forwarded to the

destination. But in a multiswitch environment, a trunk link could
be exploited to transmit the packet. There are two different types
of VLAN hopping attacks:

*  Switch spoofing—The network attacker configures a system
to spoof itself as a switch by emulating either ISL or 802.1q,
and DTP signaling. This makes the attacker appear to be
a switch with a trunk port and therefore a member of all
VLANS.

e Double tagging—Another variation of the VLAN hopping
attack involves tagging the transmitted frames with two
802.1q headers. Most switches today perform only one level
of decapsulation. So when the first switch sees the double-
tagged frame, it strips the first tag off the frame and then
forwards with the inner 802.1q tag to all switch ports in the
attacker’s VLAN as well as to all trunk ports. The second
switch forwards the packet based on the VLAN ID in the
second 802.1q header. This type of attack works even if the
trunk ports are set to off fig. 6.
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Fig. 6:

C. STP Manipulation Attacks

STP prevents bridging loops in a redundant switched network
environment. By avoiding loops, you can ensure that broadcast
traffic does not become a traffic storm.

STP is a hierarchical tree-like topology with a “root” switch at
the top. A switch is elected as root based on the lowest configured
priority of any switch (0 through 65,535). When a switch boots up,
it begins a process of identifying other switches and determining
the root bridge. After a root bridge is elected, the topology is
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established from its perspective of the connectivity. The switches
determine the path to the root bridge, and all redundant paths
are blocked. STP sends configuration and topology change
notifications and acknowledgments (TCN/TCA) using bridge
protocol data units (BPDU).

An STP attack involves an attacker spoofing the root bridge in
the topology. The attacker broadcasts out an STP configuration/
topology change BPDU in an attempt to force an STP recalculation.
The BPDU sent out announces that the attacker’s system has
a lower bridge priority. The attacker can then see a variety of
frames forwarded from other switches to it. STP recalculation
may also cause a denial-of-service (DoS) condition on the
network by causing an interruption of 30 to 45 seconds each
time the root bridge changes. Figure 7 shows an attacker using
STP network topology changes to force its host to be elected as
the root bridge.

STP Blocking Port

STP Blocking Port

Spanning-Tree Manipulation
Causes Attackar Host Elected

! As the Root Bridge e
Network Attacker Host
Attack Host

Fig. 7:

D. MAC Address Spoofing—Man-in-the-Middle Attacks
MAC spoofing involves the use of a known MAC address of
another host that is authorized to access the network. The attacker
attempts to make the target switch forward frames destined for the
actual host to the attacker device instead. This is done by sending
a frame with the other host’s source Ethernet address with the
objective to overwrite the CAM table entry. After the CAM is
overwritten, all the packets destined for the actual host will be
diverted to the attacker. If the original host sends out traffic, the
CAM table will be rewritten again, moving the traffic back to the
original host port. Fig. 8 shows how MAC spoofing works.
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SwitchPort | 1 | 2 2
Host | A B C
Host C Sends Outa
- Packet Identlfying Itself
SwitchPort | 1 | 2 | 3 As Host G IP Address
But with Host A's MAC
Host B |AC Address.
Fig. 8:

Another method of spoofing MAC addresses is to use Address
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Resolution Protocol (ARP), which is used to map IP addressing to
MAC addresses residing on one LAN segment. When a host sends
out a broadcast ARP request to find a MAC address of a particular
host, an ARP response comes from the host whose address matches
the request. The ARP response is cached by the requesting host.
ARP protocol also has another method of identifying host IP-
to-MAC associations, which is called Gratuitous ARP (GARP),
which is a broadcast packet used by hosts to announce their IP
address to the LAN to avoid duplicate I[P addresses on the network.
GARP can be exploited maliciously by an attacker to spoof the
identity of an IP address on a LAN segment. This is typically
used to spoof the identity between two hosts or all traffic to and
from the default gateway.

One of the tools used to spoof ARP entries is called Arpspoof and
is part of a collection of tools known as Dsniff.

E. Private VLAN Attacks

Private VLANSs isolate ports within a VLAN to communicate

only with other ports in the same VLAN. There are three types

of private VLAN ports:

*  Community—Communicate among themselves and with
other promiscuous ports. These interfaces are isolated at Layer
2 from all other interfaces in other communities or isolated
ports within their private VLAN.

e Isolated—Has complete Layer 2 separation from other ports
within the same private VLAN except for the promiscuous
port. Private VLANS block all traffic to isolated ports except
traffic from promiscuous ports. Traffic received from an
isolated port is forwarded only to promiscuous ports.

*  Promiscuous—Communicates with all interfaces, including
community and isolated ports within a private VLAN.

A network vulnerability of private VLANS involves the use of

a proxy to bypass access restrictions of the private VLAN. In

a proxy attack, frames are forwarded to a host on the network

connected to a promiscuous port, such as a router. The network

attacker sends a packet with its source IP and MAC address and

a destination IP address of the target system but a destination

MAC address of the router. The switch forwards the frame to the

router. The router routes the traffic, rewrites the destination MAC

address as that of the target, and sends the packet out. Because
the router is authorized to communicate with the private VLANSs,
the packet is forwarded to the target system. This type of attack
allows for unidirectional traffic only because the private VLAN
filter blocks the target’s attempts to respond. This vulnerability
is not a private VLAN vulnerability per se because all the rules
of that VLAN were enforced (Fig. 9).

Source A: 10.10.10.10
Destination G: 10.10.10.22
Attacker
MACA
Source A: 10.10.10.10 ’
Destination G: 10.10.10.22 il
l“'.}’:‘__

Target

Router MAgC B
MAC C E IP: 10.10.10.22

1P 10.10.10.254
Attacker
Source A: 10,10.10.10 MACA
ource A: A
&, Destnalion B: 10.10.1022 f P 1010:40.10
' Ay ——>
Target
Router MA% B
—_—
MAC C Source A: 10.10.10.10 5 IP: 10.40.40.22
1P:10.10.10.254 Destination B: 10.10.10.22
Fig. 9:
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F. DHCP Starvation Attacks

A DHCP server dynamically assigns IP addresses to hosts on a
network. The administrator creates pools of addresses available
for assignment. A lease time is associated with the addresses.

A DHCP starvation attack works by broadcasting DHCP requests
with spoofed MAC addresses. This scenario is achieved with
attack tools such as gobbler, which looks at the entire DHCP scope
and tries to lease all the DHCP addresses available in the DHCP
scope. This is a simple resource starvation attack, similartoa SYN
flood attack. The attacker can then set up a rogue DHCP server
and respond to new DHCP requests from clients on the network.
This might result in a “man-inthe-middle” attack.

G. IEEE 802.1x EAP Attacks

IEEE 802.1x is an IEEE standard link layer (Layer 2) protocol
designed to provide port-based network access control using
authentication unique to a device or user. Extensible Authentication
Protocol (EAP) is the transport mechanism used in 802.1x to
authenticate supplicants/clients against a back-end data store,
which is typically a RADIUS server (Fig. 10).

Authentication

Supplicant . Server
i Authenticator posam
= M
y—7 W g
Port Unauthorlzed
EAPOL-Start

EAP-Request/identty

EAP-Response/identity RADIUS Access-Request

EAP-RequestOTP RADIUS Access-Challenge

EAP-Rasponse/OTP AADIUS Access-Request
EAP-Success RADIUS Accoss-Accapl

Port Authorized

EAP-Logolt
-_—

Port Unauthorized

Fig. 10:

Two types of vulnerabilities are associated with EAP:

*  Man-in-the-middle attack—At the end of the EAP Over
LAN (EAPOL) authentication, the attacker sends the client
an EAP-Success message that identifies the attacker as the
authenticator. When this action is successful, the attacker is
in the path between the client and the authenticator.

e Session-hijacking attack—This attack occurs after
the authentication process between the client and the
authentication server is complete. If the attacker sends a
disassociate management frame with the authenticator’s
MAC address to the client, it will force the client to disconnect
from the network; however, the authenticator state is still in an
authenticated and associated state, which allows the attacker
to access the network.

VII. Implementation of Layer 2 Attacks

A. CAM Table Overflow

In CAM table overflow the attacker will try to generate fake mac
addresses and send it to the switch. For this demonstration we
can use macof (Figure 11).

root@kali:~#macof —i ethQ

46 INTERNATIONAL JOURNAL OF COMPUTER SCIENCE AND TECHNOLOGY

ISSN : 0976-8491 (Online) | ISSN : 2229-4333 (Print)

root@kali: ~ e 00

View Search Terminal Help

Fig. 11.

After this attack, (Fig. 12) by using following command in switch
to check mac address table, we can analyse that alot of fake mac
addresses are coming to a particular port :

Switch#show mac-address-table

B e Tom e 31 ConvT - x

Fle Bt Setup Web Contol_Window Help
1 0008.7£55.6cae DYNAMIC Fa0/7
1 0008.d37a.62b4 DYNAMIC Fa0/7
1 000d.b13¢.9106 DYNAMIC Fa0/7
1 0010.9d7c. 19e2 DYNAMIC Fa0/7
1 0012.5424.fbl4 DYNAMIC Fa0/7
1 0017.6716.9edl DYNAMIC Fa0/7
1 0019.7b69.7771 DYNAMIC Fa0/7
1 001c.fe4b.3586 DYNAMIC Fa0/7
1 00le.9b73.7913 DYNAMIC Fa0/7
1 00le.dc49.727a  DYNAMIC Fa0/7
1 0022.6933.9537 DYNAMIC Fao0/7
1 0025.cf4e.8a8f DYNAMIC Fa0/7
1 002c.bcld. elab DYNAMIC Fa0/7
1 0032.¢64b.c079 DYNAMIC Fao0/7
1 0034.c949.ddée DYNAMIC Fa0/7
1 0035.413e. ££bf DYNAMIC Fa0/7
1 003b.3a3b.dded  DYNAMIC Fao0/7
1 003¢.560e.6668 DYNAMIC Fa0/7
1 003f.032f.d2cf DYNAMIC Fa0/7
1 0041.0c0d.2£77 DYNAMIC Fao0/7
1 0041.6a58.fasg2 DYNAMIC Fa0/7
1 0042.8119.a850 DYNAMIC Fa0/7
1 0046.5d2a.2560 DYNAMIC Fao0/7

--More-- i

Fig. 12.

Mitigation Technique:

We can use port security feature in switch to prevent this type of
attack. For Example, from above figure if a lot of mac addresses
are coming from fa0/7 then the administrator can limit the mac
addresses on this port. So, if traffic will come out of the limit
then it will be violation for the switch and particular port will be
shutdown by default.

Switch(config)#interface fa0/7

Switch(config-if)#switchport port-security
Switch(config-if)# switchport port-security maximum 3
Switch(config-if)# switchport port-security violation
shutdown

After violation, we can recover the port by using following
command,

Switch(config)# errdisable recovery cause psecure-violation
Switch(config)# errdisable recovery interval 30

B. VLAN Hopping Attack

VLAN hopping works by sending packets to a port which should
not be accessible. Basically, in VLAN hopping attack there are
two types
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*  Double Tagging

*  Switch Spoofing

Most network engineers have been told at one point or another
never to use VLAN 1 for user access. The motivation behind this
warning is the result of fear concerning VLAN hopping attacks,
wherein an attacker can send packets with a specially-crafted
802.1Q header(s) to “hop” from one VLAN to another. This theory
relies on the assumption that a switch will happily forward 802.1Q-
tagged frames ingressing an access port (Fig. 13).

Access Access
VLAN: 1 802.1Q VLAN: 10

Trunk F —
S1 i Eﬁ
= =

Attacker

Victim

L,

Fig. 13.

We can devise a simple scenario to test this by injecting crafted
packets toward an access switch port on VLAN 1 and monitoring
the traffic traversing the upstream trunk. If the attack succeeds,
we will see our crafted packets appear on the trunk side of the
switch with the VLAN ID of our choosing (Fig. 14).

Test Access g02.1Q
Workstation VLAN: 1 Trunk
i eth0 FO/1 FO/13
J ! o
eth1
Fig. 14.

Both switches used for the lab are Catalyst 3550s running 10S
12.2(44)SE2. FastEthernet0/11 on S1 has been configured as a
static access port in VLAN 1, and FastEthernet0/13 has been
configured to trunk all VLANSs, with VLAN 1 as the (default)
native VLAN:

interface FastEthernet0/11

switchport mode access

switchport nonegotiate

!

interface FastEthernet0/13
switchport trunk encapsulation dotlq

switchport mode trunk

switchport nonegotiate

We can use Scapy to craft arbitrary frames with the necessary
802.1Q headers. The following command within Scapy generates
an ICMP echo request (ping) with two 802.1Q headers (VLAN
1 and VLAN 10):

www.ijcst.com
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Welcome to Scapy (2.0.0.5 beta)

>>> sendp(Ether(dst="{f:ff: ff: ff: ff:ff", src="'00:
01:02:03:04:05')/Dot1Q(vlan=1)/Dot1Q(vlan=10)/

IP(dst="255.255.255.255", src="192.168.0.1')/ICMP())

Sent 1 packets.

Monitoring ethO with Wireshark, we can verify that the frame
was sent out with two 801.Q headers with the desired VLAN
IDs (Fig. 15).

» Frame 6 (58 bytes on wire, 58 bytes captured)
~ Ethernet II, Src: 3com 03:04:05 (00:01:02:03:04:05), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
P Destination: Broadcast (ff:ff:ff:ff:ff:ff)
I Source: 3com ©3:04:05 (B0:01:02:03:84:05)
Type: 882.10 virtual LAN (©x8188)
= 882.10Q Virtual LAN, PRI: 8, CFI: @, ID: 1
BB e @waes oo = Priority: @

.. G208 8006 eeel = ID: 1
Type: 802,10 Virtual LAN (©xg81@0)
~ 862.1Q Virtual LAN, PRI: @, CFI: @, ID: 18
BBl e e e = Priority: @
veall vaus veee wwa. = CFI: B
.. 6806 6ee6 1816 = ID: 16
Type: IP (8x0806)
b Internet Protocol, Src: 192.168.8.1 (192.168.8.1), Dst: 255.255.255.255 (255.255.255.255)
b Internet Control Message Protocol

Fig. 15:

We can observe double tag in above figure.

1. Mitigation Technique:

IEEE 802.1Q helps to create smaller network out of large networks.
A large network is very slow and consumes lot of bandwidth
whereas a smaller network is easier to manage and consumes
less bandwidth. So, it’s desirable to have a smaller network than
a large complex network. IEEE802.1Q was developed as a part
of IEEE&02.

To use IEEE802.1Q), it’s must that we implement Trunk. Suppose
Trunk is enabled in IEEE802.1Q, a certain type of attack is
performed on 802.1Q. This attack is called Double Encapsulation
attack. It adds two tags to the original frame. In IEEE 802.1Q trunk
always modify the frame by eliminating the outer tag but the inner
tag remains permanently and it becomes the destination.

To prevent Double-Encapsulation in 802.1Q, the native VLAN
should not be assigned to any port. We must force traffic on trunk
to always carry a tag. To make the trunk to carry a tag, we can
use the command

Switch(config)# vlan dotlq tag native

It is a global command to tag the native VLAN.

2. Switch Spoofing

Switch spoofing happens when a malicious user tries to configure
a system to spoof itself as a switch by matching itself to 802.1q
or ISL. The malicious user is able to spoof the switch with help
of (Dynamic Trunk Protocol) DTP signaling.

Mitigation Technique:

The simplest way to prevent a VLAN Hopping attack is by
disabling Dynamic Trunk protocol (DTP) on all untrusted ports.
For example:

ciscoswitch# conf't

ciscoswitc(config)# int gil/10
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ciscoswitch(config-if)# switchportnonegotiate
From the example “switchportnonegotiate” disables the DTP.

C. MAC Address Spoofing & ARP Poisoning Attack

A. ARP Poisoning Attack
In below diagram, the attacker will poision the ARP table of the

gateway and victims computer. For Poisioning we can use Ettercap
(Fig. 16).

<

&

Gateway
10.228.12.1f23

B4

-

.

10.228.13.250/23

10.228.13.70/23 Attacker's Computer

Victim's Computer

Steps of attack:
Step 1.

File Edt View Search Terminal Help

ettercap0.8.2

File Sniff Options Info

-
™
-4
6 |

o808 =

ettercap 0.8.2 e e 9o
Eile Sriff Options Info
Uncffensive
 Promisc mode

Set netmask Ctri+N

Fig. 16:
Step 2.
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ettercap 0.8.2 I

Start Targets Hosts View Mitm Filters Logging Plugins Info

Hosts list Ctrl+H

Enable IPvG scan

Scan for hosts Ctrli+5

Load from file.. —
/ Save to file. \

Step 5.

ettercap 0.8.2 -

Start Targets Hosts View Mitm Filters Logging Plugins Info

Hosts list Ctrl+H

Enable IPV6 scan
Scan for hosts Ctrlts
Load from file..

Save tofile..

Step 6.

ettercap 0.8.2

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List x

IP Address MAC Address Description
10.228.13.60 6C:F0:49:29:62:F2
10.228.13.61 FC:4D:D4:D8:DB:49
10.228.13.62 AC:16:2D:08:4F:A0
10.228.13.63 00:1F:D0; 4A:E3:45
10.228.13.64 78:E3:B5:24:80:7A

10.228.13.71

10.228.13.72

| Delete Host

78:E3:B5:94:7F:B1
00:1F:D0:4B:6E:49

I Add to Target 1

Add to Target 2

ettercap Input

? Network interface :

eth0 v

Cancel |

rCE [UUIUBIF LI ZUTZ 1T AU] UISCUVER

PHCP: [10.228.12.1] OFFER : 10.228.13.238 255.255.254.0 GW 10.228.12.1 DNS 10.228.0.11

PHCP: [00:0C:29:0A:54:AC] REQUEST 10.228.13.250

PHCP: [10.228.0.26] ACK : 10.228.13.250 255.255.254.0 GW 10.228.12.1 DNS 10.228.0.11 "mohali.cdac.in”
PHCP: [00:0B:FC:2D:21:40] DISCOVER

PHCP: [10.228.12.1] OFFER : 10.228.13.238 255.255.254.0 GW 10.228.12.1 DNS 10.228.0.11

Step 7.

ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List x

IP Address MAC Address

Description

10.228.12.10 F4:7F:35:5C:49:40
10.228.12.11 A4:18:75:30:AA:.CO
10.228.12.12 F0:B2:E5:36:0B:CO
10.228.12.15 00:17:61:10:9A:01
10.228.12.16 00:17:61:10:A2:0A
10.228.12.28 00:19:E7:35:26:42
10.228.12.33 64:31:50:37:C2.D1

| Delete Host Add to Target 1 | Add to Target 2

URUPT [UUIUBIFUTZLZ [T4U] UISCUVER

DHCP: [10.228.12.1] OFFER: 10.228.13.238 255.255.254.0 GW 10.228.12.1 DNS 10.228.0.11

DHCP: [00:0C:29:0A:54:AC] REQUEST 10.228.13.250

DHCP: [10.228.0.26] ACK : 10.228.13.250 255.255.254.0 GW 10.228.12.1 DNS 10.228.0.11 "mohali.cdac.in”
Host 10.228.13.70 added to TARGETL

Host 10.228.12.1 added to TARGET2

Step 8.

Step 3.

ettercap 0.8.2 [ <}

Start Targets Hosts View Mitm Filters Logging Plugins Info

Step 4.
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ettercap 0.8.2

Start Targets Hosts View Mitm Filters Logging Plugins Info

ARP poisoning...

IP Address ICMP redirect...

10.228.12.1 Port stealing...

DHCP spoofing.

Host List

ription

10.228.12.10
102281211 NDP poisoning..
10.228.12.12 Stop mitm attack(s)
10.228.12.15 .00.17 61:10:9A:01 :
10.228.12.16 00:17:61:10:A2:0A
10.228.12.28 00:19:E7:35:26:42
10.228.12.33 64:31:50:37:C2:D1
Step 9.
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MITM Attack: ARP Poisoning

2 Optional parameters

@'|S niff remote cnnnections.|

(| Only poison one-way.

| Cancel | | QK
Step 10.
ettercap 0.8.2 e o0
Start Targets Hosts View Mitm Filters Logging Plugins Info
Stopsnifiing  shife+Curl+E Description
Step 11.

Capturing from ethO  [Wireshark 1.12.6 (Git Rev Unknown from unknown)] e 6 0

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e AMI BN QA «» IF ¢ ®a af] -

Filter: icmp Expression... Clear Apply Save

No . Time Source Destination Protocol 'Length Info

432.76080300 10.228.13.70 10.228.12.1

(
1035 43.76156900 10.228.12.1 10.228.13.70 IcMP 74 Echo (ping
1036 43.76478200 10.228.12.1 10.228.13.70 ICMP 74 Echo (ping
1056 44.75941800 10.228.13.70 10.228.12.1 ICMP 74 Echo (ping
1057 44.76083500 10.228.13.70 10.228.12.1 ICMP 74 Echo (ping
1058 44.76154700 10.228.12.1 10.228.13.70 ICMP 74 Echo (ping
1058 44.76483500 10.228.12.1 10.228.13.70 ICMP 74 Echo (ping
1174 53.83409100 10.228.13.70 10.228.12.1 ICMP 74 Echo (ping
1175 53.83726200 10.228.13.70 10.228.12.1 ICMP 74 Echo (ping
1176 53.83925500 10.228.12.1 10.228.13.70 ICMP 74 Echo (ping

» Internet Protocol Version 4, Src: 10.228.13.70 (10.228.13.70), Dst: 10.228.12.1 (10.228.12.
» Internet Control Message Protocol

0000 00 Oc 29 0a 54 ac d8 d3 85 79 7b 29 08 G0 45 @0 ..).T... .y{)..E. [
0010 00 3c 1c 00 00 00 80 01 ef b2 0a e4 0d 46 0a &4 .<...... ..... Foo

0020 Oc 01 0B 00 4d 58 Q0 01 00 02 61 62 63 64 65 66 o...MYL. L abedef

0020 67 68 59 6a 6b 6c Bd Be &f 70 71 72 73 74 75 76  ghijklmn opgrstuw

040 Sl 52 53 54 B B S7 A8 50 abodefo hi

Mitigation Technique for ARP Poisioning Attack: Dynamic
ARP Inspection

DHCP Snooping is a feature that instructs a switch to snoop, or
eavesdrop, on all DHCP requests and responses that pass through,
and use that information to both prevent a rogue DHCP Server
from serving clients, as well as to build a table of valid MAC to
IP associations. DALI can then use that table, called the DHCP
snooping table, to validate ARP packets as they pass through.
There is a clear order of operations to this technique, and that is
configure and verify DHCP Snooping BEFORE enabling DAI.
This is because DAI relies on the DHCP Snooping table, and if it
is missing, ARP packets will ALL be dropped. And that is a quick
way to test the escalation procedures of the help desk.

SBH-SW2(config)#int g1/0/23
SBH-SW2(config-if)#ip dhcp snooping trust

Recall that DHCP Snooping has a purpose aside from providing the
table for DAI, and that is to ensure that DHCP requests/responses
only occur between authorized DHCP servers on a network. With
that in mind, these first commands tell my switch that interface
G1/0/23 is connected to a “trusted” dhcp server. In my lab, the
DHCEP server is an upstream 3560 switch providing typical L3
services.
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SBH-SW2(config)#ip dhcp snooping
SBH-SW2(config)#ip dhcp snooping vlan 12
SBH-SW2(config)#no ip dhcp snooping information option

The next three commands first enable DHCP snooping globally on
the switch, and then enables it on the VLAN that I’m testing. This
second command is important because, though on at the switch
level, DHCP snooping must be enabled on an individual VLAN
basis. The last command prevents the switch from manipulating
the DHCP requests by inserting data into option 82. As stated
above, my DHCP server is a Cisco 10S switch, and the DHCP
server running there doesn’t support option 82.

Now that we’re configured, lets take a look to make sure all is
as expected.

SBH-SW2#show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANS:

12

DHCP snooping is operational on following VLANSs:

12

DHCP snooping is configured on the following

L3 Interfaces:Insertion of option 82 is disabled
circuit-id default format: vlan-mod-port

remote-id: 68bd.ab37.dd80 (MAC)

Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled

Verification of giaddr field is enabled

DHCP snooping trust/rate is configured on the following
Interfaces:Interface Trusted Allow option Rate limit (pps)

GigabitEthernet1/0/23 unlimited

Custom circuit-ids:

yes yes

Here we can see that DHCP Snooping is indeed enabled on
the switch, as well as only for VLAN 12. We can also see that
Gigl/0/23 is listed as Trusted.

SBH-SW2#show ip dhcp snooping binding
MacAddress IpAddress Lease(sec) Type VLAN
Interface

Total number of bindings: 0

This command displays the contents of the DHCP Snooping Table.
As we just enabled the feature, there aren’t any entries there yet.
I’11 quickly renew the IP address on my test workstation, and run
the command again.

SBH-SW2#show ip dhcp snooping binding
MacAddress IpAddress Lease(sec) Type
Interface

VLAN

00:14:5E:84:09:15 10.133.12.101 86397
snooping 12 GigabitEthernet1/0/3
Total number of bindings: 1

dhcp-

Now we can see an entry for my lab workstation.
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All the prep work for DHCP Snooping has been laid, and now
we can get DAI going.

SBH-SW2(config)#int g1/0/23
SBH-SW2(config-if)#ip arp inspection trust
SBH-SW2(config-if)#exit

Just as we did with DHCP Snooping, we have to tell our switch to
trust the uplink interface from the access switch to my upstream
core. This is because, that port will potentially be sending ARP
messages that don’t have any corresponding DHCP Snooping
entries. These will be for Default Gateways, as well as other
hosts on VLAN 12. These will all be valid, and we don’t want
the access switch to drop them.

D. MAC Address Spoofing
root@kali:~#macchanger --mac=d8:d3:85:7e:¢3:83 eth0 (Fig.
17.)

Fig. 17:

E. Private VLAN Attack

In this network attack against private VLANSs, frames are forwarded
to a host on the network connected to a promiscuous port such
as a router. The network attacker sends a packet with the source
IP and MAC address of attacker device, a destination IP address
of the target system, but a destination MAC address of the router
(Figure 1). The switch forwards the frame to the switch port of the
router. The router routes the traffic, rewrites the destination MAC
address as that of the target, and sends the packet back out. Now the
packet has the proper format and is forwarded to the target system.
This network attack allows only for unidirectional traffic because
any attempt by the target to send traffic back will be blocked by
the PVLAN configuration. If both hosts are compromised, static
Address Resolution Protocol (ARP) entries could be used to allow
bidirectional traffic (Fig. 18).

FCAMAC-D
1P 172.16.1.101
Attacker

Proeniscuaus part
Isolated port

Cata

W T e
. v
il (AN e RN A i

A

PCE MAC - R1MAC-B
IP: 172.16.1.100

# TR 6L
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Mitigation technique for Private vian Attack

Configure access control lists (ACLs) on the router port to mitigate
PVLAN attacks. An example of using ACLs on the router port is if
a server farm segment existed on subnet 172.16.1.0/24 and target
A was in the server farm, then configuring the ACL (Figure 1) on
the default gateway would mitigate the PVLAN proxy attack.

F. DHCP Starvation Attack

In my scenario I have one computer as an attacker’s computer
(PC1) and other computer as a victim computer. My router is
DHCP server. If any computer will send request for DHCP server,
the router will reply back DHCP reply (Fig. 19).

~ i, FastEtherneto/1
The DHCP Server will alotone | ‘ IP Address: 192.168.1.2
IP address to one MAC DHCP Server

Address

Attacker is sending fake Mac
Addresses

— —

Attacker's Computer

Victim's Computer
IP Address by DHCP Server:192.168. 1.1

IP Address by DHCP Server:192,168.1.3

Fig. 19:

So first I will make router as a DHCP server;
Router(config)#interface fa0/1

Router(config-if)#ip address 192.168.1.2 255.255.255.0
Router(config-if)#no shutdown

Router(config)#service dhcp

Router(config)#ip dhcp pool router
Router(dhep-config)#network 192.168.1.0 255.255.255.0
Router(dhcp-config)#default-router 192.168.1.2
Router(dhcp-config)#dns-server 4.4.4.4
Router(dhcp-config)#domain-name router.com
Router(dhcp-config)#lease 9

Now you can find out the computers are getting ip address

Attacker’s computer
The Attacker’s computer IP address is 192.168.1.1.(Fig. 20)

root@cdac:~/Desktop

File Edit View Search Terminal Help
[root@cdac Desktopl# ifconfig [~}
ethe Link encap:Ethernet Hwaddr 00:0F:FE:42:3A:52
inet addr:192.168.1.1 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fese::28f:feff:fed2:3a52/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
R¥ packets:18768 errors:® dropped:® overruns:0 frame:@
TX packets:145 errors:0 dropped:® overruns:@ carrier:0
collisions:® txgqueuelen:l@00
RX bytes:1110820 (1.8 MiB) TX bytes:21348 (20.8 KiB)
Interrupt:17

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.9.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUMNING MTU:16436 Metric:1
R¥ packets:36 errors:® dropped:@ overruns:@ frame:@
TX packets:36 errors:0 dropped:® overruns:0 carrier:e
collisions:® txqueuelen:@
RX bytes:2416 (2.3 KiB) TX by‘t:s:zfllﬁ [2.3 KiB)

[root@cdac Desktopl# []

Fig. 18:
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Victim’s computer

Now I will run script as an attacker and it will generate fake Mac
addresses and my DHCP server will a lot IP addresses to all fake
mac address;(Figure 21)

[root@dhcp Desktop]# dhepstarv —i eth0

211 for ©0:16:36:T8:11:da from 192.168.
212 for 080: :9f:cl:ad4 from 192.168
213 for 080: 1921 from 192.168
214 for 080: from 192.168.
215 for 00: from 192.168.
216 for 00: from 192.168
217 for 0@: from 192.168
218 for 80: from 192.168.
219 for 80: from 192.168.
220 for 80: from 192.168.
221 for 00: from 192.168
from 192.168
from 192.168.
from 192.168.
from 192.168
from 192.168
from 192.168
from 192.168.
from 192.168.
from 192.168
from 192.168

12:57:13 ©2/19/16: got address 192.168.
12:57:15 ©2/19/16: got address 192.168.
12:57:17 ©2/19/16: got address 192.168.
12:57:19 ©2/19/16: got address 192.168.
12:57:21 02/19/16: got address 192.168.
12:57:23 02/19/16: got address 192.168.
12:57:25 02/19/16: got address 192.168.
12:57:27 ©2/19/16: got address 192.168.
129 ©2/19/16: got address 192.168.
:31 ©2/19/16: got address 192.168.
:33 ©2/19/16: got address 192.168.
:35 ©2/19/16: got address 192.168.
137 ©2/19/16: got address 192.168.
39 02/19/16: got address 192.168.
:41 02/19/16: got address 192.168.
143 02/19/16: got address 192.168.
145 02/19/16: got address 192.168.
147 ©2/19/16: got address 192.168.
02/19/16: got address 192.168.
02/19/16: got address 192.168.
02/19/16: got address 192.168.

222 for 080:
223 for 00:
224 for 080:
225 for 00:
226 for 00:
227 for 00:
228 for 80:
229 for 80:
230 for 00:
231 for 00:

e e =l E Ry ey

02/19/16: got address 192.168.1.232 for 00: from 192.168
02/19/16: got address 192.168.1.233 for 00: from 192.168.
02/19/16: got address 192.168.1.234 for 00: from 192.168.
02/19/16: got address 192.168.1.235 for 00: from 192.168

©2/19/16: got address 192.168.1.236 for 00:16

©2/19/16: got 2 reply when requesting address 2.168.1.2
o

02/19/16: got address 192.168.1.238 for 00:16:36 .
02/19/16: got address 192.168.1.239 for 00: from 192.168.
02/19/16: got address 192.168.1.248 for 00: from 192.168

02/19/16: got address 192.168.1.241 for 00: from 192.168

115

02/19/16: got address 192.168.1.242 for 00: from 192.168
117 ©2/19/16: got address 192.168.1.243 for 00: from 192.168.
119 ©2/19/16: got address 192.168.1.244 for 00: from 192.168.
:21 02/19/16: got address 192.168.1.245 for 00: from 192.168
123 02/19/16: got address 192.168.1.246 for 00: from 192.168
125 02/19/16: got address 192.168.1.247 for 00: from 192.168
127 ©2/19/16: got address 192.168.1.248 for 00: from 192.168.
129 ©2/19/16: got address 192.168.1.249 for 00: from 192.168.
:31 ©2/19/16: got address 192.168.1.250 for 00: from 192.168

251 for ©0:16:36:d4:al:c3 from 192.168
252 for ©0:16:36:1e:2a:fb from 192.168
253 for ©0:16:36:83:63:dd from 192.168.

133 ©2/19/16: got address 192.168.
:35 ©2/19/16: got address 192.168.
137 ©2/19/16: got address 192.168.

O L T T
NNNMNNNNNNNNNNNNNENNNNNNNNNRNNRNN NN NN NN NN NN NN
©

I L R e

:39 ©2/19/16: got address 192.168.1.254 for 00:16:36:33:8a:fd from 192.168.

Fig. 21:

Now the victims ip address is not there because victim is still
using ip address 192.168.1.3. when victim computer will send
request to renew the ip address then he will not get any address.
So for this i run following command in victim computer and I
restart the adapter,

C:\Users\oxygen>ipconfig /release (Fig. 22)

B Command Prompt - o X
>ipconfi
Windows IP Configuration
d on VPN - VPN Client while it has its media disconnected

No operation can be pe

ving interface Local Area Connection : unable to contact

imed out.

aState . . . . . . . . . . . : Media disconnected
ion-specific DNS S :

Col

Link-loca v : 115:8419:141e%8

fc:c8al:13bb%10

You can see in following diagram that dhcp serveralot 192.168.1.3
address to other mac address

12:58:31 02/19/16: got address 192.168.1.258 for 00:16:36:78:e4:e2 from 192.168.1.2
12:58:33 02/19/16: got address 192.168.1.251 for 00:16:36:d4:al:c3 from 192.168.1.2
12:58:35 02/19/16: got address 192.168.1.252 for 00:16:36:1e:2a:fb from 192.168.1.2
12:58:37 ©2/19/16: got address 192.168.1.253 for ©0:16:36:83:63:dd from 192.168.1.2
12:58:39 02/19/16: got address 192.168.1.254 for 00:16:36:33:8a:fd from 192.168.1.2
1‘2:59:36 82/19/16: got address 192.168.1.3 for 00:16:36:fb:24:a2 from 192.168.1.2

Fig. 23:
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Now the attacker can place his own fake DHCP server and sniff
all the traffic by diverting the traffic to other gateway.

Mitigation Techniques:

The mitigation technique for DHCP Starvation Attack is Port
Security in Switch. The administrator can easily detect the port
receving fake mac addresses. So, he can limit the mac address
on that port. The port security configuration we have already
discussed.

VIIIL. Conclusion

Techniques are used to protect our network from Different Layer
2 attacks and provide flexible environment and more survivability
to the business.
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