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Abstract

Now day’s Mobile Cloud Computing (MCC) is becoming a hot
research field due to access use of mobile devices by large amount
of information of data of individuals through cloud computing
techniques. It is a hybrid technology that combines with two
techniques together mobile computing and cloud computing.
Mobile computing encloses numerous technologies and devices
such as wireless LAN’s, Notebook computers, tablets, laptops, cell
phones and smart phones. Usually any electronic device that helps
to organize our life, interact with friends and doing daily jobs more
efficiently is a part of mobile computing. In this paper, various
techniques, issues and applications of mobile cloud computing
are presented.
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I. Introduction

Today, due to explosive growth with computer operation and mobile
device technologies expending to a great extent, cloud computing
has been shaping up as the future of web based communications
over World Wide Web. Mobile platform are depending mostly on
cloud computing in the days to come. As we aware that the mobile
devices have limited storage capacity and mobile cloud computing
(MCC) helps in storing and processing the large amount of data
outside mobile devices. In the year 2013, it was found that there
were 4 billion mobile phone users. By 2017, the number of mobile
phone users is forecast to reach 4.77 billion. In 2016, an estimated
62.9% of the population worldwide already using a mobile phone
and the mobile phone penetration is forecasted to continue to
grow rounding up to 67% by the year 2019. India was predicted
to have just one billion mobile connections in 2017. By 2019
India is expected to reach 1.1 billion mobile connections. Most
of the mobile market growth can be attributed to the increasing
popularity of smart phones. By 2014 around 38% of all mobile
users having smart phones. By 2018, this number is expected to
reach over 50%. The number of smart phone users worldwide
is expected to grow by 1 billion during five years; it means the
number of smart phone users in the world is expected to reach
2.7 billion by 2019. Samsung and Apple are leading vendors of
smart phones owned by users. The number of mobile phone users
in billion is graphically shown in a fig. 1.

The idea of mobile computing is coined in 1990’s. Mobile
computing is a generic term that refers to a variety of devices
that allows people to access data and information from wherever
they are. Mobile devices are connected to a local area network
and they can take advantage of WiFi or wireless technology. In
mobile computing we find that the need to be confined within
one physical location has been eradicated. The advent of portable
computers, laptops, PDA’s, tablets and smart phones have in turn
made mobile computing very convenient. This new technology
enables the users to update documents, netsurfing, send receive
emails, stream live video files, video and voice conferencing,
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and take photographs. Over the recent years, advancements in
the domain of network based computing and applications have
been shown that there is a great demand for mobile computing
applications [3].
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Fig. 1: Total Number of Mobile Phone Users in the World from
2013 to 2019 (Billions)

However, some of the common problems arise to all those devices
share, still needs to be addressed: the limited capabilities of the
devices regarding available resources like processor speed,
available storage and energy consumption. Usually, cloud
computing gives us a range of services which are provided by an
Internet-based cluster system. A technology of Cloud computing
gives its users the possibility to host and deliver services over the
internet by dynamically providing computing resources [4] on
demand basis in mobile nature from any remote distance.

The paper is organized into different sections as follows: Section
II provides a background where the cloud technology is presented
along with the general architecture of mobile cloud computing
(MCC), Section I1I presents literature review, Section IV presents
issues of cloud computing, Section V discusses applications of
mobile cloud computing (MCC). The conclusion is drawn in
Section VI and references are mentioned in the last.

Il. Cloud Technology - Background

As so far development and extension of cloud computing and
mobile computing and a novel term Mobile Cloud Computing
(MCC) is coined in 2009. Which are two techniques Cloud
Computing (MC) and mobile computing (CC) is discussed in
this section.

A. Cloud Computing

Cloud computing has been recognized as the next generation’s
computing infrastructure today. It has become a popular research
topic of computer science and information technology since
2007. It provides several advantages by allowing users to utilize
infrastructures like servers, networks, and storages, platforms
containing middleware services, operating systems and software’s
for application programs eliminating the requirement for users
to plan ahead for acquiring different resources for storage and
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computing power. Particularly, resources can be dynamically
added and released depending on service demand and with
minimal management effort.

The cloud has always been a metaphor for the internet infects cloud
symbols are usually used to portray the internet on diagrams. As
a virtual space that connects users from all over the globe, the
internet is like a cloud, sharing information by way of satellite
networks. In simple words cloud computing means sharing of
computing resources on the internet rather than on personal devices
or servers. The technology permits organization and companies
to store, manage access and process their data using a network of
remote server hosted over the internet. The architecture of cloud
computing is shown in fig. 2.
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Fig. 2: Architecture of Cloud Computing

1. Types of Cloud Computing
Cloud computing comes in the form of Public, Private, Hybrid,
Community, Distributed, Inter and Multi cloud etc.

(i). Public Cloud

It provides on—demand services like business, government,
organizational and academic. In Public Cloud, single administrator
provides services to the multiple users. The only disadvantage of
Public cloud is it is less secure in nature.

(ii). Private Cloud

The system and services is accessible only within an organization.
The advantages of Private Cloud is high privacy, improve reliability,
more security, cost and energy efficient in nature.

(iii). Hybrid Cloud

It generally includes the critical and non-critical activities of public
and private cloud both. In hybrid cloud, some network issues are
faced. Hybrid cloud is also composition of public, private and
community cloud.

(iv). Community Cloud
The system and services are accessible by a group of organizations
in community cloud.

(v). Distributed Cloud
In distributed cloud different set of machines are located at different
location but all are connected to a single network.

(vi). Inter Cloud
It shows the inter-connectivity between cloud and cloud globally.
It focuses on the direct inter-operability between public cloud
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service providers and consumers.

(vii). Multi Cloud

In multi cloud, no. of computing services lies in a single
heterogeneous architecture to increase flexibility through choice
and reduce reliance of single vendor[1].

2. Cloud Computing Service Models

Abrief description of the various types of service models is shown
in fig. 3 below. All these models are deployed over the internet
as a pay-per-use policy.
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Fig. 2: Cloud Computing Service Models

(i). Software as a Service (SaaS)

The cloud service providers give various software applications
to the users, who can use them without installing them on their
computer.

(ii). Platform as a Service (PaaS)

The cloud service providers give platforms, tools and other
services to the users.

(iii). Infrastructure as a Service (laaS)

The cloud service providers give infrastructure like storage,
computing power etc. to the users through virtualization [2].

B. Mobile Computing

Mobility has become a very popular word and rapidly increasing
partin today’s computing area. An incredible growth has appeared
in the development of mobile devices such as, smart phone, PDA,
GPS Navigation and laptops with a variety of mobile computing,
networking and security technologies. In addition, with the
development of wireless technology like WiMax, Ad Hoc Network
and WIFI, users may be surfing the Internet much easier but not
limited by the cables as before.

1. Features of Mobile Computing
The important features of mobile computing are as follows:

(i). Mobility

Mobile nodes in mobile computing network can establish
connection with others, even fixed nodes in wired network through
Mobile Support Station (MSS) during their moving.

(ii). Diversity of Network Conditions

Usually the networks using by mobile nodes are not unique,
such networks can be a wired network with high-bandwidth, or
a wireless Wide Area Network (WWAN) with low bandwidth or
even in status of disconnected.
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(iii). Frequent Disconnection and Consistency

As the limitation of battery power, charge of wireless
communication, network conditions and so on, mobile nodes will
not always keep the connection, but disconnect and consistent
with the wireless network passively or actively.

(iv). Dissymmetrical Network Communication

Servers and access points and other MSS enable a strong send/
receive ability, while such ability in mobile nodes is quite weak
comparatively. Thus, the communication bandwidth and overhead
between downlink and uplink are discrepancy.

(v). Low Reliability

Due to signals is susceptible to interference and snooping, a mobile
computing network system has to be considered from terminals,
networks, database platforms, as well as applications development
to address the security issue[3].

C. Mobile Cloud Computing (MCC)

Mobile cloud computing refers an infrastructure where both the
data storage and the data processing happen outside of the mobile
device [4].

Mobile Cloud Computing (MCC) could be a similarly new
origination that uses the blend of cloud innovation, versatile
registering, and remote systems administration to contradiction
the ease of use encounters of portable clients. A few field of uses
like portable well being, versatile learning, portable trade and
portable delight are at present exploiting Mobile Cloud Computing
(MCC) innovations. Since Mobile distributed computing (MCC)
is new, there’s must be constrained to propel examination in MCC
in order to extend hone.

Conveying cloud benefits in a portable domain brings various
difficulties and issues. Cell phones can’t deal with convoluted
applications because of their inborn characters. Likewise, it
is outlandish that a cell phone is constantly on the web, the
disconnected arrangement of the gadget require be considered too.
The nonappearance of principles, security and protection, flexible
portable applications prerequisite may hinder the advancement
of Mobile Cloud Computing. Keeping in mind the end goal to
comprehend the difficulties and give promote degree to explore,
a comprehension of this novel approach is fundamental. As a
result, the availability of cloud computing services in a mobile
environment, also called mobile cloud computing [5]. The basic
architecture of mobile cloud computing (MCC) is shown in fig.
3 below.
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Fig. 3: Architecture of Mobile Cloud Computing (MCC)
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Il Literature Review

This section presents forecasting of various research works carried
out by several researchers in the area of cloud computing and
mobile cloud computing as under -

Weiguang Song et. al. [6] summarizes the core concepts of Mobile
Cloud Computing [MCC] by developing a basic idea model of
Mobile Cloud Computing. Major problems faced by MCC are
discussed such as stability of wireless connectivity, tackling the
unnecessary battery usage etc. Also, few possible solutions are
suggested.

Qureshi et. al. [7] discusses about the mobile cloud computing
technology and proposes the implementation methods for Mobile
Cloud Computing solutions such as General Purpose Mobile
Cloud Computing (GPMCC) and Application Specific Mobile
Cloud Computing (ASMCC). Certain barriers such as network
availability and bandwidth are focused. Two aspects of security
issues such as mobile device security and cloud security are
addressed.

Le Guan et. al [8] addresses the challenges in Mobile Cloud
Computing design such as network latency, limited bandwidth
and availability. In order to analyze Mobile Cloud Computing
technology, a concept model is proposed which includes context
management, resource scheduling, client and transmission channel.
Application partition and offloading and various context aware
services are also explained in their paper.

Dejan et. al [9] addresses several mobile cloud approaches. An
overview of various possibilities of Mobile Cloud Computing is
given. Native and web applications are too extremes of mobile
applications. The cost model of elastic mobile cloud applications
is described.

Hung et. al [10] analyzes the performance of many mobile
applications which are weak due to lack of computation resources,
storage, and bandwidth and battery capacity. To overcome this,
application is rebuilt using the cloud services. The proposed system
explains a framework to execute the mobile application in cloud
based virtualized environment with encryption, and isolation to
protect against unauthenticated cloud providers. Results show the
execution of mobile application by offloading the workload with
efficient application level migration method via mobile networks.
The migration of application form one device to another is easy
and quick in the proposed system.

Marston et al. in [11], identified the strengths, weaknesses,
opportunities and threats for the cloud computing industry.
According to authors, the biggest factor that impedes the adoption
of the cloud computing paradigm is regulation at the local, national
and international level. Cloud computing demands a coordinated
response from governmental agencies.

IV. Issues in Cloud Computing
There are so many important issues in the cloud computing. Some
of them are as follows-

A. Privacy Issues
In G-mail and Google, different kinds of privacy problems are
faced in cloud computing.

B. Security Issues

Several types of security issues have been faced in cloud computing
environment. The absence of standards poses a serious issue
specifically with respect to security and privacy of data being
delivered to and from the mobile devices to the cloud.
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C. Sustainability

A few primary environmental problems are also associated with
cloud like energy use. i.e. Owing to the limited resources such as
battery life, available network bandwidth, storage capacity and
processor performance, on the mobile devices, researchers are
always on the lookout for solutions that result in optimal utilization
of available resources.

D. Portability
The ability to move application and its data between private and
public cloud environment.

E. Task Division

Researchers are always on the lookout for strategies and algorithms
to offload computation tasks from mobile devices to cloud.
However, due to differences in computational requirement of
numerous applications available to the users and the variety of
handsets available in the market, an optimal strategy is an area
to be explored.

F. Better Service

The original motivation behind mobile cloud computing (MCC)
is to provide PC-like services to mobile devices. However, owing
to the varied differences in features between fixed and mobile
devices, transformation of services from one to the other may
not be as direct.

V. Applications of Mobile Cloud Computing (MCC)
Today a mobile user requires a lot of services which he can perform
while moving. Use of cloud computing in mobile devices can
fulfill these requirements of mobile users. Now MCC is emerging
day by day, there are many areas where MCC is used. MCC can
be used in performing mobile accounting, mobile payment or
in mobile healthcare. It can also be use to listen music anytime
from anywhere. Some of the applications of MCC are described
here.

A. Cloud e-mail

Today all mobile users are using Gmail (a free email service
provided by Google) on their mobile devices. This is alive example
of MCC because all emails of a user are store on a server (outside
the mobile phone) and all processing is performed on the cloud.

B. Mobile Commerce

Mobile commerce (m commerce) applications can be mobile
shopping, finance, accounting, advertising etc. All these require
mobility like mobile transactions, payments, mobile ticketing
etc. Using mobile commerce on mobile devices has to face a lot
of challenges (like low network bandwidth, security etc) but the
emergence of CC to mobile reduces these challenges. In [12] a
3G platform based on cloud computing is proposed which has
advantages of both 3G and cloud computing.

C. Cloud Music

Providing facility of “Music Anywhere” to customers on their
mobile device is an example where Mobile cloud computing is
used.

D. Mobile Gaming

MCC provides the facility of game playing on mobile devices to
mobile users. Mobile gaming requires large computing resources
but with help of MCC all computations are performed on clouds
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so mobile devices do not need to have these high computing
resources (example graphic rendering). The concept of offloading
is used in mobile gaming.

E. Mobile Learning

Mobile learning (M-learning) provides the facility to learn
anything from anywhere. It is combination of both e-learning and
mobility. M-learning also has some challenges in terms of high
cost of devices and network, low storage capacity, low network
transmission rate. The use of cloud computing in m-learning has
solved these challenges. Like now all data storage and processing
is happened on the cloud so it provides learners a number of
services at low cost, at faster processing speed on on-demand
basis.

F. Voice-based Searching

User can search anything without typing it through speech
recognition. [13] Introduces AT & T speech mashup model that
combine web service with cloud computing environment to fulfill
the speech recognition demand of users.

G. Sharing GPS/Internet Data

Through local-area or peer-to-peer networks data can be share
among a group of mobile devices that are near each other. It is
faster as well as cheaper [14].

H. Sensor Data Applications

Now-a-days almost every mobile device is built with sensors which
are used to read data. Some sensors such as GPS, accelerometer,
thermo sensor, light sensor, clock and compass may be time
stamped and associated with other phone readings. In order to
gather precious information in different situation different queries
can be executed.

I. Social Networking
Since sharing different user content is a popular way and we can
interact with friends on social networks such as Face book.

J. Image Processing

In [17], the authors try to experiment with running GOCR and
an optical character recognition (OCR) program on a collection
of different mobile devices. A similar scenario is given in [15].
If user/subscriber visit foreign museum, he can’t perceive the
language written in each object of the museum. He can take picture
of the object and using mobile cloud computing can understand
the language written over the object.

K. Natural Language Processing

Language translation is one possible application for mobile
cloud computing. Translation is a viable candidate for language
processing since different sentences and paragraphs can be
translated independently, and this is experimentally explored in
[14] using Pangloss-Lite [16].

VL. Conclusion

Mobile Cloud Computing, as an improvement and augmentation
of Cloud Computing and Mobile Computing, is the most rising and
all around acknowledged innovation with quick development. The
mix of distributed computing, remote correspondence framework,
versatile figuring gadgets, area based administrations, portable
Web and so forth has established the framework for the novel
registering model. In this paper we have given an outline of
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Mobile Cloud Computing (MCC) that incorporates engineering,
key difficulties, introduce research issues and many applications.
This paper presents the fundamental model of Mobile Cloud
Computing (MCC), its experience, key innovation, challenges
and flow which would be required about future research points of
view. In our future work, we will propose we propose a lightweight
data sharing scheme for mobile cloud computing.
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