
IJCST    Vol. 9, Issue 1, Jan - March 2018  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 54   International Journal of Computer Science And Technology

An Efficient Methodology for Secure Data 
Sharing in Various Groups

1Y.Praveen, 2K.China Busi
1,2Dept. of CSE, Avanthi Institute of Engineering & Technology, Visakhapatnam, India

Abstract
In cloud giving security, ensures for the sharing data file. Tragically, 
in light of the continuous difference in the enrollment, sharing data 
while giving security saving is as yet a testing issue, particularly 
for an untrusted cloud because of the collusion attack. In this 
examination work, we propose a protected data sharing scheme 
for dynamic individuals Firstly, we propose a safe route for key 
circulation with no safe correspondence channels, and the clients 
can safely acquire their private keys from group chief. Besides, our 
scheme can accomplish fine-grained get to control, any client in 
the group can utilize the source in the cloud and disavowed clients 
can’t get to the cloud again after they are repudiated. Thirdly, we 
can shield the scheme from collusion attack, which implies that 
repudiated clients can’t get the first data file regardless of whether 
they plot with the untrusted cloud This scheme can accomplish fine 
effectiveness, which implies past clients require not to refresh their 
private keys for the circumstance either another client participates 
in the group or a client is disavowed from the group. 

Keywords
Access control, Data sharing, groups, key conveyance, cloud 
computing. 

I. Introduction 
Cloud is the most recent and quickly developing innovation, it 
gives the assets to its clients powerfully through the web. It gives 
simple, financially savvy and solid approach to store the data. [1,3] 
With cloud stockpiling and sharing administrations (e.g. Google 
Drive, Drop-box) individuals can cooperate as a group and offer 
the data with each other. Cloud processing empowers its clients to 
store the data and also share the data with each other. At the point 
when client makes the common data, client gets to and alters the 
data as well as offers the data with different clients. By putting 
away the data in the cloud, the general population can be assuaged 
from the weight of data stockpiling and upkeep. The cloud gives 
endless storage room. In this paper the primary commitments 
of schemes are, 1) We propose a protected data sharing scheme 
for dynamic individuals. we propose a protected path for key 
conveyance with no safe correspondence channels, and the clients 
can safely acquire their private keys from group manager.[6] 2) 
Our scheme can accomplish fine grained accesscontrol, any client 
in the group can utilize the source in the cloud and denied clients 
can’t get to the cloud. 3) Revoked clients can’t get the first data 
file regardless of whether they have an arrangement with the 
untrusted cloud. 

II. Related Work 
[3] Presented cryptographic capacity framework that empower 
secure data sharing. In this strategy separating file into the file 
group and encode each file group with a file piece key. In this 
scheme at the season of client repudiation the file piece key should 
be refreshed and circulated to the client thusly the framework 
had a substantial key conveyance overhead. [4] Explained and 
consolidated system of key strategy attributebased encryption 
[5],proxy re-encryption and apathetic reencryption to accomplish 

fine grained data get to control without unveiling data . [6] 
Proposed a protected provenance scheme by utilizing group 
mark and figure  strategy traits based encryption system , after 
enlistment every client he get two key in which the ascribe key 
is utilized to unscrambling which is scrambled by the quality 
based encryption. Group signature key is utilized for security 
protecting and traceability. In this way, that in this procedure denial 
isn’t upheld. [7] Propose secure multiowner data sharing scheme 
named as Mona. He guaranteed that his scheme accomplish fine 
grained get to control and renounced client can not get to the 
common data again after he was repudiated. By the cloud and 
repudiated client this scheme ought to be experience the ill effects 
of the collusion attack. Disavowed clients utilize his private key 
to decode the encoded data after his denial. For getting to file, in 
which renounced client send demand to the cloud. Cloud react the 
comparing encoded data file without confirm the renouncement 
list. At that point the repudiated clients figure their decoding key by 
attack calculation so the attack ought to be finished. [8] displayed a 
safe access control scheme on scrambled data in cloud stockpiling 
by summoning part based encryption system in this scheme can 
accomplish proficient denial that contain rolebased get to control. 
In this scheme confirmation between substances isn’t worry that 
is this scheme is effortlessly experience the ill effects of attacks. 
[9] Presented commonsense and adaptable key administration 
component for trusted communitarian processing by utilizing 
access control polynomial for the dynamic group this scheme 
ought to be configuration to effective access control secure path 
for sharing the individual changeless compact mystery between 
the client and the server isn’t bolstered. On the off chance that 
the attacker got the individual changeless convenient mystery it 
should uncovered the private key.

III. Methodologies
The cloud is maintained by the cloud service providers, provides 
storage space for data. The dynamic groups in the cloud contain 
group managers and group members who can share data in the 
cloud. The Group manger takes charge of system parameters 
generation, user registration and user revocation. Generally the 
group manager is considered as the leader of the group. Hence, 
we assume that the group manager is fully trusted one by the other 
parties. The Group members are a set of registered users that will 
store their own data into the cloud and share them with others. In 
this scheme, the group membership us dynamically changed since 
the users frequently changes from one group to another group. 
Because of the new user registration and user revocation process 
are done to change the access of user. 
We describe the main design goals of the proposed scheme 
including key distribution, data confidentiality, access control 
and efficiency as follows:

A. Key Distribution
The users get their private key from the group managers. This 
process does not require any certificate authorities whereas in 
other existing systems the keys are distributed by using a secure 
communication channel.
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B. Access Control
Group members are allowed to access the cloud resource for the 
purpose of data storage and it also allows the users to share data 
within the group. The unauthorized users are allowed to access 
the cloud resource at any cost and revoked users will no be able 
to access the resource from which they are revoked.

C. Data Confidentiality
The data is secured and kept confidential by providing access 
to only authorized users and unauthorized user cannot retrieve 
the contents of cloud stored data. Maintaining the availability of 
the data confidentiality in dynamic groups is an important and 
challenging issue. Once the user is revoked they cannot decrypt 
the stored data. 

D. Efficiency
Any group member can store and share data files with others in 
the group by the cloud. User revocation can be achieved without 
involving the others, which means that the remaining users do 
not need to update their private keys. 

E. Data Integrity
Data integrity is maintaining and assuring the accuracy and 
consistency of data over its entire lifecycle in the cloud storage 
and is a difficult thing tp implement and use a system which 
stores,processes and retrieves data securely in the cloud. The 
scheme includes system initialization, registration for existing 
users, file upload, user revocation, new user registration, file 
download. 

1. System Initialization
This module is used by the group manager and the system members 
for initializing the required key and attributes. Group manager 
extract user credential, attribute and profile details from the 
system administrator. Each individual user generate their public 
cryptographic key which will be used by the group manager and 
user for key distribution. 

2. Register Existing Users
The existing user requests the group manager with high ID, self-
generated Public key and account credentials for group key from 
accessing his/her group file list. The group managers generates 
a group key and random string for message authentication and 
send the key and random string after encrypting using user public 
key. This process is done after verifying the sent user credential, 
if the credential are valid then the above process is done and the 
group list is updates in the cloud. 

3. File Upload
The group member chooses a unique data file identity and encrypts 
the data using the group key. This file is send to the group manager 
with the file data, file ID, and user ID. On receiving the request the 
group manager check whether the user is a legal group member. 
If the user is valid then the group manager sends encrypt file to 
the cloud server. It also update the group document list during 
the uploading process. 

4. Register New Users
Registration for existing users and registration for new users is 
required. The group manager acts as admin and logs every process 
in cloud. The group manager is responsible for user registration 
and also user revocation too. Group members are a set of registered 

users that will store their private data into the cloud server and 
Share them with others in the group. The user must submit their ID 
and public key to the group manager. After verification, the group 
manager issues the private key to access the cloud storage. 

5. File Download
This operation is performed by the group member and the cloud, 
the group member sends encrypt data ID and group ID to the cloud. 
On receiving the message cloud server decrypts the information 
and verify them with the group user list and group document list. 
If it matches the list then the cloud server send the corresponding 
encrypt data to the group user. Get the message from the cloud the 
user verify the validity of data and finally the group.

IV. Service Models

Fig. 1: Service Models

A. Software as a Service (SaaS) 
The customary model of software dissemination, in which software 
is acquired for and introduced on PCs, is in some cases alluded 
to as Software-as-a-Product. Software-as-a-Service is a software 
dissemination show in which applications are facilitated by a 
merchant or service supplier and made accessible to clients over a 
system, commonly the Internet. SaaS is turning into an inexorably 
common conveyance demonstrate as hidden advances that bolster 
web services and service-arranged design (SOA) develop and new 
formative methodologies end up noticeably mainstream. SaaS is 
additionally regularly connected with a compensation as-you-go 
membership permitting model. Mean-while, broadband service 
has turned out to be progressively accessible to bolster client 
access from more zones the world over. Cases are Google’s Gmail 
and Apps, texting from AOL, Yahoo and Google. 

B. Platform as a Service (PaaS) 
Cloud computing has advanced to incorporate platforms for 
building and running custom electronic applications, an idea 
referred to as Platform-as-a-Service. PaaS is an outgrowth of the 
SaaS application conveyance show. The PaaS display makes the 
greater part of the offices required to bolster the total life cycle of 
building and conveying web applications and services altogether 
accessible from the Internet, all with no software downloads or 
establishment for engineers, IT directors, or end clients. 

C. Infrastructure as a Service (IaaS) 
The capacity given to the buyer is the arrangement of frameworks 
or bunches or virtualized servers, handling, stockpiling, systems, 
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and other key computing assets where the purchaser can convey 
and run subjective software, which can incorporate working 
frameworks. The most astounding profile case is Amazon’s Elastic 
Compute Cloud (EC2) and Simple Storage Service, yet IBM and 
other customary IT sellers are additionally offering services, as 
is telecom-and-more supplier Verizon Business. 

D. Communication as-a-Service (CaaS) 
A CaaS demonstrate permits a CaaS supplier’s business clients to 
specifically convey interchanges elements and services all through 
their organization on a compensation as-yougo reason for service(s) 
utilized. CaaS is planned on an utility-like estimating model that 
furnishes clients with exhaustive, adaptable, and (normally) easy 
to comprehend service arranges. 

V. System Model 

A. Risk Model 
In this paper, we propose our arrangement considering the Dolev-
Yao show, in which the aggressor can catch, catch and mix any 
message at the correspondence channels with the Dolev-Yao 
demonstrate, the most ideal approach to shield the information 
from assault. 

B. Framework Model 
Here the proposed model is represented; the framework display 
comprises of three distinct elements: the cloud, a gathering chief 
and countless individuals. The cloud, managing by the cloud 
service suppliers, gives storage room to facilitating information 
documents in a compensation as-you-go way. Then again, the 
cloud is untrusted since the cloud service suppliers are effectively 
to wind up untrusted. Consequently, the cloud will attempt to 
take in the substance of the put away information. Assemble 
administrator will acquire charge of framework parameters era, 
client enrollment, additionally, customer disavowal. Cluster people 
(customers) are a course of action of join customers that will store 
their own specific data into the cloud and give them to others. In 
the arrangement, the social event enlistment is effectively changed, 
in view of the new customer ring and customer foreswearing. 

C. Plan Goals 
We portray the rule arrange goals of the proposed arrange including 
key flow, data mystery, get to control and adequacy as takes 
after: 

1. Key Distribution
The essential of key transportation is that customers can securely 
get their private keys from the social occasion chief with no 
Certificate Authorities. In other existing arrangements, this object 
is skilful by expecting that the correspondence channel is secure, 
then again, in our arrangement, we can finish it without this strong 
thought. 

2. Get to Control
First, gather people can make utilization of the cloud resource for 
data stockpiling and data sharing. Second, unapproved customers 
can’t get to the cloud resource at whatever point, and repudiated 
customers will be unfitted for using the cloud resource again once 
they are denied. 

3. Data Classification
Data mystery requires that unapproved customers including the 

cloud are unequipped for taking in the substance of the set away 
data. To keep up the openness of data mystery for component 
social events is as yet a fundamental and testing issue. Specifically, 
disavowed customers can’t unscramble the set away data report 
after the foreswearing. Viability: Any social occasion part can 
store and give data records to others in the get-together by the 
cloud. Customer revocation can be proficient without including 
the others, which suggests that the rest of the customers don’t 
need to update their private keys.

VI. Proposed Methodology
We propose a secure data sharing scheme for dynamic members. 
Firstly, we propose a secure way for key distribution without any 
secure communication channels, and the users can securely obtain 
their private keys from group manager. Secondly, our scheme can 
achieve fine-grained access control, any user in the group can use 
the source in the cloud and revoked users cannot access the cloud 
again after they are revoked. Thirdly, we can protect the scheme 
from collusion attack, which means that revoked users cannot 
get the original data file even if they conspire with the untrusted 
cloud. In our approach, by leveraging polynomial function, we can 
achieve a secure user revocation scheme. Finally, our scheme can 
achieve fine efficiency, which means previous users need not to 
update their private keys for the situation either a new user joins in 
the group or a user is revoked from the group. our scheme is able 
to support dynamic groups efficiently, when a new user joins in the 
group or a user is revoked from the group, the private keys of the 
other users do not need to be recomputed and updated. Moreover, 
our scheme can achieve secure user revocation, the revoked users 
can not be able to get the original data files once they are revoked 
even if they conspire with the untrusted cloud.

Fig. 2: Proposed System Architecture 

VII. Conclusion 
The security and efficiency of the data stored in cloud are the most 
challenging issues in the data sharing systems. The techniques in 
the cloud must provide data protection, availability of the data 
and secure sharing of the data among group of users.Also, our 
scheme is able to support dynamic groups efficiently, when a 
new user joins in the group or a user is revoked from the group, 
the private keys of the other users do not need to be recomputed 
and updated. Moreover, our scheme can achieve secure user 
revocation, the revoked users can not be able to get the original 
data files once they are revoked even if they conspire with the 
untrusted cloud. This paper has aimed at giving a general overview 
and comparative analysis of the various techniques that are being 
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employed for use in the cloud computing environment and also 
the system architecture of the proposed system for secure data 
sharing in cloud.
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