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Abstract
Electronic communication is an emerging technique where we 
send information from sender to receiver  in the form of E- Mail. 
To send and receive an Email, each user should have an ID. That ID 
must be locked with the unique password. The password is in the 
form of text. It may be alphabetical, numbers, alphanumerical and 
etc. Email servers provide the constraints to set the passwords, for 
the users. Even most of the servers secured, Black hat hackers hack 
the account and access the information. A graphical password is 
an authentication system that works by having the user select from 
images in a specific order, presented in a Graphical User Interface 
(GUI). The most common computer authentication method is to 
use alphanumerical usernames and passwords. This method has 
been shown to have significant drawbacks. For example, user tends 
to pick a passwords that can be easily guessed. On the other hand, 
if a password is hard to guess, then it is often hard to remember.
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I. Introduction
E-mail hacking is one of the most common attacks on the Internet. 
Almost all computer security enthusiasts – irrespective of their 
expertise level – are sure to have indulged in email account cracking 
at same point of time or the other. Most companies would find 
it difficult to survive even a single day without using the e-mail 
system. As more and more people start depending upon emails 
for both official and personal subsistence, the threat of e-mail 
account cracking is only going to increase.
The hugely critical role played by e-mail in today’s world makes 
e-mail cracking all the more attractive from a criminal’s point of 
view. Authentication plays a crucial role in protecting resources 
against unauthorized and illegal use [4]. A number of computer 
crime investigations also require police and forensic agencies 
to covertly break into the suspects email accounts to gather 
evidence. Possessive young lovers would do anything to be able 
to get a glance of their partner’s email account contents.Friends 
acrosseducational	institutions and organizations would love to 
break into each other’s e-mail accounts simply as practical jokes. 
In this age of corporate espionage, many organizations strive to 
break into their competitors email accounts to gather as much as 
business intelligence as possible.

II. Techniques Involved in E-mail Hacking 
E-mail account cracking is indeed one of the most exciting and 
sought after attacks through the Internet, though many industry 
veterans consider such attacks merely lame. Although there is no 
particular guaranteed method of breaking into a victim’s e-mail 
account, there are definitely a few different techniques that are 
commonly used by attackers, namely: 

Password guessing •	
Brute Force attack •	
Forgot password attacks •	

E-mail systems are only as secure as the people using it. Unless 
all e-mail users are made aware of the security risks involved, it 
will be very difficult to successfully prevent any kind of e-mail 
fraud. 

A. Password Guessing 
Password guessing is probably one of the most commonly used 
password cracking techniques prevalent on the Internet, even 
though the success rate of such attacks is very low. In this attack, 
the hacker first gather as much personal information about the 
victim’s like phone number, birthday, parents names, girlfriend’s 
names, pet’s names etc. and then simply tries his luck by entering 
different combinations of different names and numbers at the 
password prompt [7]. If the hacker is lucky then one such random 
combination might actually work. Some of the most common 
passwords that an attacker usually guesses are: 

Loved one’s name + Birthday/Phone number, Vechile’s+ •	
Name/Number. For example Discover3328. 
Victims own name + Birthday/Phone number. For example •	
abdulrahim3328. 

B. Brute-Force Attacks
 Brute force is probably one of the oldest techniques of password 
cracking known to the underground community. For most attackers, 
brute force password cracking remains the ultimate fallback attack 
if all other techniques fail. In this attack, an automatic tool or 
script tries all possible combinations of the available keyboard 
keys as the victim’s password [7-8]. The amount of time it takes 
to complete these attacks is dependent on the criteria such as, 

Complexity of the password, and •	
How well the attacker knows about the victim.•	

Such a hit and trial method of trying out all available permutations 
and combinations means that irrespective of the victim’s password, 
it will sooner or later definitely be cracked. As soon as the 
correct password is found, it is immediately displayed on the 
screen. Obviously, due to the extremely high number of possible 
combinations of keystrokes, Brute Forcing can sometimes take 
an extremely long time to reach the correct password. However, 
if an attacker is lucky, then this technique will reveal the correct 
password within a matter of seconds. The success and speed of 
this technique largely depends upon the strength of the victim’s 
password. From these attacks we can say, 
Hacker’s success rate 1/∞ Victim’s password strength 

C. Forgot Password Attacks
The forgot password attack can definitely be labeled as an extension 
to the password guessing attack. All e-mail service providers have 
an option that allows users to reset or retrieve their e-mail account 
password by simply answering a few pre-defined questions [7-8]. 
Ideally, e-mail service providers should ask users to enter only 
personal information that other people don’t know to retrieve or 
reset the forgotten password. 
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Fig. 1: Diagram of Retrieve a Password using Forgot Password 
Options of G-mail.

Unfortunately in reality, most e-mail service providers ask users, to 
enter publicly accessible information like country, ZIP postal code, 
birth date, city etc. An attacker can easily find out such information 
without much trouble, retrieve/reset the victim’s password using 
the forgot password option and then gain access to the victim’s 
e-mail account [7]. Some people like to enter false contact 
information may be a friend’s contact details while registering a 
new e-mail account. Such a practice can sometimes prevent an 
attacker from cracking an e-mail account using this technique. 
Text-based passwords remain the dominant authentication method 
in computer systems, despite significant advancement in attackers’ 
capabilities to perform password cracking [1]. By some general 
methods, we can protect our passwords. 

Table 1. Analysis of Hacking Techniques 

Methods Threat 
Level

Level of 
Execution Result Analysis Rating

Password 
Guessing Low Easy Very common 

& not effective. *

Forgot 
password 
attacks

Mid Easy Very Effective ***

Brute-
Force 
Attacks

High Tedious 
& slow. Effective. **

We analyzed the above hacking methods based on two criteria’s 
such as Threat level and Level of Execution (LOE). By the result 
analysis, we give rating to the methods. 

III. Attacks Become Holes &  Vulnerabilities of an Existing 
Mail Servers 

A. Loophole under Brute-Force Attack & Password 
Guessing 

Existing mail servers allows hackers, to proceed Brute-force •	
attack. (i.e.) If you want to hack someone’s Email Id by Brute-
Force attack means, you can try by typing an infinite number 
of wrong passwords for corresponding username. By this 
method, Hacker can identify the right password after some 
trials. 

1. Loopholes under Forgot Password Attack
If the hacker tries to get a password via Forgot password •	
Attack, Mail servers provides an option “Get a verification 
code on my phone: …….78. By clicking that option, the 
corresponding user receives a message “Your Mail server’s 
Verification code is ******.” If the User doesn’t have 
technical knowledge, he/she wouldn’t know why such type 
of messages has come.
Even while user set a code for Two-step verification method •	
in Gmail, it sends a message “Your Google verification code 
is ******”. There is no difference between in the messages of 
Retrieve the password and set the Two-step verification.

B. Vulnerabilities
Mail servers allow users to maintain a same password for •	
personal, financial and also for social networking websites. 
It’s a major bug in Mail servers. Because of this, if a 
hacker hijacks victim’s mail account means, he can hack 
corresponding mail’s social networking account and also 
access the financial transactions.

IV. Proposed System
This unique and user-friendly 3-Level Security System is involving 
three levels of security, where the preceding level must be passed in 
order to proceed to next level. Text based passwords are not enough 
to compromise  the above specified attacks. We concluded to 
implement some additional security system to ensure the account’s 
security. So, we decided to install three level security measures.

A. Level 1
Security at this level has been imposed by using Text based 
password (with special characters), which is a usual and now an 
anachronistic approach.

B. Level 2
At this level the security has been imposed using Image Based 
Authentication (IBA), where the user will be asked to select from 
the two grids. Both the grids will be having 100 unique Image grids, 
from where the user has to select two, one from each grid.

C. Level 3
After the successful clearance of the above two levels, the 3-Level 
Security System will then generate a one- time numeric password 
that would be valid just for that login session. The authentic user 
will be informed of this one time password on his signed up 
email-id. Any hacker if in the extreme case, suppose (although 
difficult) will cross through the above two mentioned security 
levels, will definitely not be able to cross the third security level, 
unless he has access to the original user’s email-id. The user 
will be authenticated as an authentic user, and will be awarded 
access to the stored information, only after crossing the three 
security levels (Security level1-Text password, Security level2-
Image Based password, and Security level3- One-Time Automated 
password).

V. Implementation of Imail Server with the Image Based 
Authentication
We created a new mail server, named IMail, as a proposed system 
to compromise the hazardous techniques of E-Mail Hacking and 
bugs of existing mail server. In IMail server, we planned to add 
the new enhanced technique to overcome the limitations of text 
based passwords. We came to the decision that we use Image 



IJCST    Vol. 9, Issue 4, October - December 2018  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 54   International Journal of Computer Science And Technology

based authentication to tight the security of Mail server. Now, 
it’s active under http://www.isolmail.com URL.
In IMail server, we have implemented the image based authentication 
as a primary authentication for the user’s account.

A. Create an account in IMail by selecting the Images
To use IMail, user should create an individual account. We 
implemented the Image based authentication from here itself. 
Before create an account, user instructed to follow some constraints. 
The constraints are listed below.

Here we give a set of Image grids. In Grid1, 100 images are 1.	
given and also, In Grid 2, 100 images are given.
You should select two images from two grids. Images what 2.	
you select from two grids are may be same or unique.
Keep the pictures; what you select in your mind is 3.	
necessary.
User shouldn’t select the both images from same grid 4.	
itself.

Fig. 2: Diagram of Select the Images from Two Grids at the Session 
of Create an Account.

Additions to set the text based password, selection of images 5.	
are taking as a must one, to secure the account.

B. Signin to the IMail by using the Selected Images
In the case of existing mail servers, this is the process which the 
user wants to access their account, by entering the text based 
passwords what they have selected. But in Imail, user should click 
the correct images from two grids, what he has selected in the sign 
up process, addition to the text based password authentication.

Fig. 3: Diagram of Select the Images from Two Grids in the Signin 
Process.

C. Change the Image Sets Option to Ensure the 
Security
There is a fact that, user should change the passwords for every 
month. Like that, we set the option to change the image sets for

Fig. 5: Diagram of Change the Images from Two Grids when the 
User Wants

every month to ensure the security of an account. To change the 
image set, user should login into his account and select the correct 
account type.

VI. Features of Image Based Over Text Based 
Authentication in Imail
Graphical passwords may offer better security than text based 
password because many people in attempt to memorize text based 
passwords, use plain words (rather than recommended jumble of 
characters). A dictionary search can often hit on a password and 
allow a hacker to gain entry into a system in seconds. But in Imail, 
a set of selectable images from two grid are used on successive 
screen pages, and if there are many images on each page, a hacker 
must try every possible combination at random. If there are 100 
images on each of the 2 grids in a 100-image password, there are 
100^2 or Ten thousand (10,000), possible combinations that could 
form the graphical password. If the system has the built-in delay 
of only 0.1 second following the selection of each image until 
the selection of the next grid, it would take millions of years to 
break into the system by hitting it with random image sequences. 
Therefore hacking by random combination is impossible. If the 
hacker tries to access victim’s account, by selecting the images 
as wrong more than three times means, Imail server will alert the 
victim by SMS alert.

VII. Conclusion
This paper presents what are the techniques are involved in hacking 
and also performed by a hacker. Security attacks can come from 
both viruses and hacking programs [5]. It’s not used by the hackers’ 
only, also ethical hackers. E-mail communication is nowhere close 
to being safe on the Internet. Hence it is always a good idea to use 
secure e-mail systems like Pretty Good Privacy (PGP) and digital 
signatures. Such a strategy will prevent an attacker from being 
able to intercept an e-mail and read its contents [8]. Encrypted 
e-mail systems also make it all the harder for attackers to be able 
to perform forged e-mail attacks. Governments, companies, and 
private citizens around the world are anxious to be a part of this 
revolution, but they are afraid that some hacker will break into 
their Mail Id and steal their personals. Most of the people think 
that, the programming skill is needed to hack. But, it’s not needed 
to become a hacker. The terms “Hacking” and “Password” are 
dependent and inversely proportional. Such a strategy will prevent 
an attacker from being able to intercept an e-mail and read its 
contents. Encrypted e-mail systems also make it all the harder for 
attacker to be able to perform forged e-mail attacks.
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Some mail servers are spending huge amount to secure their 
system. Beyond that, Black hat hackers hack the victim’s account 
by using his/her technical knowledge. Now, we have started to 
create a new mail server, named IMail server to compromise the 
loopholes as a proposed system. In IMail server, we completed 
some of the compromising methods and still we are creating rest 
of the compromising methods. After finished all of the modules, 
it will be surely secured and effective mail server that surely 
fadeout the loopholes of existing mail servers and some dangerous 
techniques of Email hacking. Apart from the compromising 
methods, we stored the passwords as MD5 format, in the IMail 
database. Because of this option, even if the hacker hacked the 
IMail database, he can’t access the user’s passwords. In future, 
we have planned to store the passwords in the formats of SHA-
1(Secure Hash Algorithm), RIPEMD-160 (RACE Integrity 
Primitives Message Digest algorithm-160) and implement PGP 
algorithms with Digital signatures [9].
I conclude that, by creating a new mail server (i.e.) IMail server 
with Intelligent security measures, we can totally block the given 
loopholes of existing mail servers and some lore techniques of 
Email hacking.
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